BRI K250m 3503 #i8s EWVLANK B 5§ 2o
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AR R H U 7E Cisco Business 2505350 R 5l X i R A& 1B 9 Bl 46 — B =R Z EVLANEY
R

HARR |RMARE

. CBS250(ZERF M) | 3.0.0.69( T HBEHFARZ)
. CBS350(EmFM) | 3.0.0.69( T HBFRZE)
. CBS350-2X(ERFM) | 3.0.0.69( T H M)
. CBS350-4X(ERF ) | 3.0.0.69( T S JMHETARA)

T

ERESMERK(VLAN)AFELGBEF NS ESMAKLAN)E 2 B TENEEBE. £
BER UMK EEBNERT , LA VLAN |, BiBiSEREEIIEEVLANKE
MEeM, LEBRVLANWERE TR BMIRERVLANEHWER, VLANETRHR
BEREBNERELAITXEE Wi EERERIES WA,

VLANAFFRERIIE - EXBEN - EFTREER - EEIT - KETER. 28
VLANRENNTEFZRVIANSEGZNE , SAENSTHEERER. EATEMA
B B MR B A E (GARP)VLANGE B A1 B (GVRP) B, AT ABNRE &5 L
VLAN , BEF B,

AR IR H a0{A 7 Cisco Business 2508350 % 5l 33 2 # mh G 18 4 Bl 48 — A= 2 @ VLANKY
REA.

B ESTERIVLANE B8

SR1IBATRBENERWebNBERARER , AR EEFVLANEE>BVIANKBRE,
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VLAN Settings

Interface Settings

Port to VLAN
2

SR2EENEER (EHLAG ) , REE—TGo.

Port VLAN Membership

F - Forbidden member T - Tagged member U - Untagged member | - Inactive VLAN P - PVID
M - Multicast TV VLAN  In - Internally used VLAN G - Guest VLAN Pp - Private VLAN Primary Ps - Private VL AN Secondany

Port VLAN Membership Table

Join VLAN...

Filter: Interface Type  equals to Port v (676}

Port
Interface  Mode Administrative LAG ogrational VLANs LAG

U TRASERRERRNFANE -

. Interface — EE{LAG ID,

. 3 — fEInterface Settings B H FIRZEM N EVLANE R,
. BEEBVLAN — BTN E Y EEMBIFTBEVLANK THIEE,
. T#EVLAN — B RN HE B FTBHFTEVLANK THh®RE,
. LAG — IRBEMNERPort , BISBEREFIBHLAG,

BYEE : EABIF | BEETIE,



SER3 BT ER B ENERRE,

Interface Mode Administrative VLANs Operational VLANs LAG

O GE1 Access 1U U
O  GE2 Access 11U U
GE3  Access 1U 1U
O  GE4 Access 1U U
O  GE5 Access 1U U

MIEE . EACRAIGD | BIETGES,

H R4 — T Join VLANZ &R

Port VLAN Membership Table

JDin VLAN-- .
Filter: Interface Type  equals to Port v

Interface Mode Administrative VLANs Operational VLANs LAG

O GE1 Access 1U 1U
O  GE? Access 1U 1U
® GE3 Access 1U 1U

S5 R TE Interface B IR E 7 EEMPort=sLAG,



Edit VLAN Membership

® Port GE3 v (O LAG 1 v

Interface:

Current VLAN Mode: Access

M : ERVIANE B REN BREREPBRFNRBVLIANER, EXFH  EXRE

FAccess, EFFMABRMBNMAEELIIEE  FiE— THERIRHA,
SER6. M TRLIREFEFEEAVLAN ID, EEREBEERTFIEXR | ©2FBVLANG
KB, FERER 1.
Access Mode Membership (Active)
These are the VLAN membership settings for the current active VLAN interface mode. These settings will take effect immediately.
Access VLAN ID:
None

Multicast TV VLAN: 1
20

BIRE : TEARE B+ |, BEVLAN 20,

SB7 R TIIREFRE—MEMEBTV VLAN, EEREEAEIERE K tERZEE
joV VLANE"JEEEO %ﬁ%ﬁﬁk’Noneo

Access Mode Membership (Active)

These are the VLAN membership settings for the current

Access VLAN ID: 20 v
Multicast TV VLAN:

None

1

The following settings are for tt 20 interface VLAN

UTREEAREERMEVLANEN, ELENREERF  EREEVLANTHRER
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HFEXRNEVLANER R  ELEMRISEN. EFARBNMAEEL TR A FE—
TULERTEERER B

SRS M TAIEEPREAREVLAN ID, EERERNEREXR , ©REAHVLANG
K&, FERES 1.

Trunk Mode Membership

Native VLAN ID: T v
e
1 AN
20 }eﬂ

TROEBEEREENEIRERR  SHEEERVLANBRE, U TREHEE

- FTBVLAN — EEEAPEERE  ©ERBFIEVLANBRE,
. User Defined — EERERTrunkiE XN | SR EL B TE ANWVLANBK S,

Trunk Mode Membership

Native VLAN ID: 1 v
Tagged VLANSs: (O All VLANSs
(*) User Defined 30-40 (VLAN Range; Example: 1,3,5-10)

BEE : FEAGIH | BIBEHEEZR I FEAVLAN 30-40,

HE810.7E Untagged VLANSHBAI HE AVLAN ID, EEHREBER—KERE K 2
VLANK EAZE K B,

General Mode Membership

Untagged VLANS: L (VLAN Range; Example: 1,3,5-10)

BHEE : AEHIRERBZVLAN 1,

S EB11.1E Tagged VLANSHB{L FE AVLAN ID, BEHREER—KREXEF K 2l
VLANK EEZBRE.
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General Mode Membership

Untagged VLANS: L (VLAN Range; Example: 1,3,5-10)

Tagged VLANS: 30 (VLAN Range; Example: 1,3,5-10)
BRE : A8 A KR VLAN 30,

$BB12.75 Forbidden VLANsSH{IF & AVLAN ID, EEERERERE , BIER
GVRP&EE , N EtFTAFMAVLAN, EERETZ2TMEMVLIANNRER | i8R
BERAKEE  SEEEERARNIVLAN 40958 — 24 , MAZFVLAN 40952 R &
VLAN ID(VID),

General Mode Membership

Untagged VLANS: 1 (VLAN Range; Example: 1,3,5-10)
Tagged VLANS: 30 (VLAN Range; Example: 1,3,5-10)
Forbidden VLANS: 40 (VLAN Range; Example: 1,3,5-10)

BHEE : A& 5 5 A B9 2 VLAN 40,

(@i

$E213.%8General PVID THLZE FIEEVLAN ID, EEZREBEER—KRERE K 88
LVLIANWRE, TasRES 1.

General PVID: 1T v
1
20
Customer Mode Membe 3
40

S ER14. ( W& ) f€Customer VLAN IDTTHIZEHIEEVLAN ID, BEREENRETFE
A&, EERLVLANBEK S,



Customer Mode Membership

Customer VLAN ID:

=
Customer Multicast VLANS: 1

20

30

40

BIEE : FEAETHIS | ZIEVLAN 20,

$E15, ( W& ) 1 Customer Multicast VLANs# 1z H# A VLAN ID, EEBFEERAE
FEAXE  ©RILSHEETV VLANKKE,

Customer Mode Membership

Customer VLAN ID: 20 v

Customer Multicast VLANS: ( ) (VLAN Range; Example: 1,3,5-10)

BEE : EARHIG |, KREAVLAN ID,

£ E816.32— T Apply , A% & — T Close,



Edit VLAN Membership X

Interface: (o) Port  GE3 ~ (O LAG v

Current VLAN Mode: Access

Access Mode Membership (Active)

These are the VLAN membership settings for the current active VLAN interface mode. These settings will take effect immediately.

Access VLAN ID: 20 v

Multicast TV VLAN: None v

The following settings are for the inactive interface VLAN mades. these effects will be saved, but will

not take effect until the interface VLAN mode is changed in the VLAN Interface Settings screen.

Trunk Mode Membership

Native VLAN ID: 1 v

Apply Close

HBR17, (HE ) E—TSavelRERTFIRBEEERT,

9 CBS350-8P-E-2G - swi... Q b=A
Port VLAN Membership

F - Forbidden member T - Tagged member U - Untagged member | -In
M - Multicast TV VLAN In - Internally used VLAN G - Guest VLAN Pp -

Port VLAN Membership Table
BE , ZERYEEREEERIEFHN — @ ZEVLAN,

REERNEBXRU L EFHARAVIANNES AR ? ARFMEES , FRAUTER
B

EVVLAN SAVIANE B R AR 8 BVIANNE A S E N BRVIANESTE FER
VLAN #$48EBRAREAVLAN ERBENVIANAA FEESB S HEETVVLANRES S BF
ERBSBEXETVVLANRE S &

AEARHEER

H#®

AR MEANEBIE ST E(CL)E T EVLANR E A BN 350 R 5 #ids LW FE



/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/2518-2520-private-vlan-membership-settings-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2528-assign-interface-vlan-as-access-or-trunk-port-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2531-configure-vlan-protocol-based-groups-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2532-configure-port-to-vlan-settings-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/2635-2499-subnet-based-vlans-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/2635-2499-subnet-based-vlans-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2638-configure-multicast-tv-group-to-virtual-local-area-network-v-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2636-2536-configure-protocol-based-vlans-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2537-configure-access-port-multicast-tv-virtual-local-area-networ-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2538-configure-customer-port-multicast-tv-virtual-local-area-netw-cbs.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2538-configure-customer-port-multicast-tv-virtual-local-area-netw-cbs.html

ETERE

T

R B EER(VLAN) R FF B LR E S X8 BIEMAR (LAN) B2 AT RN EEMEE. E8
REBTREMR LEENERT , TEEIVLAN , BB ERiEE DS EVLANRE
mEret. ARBRVLANKFERE S sesh B AMIREXVLAN LN E R,

BULEERYEEREENEARNERTFEEN , ARERBERS EHBVLAN,

VLANR —EEEENEENERE 2. VLANRTRAEYELANIEEMEL , BEI6E
FHRAEMELHRE ST UHEMETS B, RR[EFBATUBRVLAN, EE
. ERNERERSERITHIIE - VLANFHIE,

VLANETRAREBEEK EENEBEEITSLEBENENTERERESHE, ©EA
DE@@EEmEERELAKEE  MEFTERENEMNELRE,

ERFNABBERWebNEAENBEERRE ENVLANRE , FR—TIHE. FRER

CLINEREA , Bk —TIHE,

TE®ERTEET L TVLANRCBS3503 #i4 !
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LAN/WAN
Switch 3

VLAN30 Operations ﬁ
Servers 192.168.30.1/24

Route ——
'192.12;,0'.".1}'16 E
VLAN1
Default CBS350 Switch 2

VLAN10 Admin VLANZ0 Finance E
192.168.10.1/24 192.168.20.1/24
. VLAN1 — iERFEERVLAN, BB VLANERZIREEE, EMER |, BFBEE®
o M R o
- VLAN10 — EE M ERARK ., MKt £192.168.10.1 , FHEEBHEA
255.255.255.08%/24.,

- VLAN20 — B S EBPIRY IE SR MERE . MR Hb1E £192.168.20.1 , THREBIHA
255.255.255.058/24.

. VLAN30 — EZ PR ERRE ., MKt 5192.168.30.1 , FHRABIEA
255.255.255.084/24,

HEAWERET , BN EEEARBEEARNPEENCEEVLANATEEN TR



VLAN3I0 Operations
192.168.30.1/24

. . (—

Servers :r \

M[.

( \

1| |

T !

1] |

| 1 |

SRl A

¥ 1 I | I

| 1 | | | |

I 1} 1] |

i | I | | |

Mg

i I 1 |
Ry

: i 1| I | |

. | 1| 1 |

| epe——"  S—— '

Access Port VLAN10 Admin ‘eomws’

----- Trunk Port 192.1.168.10.1/24 VLANZD Finance
o = VLAN 192.168.20.1/24

BEXERNOT

CEAR — MTEHEERNE/RERZEVLANER |, XD EEIEENVLAN, FEUEREE
EANEH  BReERERVLANERE,

- PEE — TEHEEROEBEEESVLIANEZE, FREEANKBREIEMAREE BN
B | BEAEAE S EVLANKRE.

BHEE : FERRIBAT  ATENMTEHUERFEER K EEREZCHILUERMEVLANKIR
B, ERFBNTERRBEENERWebWEAE BN EVLANS B BAccessZ Trunkig
y %E_Tmo

EREVLAN , SHEBUATAR :

1.2IVLAN, EEBZNMERBERWebWNEABEREER M FAWVLANGRE |, Bik—
TIE. EEERCLIRAE , Fk—THE.

2. (R ) AEREMFNVLANHEBEE, FENAEBERWebIE AR ERR
HERVLIANN ERENRA , FR—TUHE. SERERCLINVERA , FR—TLHE,

SHENEDEHRVLAN, FREAUNMEBRBERNERWebNEREXKNME BB
VLANKIERER | S5 — T &R,

4. (A& ) EXMER LEREVLANEHE, BT UEEL T EA—E .
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- ERMACHVLANAE LR — AR TEB X REHERWebI B AREAEEERMACH
VLANFERYERER |, SERE R, BRERCLINRHA , FiE—THRE.

- ERFHENVLANESE — BRNMER BN ERWebNEREXEEER TR
VLANAERIGREA , R —THER. BRERCLINRHA , FE—THRE.

- ERHEMNVLANE SR — BRENMER IR ERWebNEREAE EERHER
VLANERERE , SR — TR, BEERCLINGRHR , FR— TR

5 (ME ) EXBHMEFRETV VLANRERE ., SR E N TEA—1

- EABBEETV VLAN — BRI ER RN ERWebWE BREXEEZEABEETV
VLANHYERBE |, iR — TR,

- BERIBERETV VLAN — BRI EER BN ERWebNEREABEERFEEETV
VLANKIERER |, 5532 — T HER.

HAKR |ERMARA

. CBS250(EmF ) | 3.0.0.69( T EHMHARZA)
. CBS350(ERF M) | 3.0.0.69( T HBHARZE)
- CBS350-2X(E R F M) | 3.0.0.69( T HEFARA)
. CBS350-4X(E & F M) | 3.0.0.69( T EMFTARA)

EiBCLIA B 3Tl F N VLANA ERRGE
A EE R B A B3 5 A VLAN

SR ZABRBMEGE, FAREASEBRBNERIE Acisco/cisco, MRBEHEEHH
FREZRARE , FHAEARE.

User Name:cisco
Puﬁﬁmrd:ttttttittt

SRR BEREME,

SE2 BRI FWERVLAN , FRAUTGR

SPEETRBHBBEXECHRT | BANTHSEA L HRRERR -

= O#fconfigure terminal

TRBAELHMREEERXNT , BEBWAULTREWANEHEE LT
Cbssol(conf i g) #interface [interface-i1d [ range vlan vlian-|
BIEEE
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. interface-id — IEEEfRER N HEID,
. range vlan vlan-range — I§EVLANEE ., FAERD RIFEEHVLAN , BREZEHK,
FEAEFE K/DMEEVLANEE,

SBSENHEEELETXH , fEHswitchport modedn S EEVLANK EER .

CBSs00(contl g-1T-range) #switchport mode access

S BR6. £ Aswitchport access vlanTi S ASIERIBE B 9 EEEAE, EREAERXNNIE
ENELERAERE—EVLAN , ZVLANR AR —EVLANK R E,

CbSsbU(conti g-11T-range) #switchport access vlan [vlian-i1d ||

BRI

. vlan-id — 5 E R B EFAIVLAN,
. none — EEEAETREBAEMVLAN,

HER7, (E ) EREFEAEMER/FERVLAN , FRAUTRE .

CBS3b0( CONT I Q-1 1-Tange) #no_switchport access vian
SR ERUNARELTY , BHAUTAE -

CBS3b0( CONT 1 -1 T-range) #exit
S8R0, (T2 ) EESBATG , REESEAELHRBYEHVLAN,

HER10.8 Aendin TR EHEHITER -

CBS350( CoNt 1 g-11) #end
SB11, (&) EERVLIANLECEEWNE  BRALUTAR :

O#fshow vlan

FERIER S BLHYVLANR R B E VIR,

SER12. (R ) ERMENSEEXECERT  WANUTSR S , SEEMNRERFIR
BREERT

startup-config

HE13. ( 7i& ) I Overwrite file [startup-config]... 12 R , TEEE LIRYEE "Yes,
) ERENEE rNOJ o

BT LEZECKEEE EN T EEERSEAEL 5 EAEEEHVLAN,

#ET EIE B A PR IR Y 5 BEAR VLAN



SR ERBENBFEEXECEXT  BAUTHTEASEMEBEREN

> O#configure termina

SR H2EMEREEAXT  BBAAUTARGANEAEELTX

5 U#tinterface [interface-id
BRI

. interface-id — IEEERER T HEID,
. range vlan vlan-range — I EVLANEE, FREH2RBIEEEWVLAN , ERZEZEHK,
FERAEFE K/ DMEEVLANEE,

SEIAENHEEELTXH , f£MAswitchport moded S ELEVLANK EER .

CboSsoU(conri g-11) #switchport mode trunk
SR (B ) BEEAERBEFEATERMWVLAN  BBRANUTAR :

CBSso0(cont |l g- | #no switchport mode trun

S BB5.#&switchport trunk allowed vliantE =X 5% € A TRUNKEF , f£ A switchport trunk
allowed vianfi 1§ EEPFTBRIVLAN,

CBSool(conti g-1T1) #switchport trunk allowed vlian [all |

ist

B

. all — IBEEMR1ZI40949FTEVLAN, EEAEE  BRENENEREENFTEVLAN,

. none — EEEZMVLANFE, EREBTBREAVLAN,

. add vlan-list — ZFTIEFEHVLAN IDEE, REHRSRIEBEBHIVLAN ID , FHEZEHK,
FEREFRR/NMNEE—EIDEE.

- remove vlan-list — EfEEMBRAIVLAN IDEE., BEiE o9 RIEEZBAIVLAN ID | F&Ez
%, FREFZHA/NMNSE—RBIDEE,

. except vlan-list - VLAN IDFRE , @ EH 12140048 E A ATEVLAN , BB Rvian-listhy
VLANBRZK,

FROERHENARELTXY , FRAUTREA :

Cbosoulcontig-11) #exit]
SR, (R ) BREJRAEIRBAERVLAN , FBRAUTREA :

(Bosol(config-11)#no switchport trunk allowed vlan
SRS (E ) EESRE6, BEESFREY D EHEEEHVLAN,

HERY . Aend TIRE R TER !



$EB10, (WHE ) EERVLIANLEECEENE  BRANLUTAR :

CBS5oU#show vlan
BiaE : FEARIR O ELAYVLANE REL B A IR,

B, (WE ) ERXMEHBEEXECEXT  BANUTH S , SEENRERTFE
BEREERT

HER12. ( 13& ) HE Overwrite file [startup-config]... 18 R , &% FHYZEE "Yes,
,ER#ENigE rNOJ o

B, REKENEBEI0RIIRMER LNNHERESTRERE | WIEREELEEHN
VLAN,

EEEN  SRHEREXXHMHE EHVLIANERE , FERE LREA,

REEBNEBXBE LERARVIANNESEARA ? EEFAEN , FREUATEM
B

EBVVLAN EHVIANR BRI A B P#E BVIANWE RS ENE BEVLANSE FHEER
VLAN 48 EEBAREAVLAN ERBEMNVLANAE FREHBS HEXTVVLANRES 9 BF
HRE L HMEXTV VLANK B 59
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