£RV016, RV042, RV042GHIRV082 VPN H
2r L AL & IPveEh R Al
BR

SRR EERAREEAFBLERERBB iR, ERBRARARENREM,

RN FEBUMMAIERV016, RV042, RV042GFIRV082 VPNESH 8% L#TiEIPveRARI&R All.
BHEKE

-RV016
- RV042
- RV042G
- RV082

ERE AR AN

-v4.2.1.02

FeEIPvesA E & Al

B A IPveiE

SB1.EAEWebELEERAEN , AREREIZESetup > Network, Network B H FEEIBIRK :



Network

Host Mame : RWVLZ00 (Required by some ISPs)
Domain MName ; linksys.com (Required by some ISPs)
IP Mode
Mode | WAN LAN
IPv4 Only [Pyd IPd
(a Dual-Stack ||:lj IPv4 and IPvG IPvd and IPvE
IPvd |PvE
LAMN Setting

MAC Address : B4 75.D0:F7.FB:52

Device IP Address ©:  192.168.1.1

Subnet Mask : 256.256.255.0 -

Multiple Subnet - ] Enabile

HER 2.3 —T "Dual-Stack IP) EiEZ#, iEARFFIPVANIPVoRIRHET, MR AILAEST
IPveiEF , AIiER EEEA.

\Pv6#s R A E iE

SB1.2AFWebEEERREDR , A% 1ZIZEFirewall > Access Rules. Access Rules E H k& Al
BHRK :



Access Rules
IPv4 H 1PV |
ltem 1-3 of 3 Rows perpage: 5
e : : Source S :
Priority Enable  Action Senvice Source Destination Time Day Delete
Interface
" Allow Al Traffic [1] LAN Any Any Always
v Deny All Traffic [1] WAN1 Any Any Always
od Deny All Traffic [1] WANZ Any Any Always
| Add ||Restoreto DefauItRuIes| [ie][] Page |1 w|of 1 [m][n]

SR 2B —TIPv6iRE+F, EASFRIIPV6 Access RulesEH,

Access Rules

1Pvd IPv6
ltem 1-3 of 3 Rows perpage: 5
Priority  Enable  Action = Service i?:lfr;ie Source Destination Time Delete
v Allow Al Traffic [1] LAN Any Any Always
o Deny All Traffic [1] WANA Any Any Always
o Deny All Traffic [1] WANZ Any Any Always
[| Add mRestoreto Default Rules [e][=] Page|1 v|or1 [n][n]

HBR 3. —TAddFBHRER A

#8 ~Access Rules B H LABL EIPVv6 Y 55 R #5R Al

Access Rules

Services

Action :

Senvice :

Log:
Source Interface ;

Source IP [ Prefix Length:

Save Cancel

Destination IP / Prefix Length:

Allow w

All Traffic [TCP&UDPM~65535] v

Senice Management

Log packets match this rule w

LAMN W
Single ] '
Single ] !

TRANMREAFRE ,

FEfEAction FHIEE i EAllow, EEDenyLUIEERE,




S ER 5.7 Service T ALIEE FIRIFMEMN IR

Timesaver : MIRFIEMNRE T , BREDER12,

All Traffic [TCP&LUDPM~B65535] v

Log packets match this rule w

snge o im
T R 1L

TRONMBEMENRETTH , FREREEE, I} Service ManagementiR &,



Senvice Mame ;
Protocol : TCP w

Fort Range : to

Add to list

All Traffic [TCP&UDPM~65535]
DNS [UDP/53~53]

FTP [TCP21~21]

HTTP [TCP/80~80]

HTTP Secondary [TCP/8080~8080]
HTTPS [TCP/443~443]

HTTPS Secondary [TCP/G443~8443]
TFTP [UDP/69~649]

IMAP [TCPM43~143]

MNTP [TCP/M119~119]

POP3 [TCPM10~110]

SMNMP [UDPME1~161]

]
[§ &}
[ 7]
==l
(4 ]

Add Mew

0K Cancel Close




Senvice Mame ; ‘ senice l

Protocol : TCP w

Fort Range : to

Add to list

All Traffic [TCP&UDPM~G5535]
DNS [UDP53~53]

FTP [TCP21~21]

HTTP [TCP/80-~80]

HTTP Secondary [TCP/E0&0~3080]
HTTPS [TCP/443~443]

HTTPS Secondary [TCP/844 3~544 3]
TFTP [UDP/&9-~69]

IMAP [TCPM43~143]

NMNTP [TCP/119~119]

POP3 [TCPA10~-110]

SMNMP [UDPHAE61~161]

]
15
[qE]
i
(§ k]
]
e |
il |
L F)

Ok Zancel Close

B 7.7EService NameM i P ¥ A FTIRIEHI B &,



Senvice Mame ; senice

Protocol : [[TCP w
Port Range : LIDP to
|PvE

Add to list

All Traffic [TCP&UDPHA~65535]
DNS [UDP/A3~53]

FTP [TCP{21~21]

HTTP [TCP/a0~80]

HTTP Secondary [TCP/E080~8050]
HTTPS [TCP/443~443]

HTTPS Secondary [TCP/E44 3~344 3]
TFTP [UDP/69~649]

IMAP [TCPi143~143]

MNTP [TCPM119~119]

POP3 [TCPA10~110]

SMNMP [UDPHB1~161]

]
[
4 k)
=
4
1
[k

DK Cancel Close

S ER 8.1#¢Protocol FHLIRE HZEZEMENHER A,

-TCP ( B@mitnE ) —BRARXNEANGAEIHE ERERENEEH.

-UDP (EREEREHE ) — ERENEERFELIHITHHNBEF. TREUDPEH



- IPv6 ( InternetiiaEMRA6 ) — EERSPHEEZ E5|EInternetRE |

B FR 3 i 4 E R B BS AT R o

senvice Mame : Senice
Protocol UDP w

FPort Range : 5060 to (5070

Add to list

All Traffic [TCP&UDP/H~65535]
DNS [UDP/53~53]

FTP [TCP/21~21]

HTTP [TCP/80~30]

HTTP Secondary [TCP/G080-~8080]
HTTPS [TCP/443~443]

HTTPS Secondary [TCP/3443~8443]
TFTP [UDP/69~69]

IMAP [TCF/143~143]

MMTP [TCP/M119~119]

POP3 [TCPA10~110]

SHMP [UDPHMG1~161]

(4e]

(&)

—

(4]
|

Ok Cancel Close

HER 9.7 Port Rangetlif F i AR EIE . L EEBURNE LR SRPBEFANHE .

HEB 102 —T TAddto Listy . EEHRIEHERRE TAHEE,



senvice Name :
Protocol :

Fort Range :

Senice

UDP v

5060 to 5070
LIpdate

NMNTP [TCPM19~119]
POP3 [TCPM110-110]
SMNMP [UDPHME1~161]
SMTP [TCPi25~25]
TELNET [TCP/23~23]
TELMNET Secondary [TCP/3023~8023]
TELNET SSL [TCP/992~992]
DHCP [UDP/67~67]
L2TP [UDPATO1~1701]
PPTP [TCPHAT23~1723]
IPSec [UDP/S00~500]

Delete| |Add Mew

OK

Cancel

AE  NMRERREEEPMRRTY , BFRKREKESEFRIEZRYE , RERE—TMHER, IREE
FREEE  BRBREFEPZREEFHINRY K RABR—TEH. ESEHMFRETHILERE
Br | FE—TAdd New,

FR1M1IZE—T "OKy (HBE ). ESERARELKEREFEAccess RuleE,

& MR —"TAdJd New ,

FHITSBTE,




Access Rules
Senvices
Action :

Senice ;

Log:
Source Interface :
Source P [ Prefix Length:

Destination IP / Prefix Lenath:

Save

Cancel

Allow  w

All Traffic [TCP&LUDPM~65535] W

Semnice Management

Single W & 128
Single W e 128

SR 12 MRECHFREGERYCENERS ,

FETELog T HIi B HiE £ Log packets match

this rule, &8I , F#ZENot Logo

Access Rules
Services
Action

Senice :

Log:
Source Interface :
Source |P 7 Prefix Length:

Destination IP / Prefix Length:

Save Cancel

Allow w

All Traffic [TCP&UDPA~65535]

Senvice Management

Log packets match this rule w

f 128

i 128

B 13.4%¢Source Interface FRLZEFREZ R AFEN N EH, RENHERRXFRBHE

T

- LAN — B 2R AY R HIAR.




- WAN1 — EEE SRR 2R 1EISPER T — Bk 2% A 25 T AR B A BE O AR B o

- WAN2 — ERWAN1#E , AR © REHBIMEE.

- ANY — AFFEREANE.

Access Rules

Services

Action : Allow w

Sernvice All Traffic [TCP&UDPN~E65535] ]
Senice Management

Log: Log packets match this rule w

Source Interface : LAM W

Source IP / Prefix Length: i 128

Destination IP / Prefix Length: i 128

Save Cancel

S B 14. ESource IP (JRIP ) THIEREF | BE—EBEIEERAHEARMNIRIPH I,

‘Any — BRI EARRBENENRERE, THNREAARBEAMMTA,

- Single — AR A EARBENEFNERIPHbi, 7t i A FTENIPHbE,

TR — RN EAFBRRERAR FRERE. BAPEUANFERE.



Access Rules

Services

Action : Allow w

Service All Traffic [TCP&UDPH~E5535] W
Senvice Management

Log: Log packets match this rule w

Source Interface : LAM W

Source IP [/ Prefix Length:

Destination IP / Prefix Length:

Save Cancel

#EBR 15.7£Destination IPTHLEEH ; EE—EERIEEEAFRAKR AN B FIPibit,
-Any — BFER A EARSEEENANERE, THIRERAISE TR A,
- Single — SARER BIAS EAREREIPibuLE B BN E. Eut B AFTENIPibiL,
T — EFERERLEETSEARANERAREENEH. WAPHUNFERE,

HER 16.3 — T Savel@ 7 ¥ IPv6rs B4R BIFT A PR B E ko



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



