FERVI2xR I HIRRROFERSG
HE

BURERBEENEETERBALLSW|NAERE, EAFRBESKENHEERINL
WYENARETHEEIE S, BASFSTUERBEERSE  IHBEREEREIUNES.
CEALOIFSERUBCARLBFTRNINESNFER. LEARRIREF=FEAERN
BERE.

CAREREN A AAWE :

1. CAERALIRFEZ B/,

2. CAEFIRV320/RV325E £ HICSREZEERFE.

RV320FIRV325E X & pemiE A FE, A EMERB R , SEHERXEEREEMEE . pemi&
ANEE. MREMBEMEXNEE  AIESEFTEREES , IERRCAER pemiE N EFE

o

ARZYEEXBEHREHEATEERE, HRPHIEHZEENRCAESRE  RtBPBRES
BENEMEESDRAZEENRNEE , WEEREHE,

REEEME NI EA B R ERFHEBERVI20/RVI25 LHEENES.

5l B 5

2017%2H24H

&R H A

TiEA

EEENER

RV320/RV325 1.1.1.06 R ESkRA

ERRNETRRES

EXEHF , BARFREEE=FHECARIERV320.pem, BRPELUTREA : iR, BE
. RCARE. FECARE,

PIRE : P ECABMZERERM AR ERN —ERERRTEN, ERETUEEEERPE
BB EmEED S

BECAREEREARKRISRBCARENHTERFE. RV320/RVI2SERCAEHHEESHIRR
BEIEFRERETEERMBEEE 6 LRERER A BREEDEER. X, £FEK



RV320/RV325F E MBS G2 —EERH,

EE . EANAFEERDBTARFARANGREER, —EERREMEANEZAT. ERJEE
BETREETEREHET.

HEEE

HEB1, BRMRV320.pem , ERE_EEE (BER ) NE=EER (THER ) A SERHK
[fE RAL

MR . EARGID , XANERFTEERBE,
"/ RV320 - Notepad E=R(ECH ==

File Edit Format WView Help

Bag Attributes (=]
localkeyID: 01 00 00 00 o
friendLiName: {X0O0000— X000 - X000 - 3000 - 2000000
Microsoft CS5P Name: Microsoft EnhMAced

Cryptographic Provider v1.0

Key ATTributes
X509v3 Key Usage: 10

————— BEGIN PRIVATE KEY-----

MIIEVQIBADNABgkqghkiGI9wWOBAQEFAASCEKCWIQSjAQEAADIBAQC JEOY

Te

Sv3IRH,/TSHuUP
+MAyTgYHI pxQDcobIF1LhY0OUzZD,/ cgz7 T 7BdKZCOTQPTEIASO=
————— END PRIVATE KEY-----
Bag ATttributes

localkeyID: 01 00 00 00

friendLiName: startCom PFX Certificate
subject=/description= 000000/ C=U5,/ ST=0000C L= /0=XX
HCN=XxX. ¥xxx. net/emai laddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /oUu=54cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate Sdrver CA
————— BEEGIN CERTIFICATE-—---
MIIG2 JCCBCKQAWIBAQINAGBBMAOGCSqGSIb3DQEBBQUAMIGNNQSWCQY

m

M14i¥Dx3GL117gKkZOFAWLunIvco0twl3IB7 AMGh/ /IFNIWgFNpuXtuUg
0OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiName: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate Signing/CN=5tartCom Certification Authority
iiaugr?fc=Iqu=5;artcom Ltd.fﬂu=54cuqelnigjta1

BEE : EAROIH  REBTHNAFZERFEEE



| RV320 - Notepad = [ | (3]
File Edit Format View Help

————— ENDIPRIVATE KEY--—-- |3
Bag ATttributes

localkeyID: 01 00 00 0O

friendLiName: startCom PFX Certificate
subject=/description= 000000/ C=U5,/ ST=0000¢/ L=20000 /0=XX
M CN=Xxx. ¥xxx. net,/emai laddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA
————— BEGIN CERTIFICATE-----
MIIG2jCCBCKGAWIBAGINAQEDMAOGCSQGSIb3DQEBBQUAMIGNNQSWCQY

M14i¥Dx3GL117gkZOFAWdunIvco0twl3IB7 AMGh/ /IFNIWgFNpuXtulg
0OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiname: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate Signing/CN=5tartCom Certification authority
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate Signing/CN=5tartCom Certification Authority
————— BEGIN CERTIFICATE-----
MIIHYTCCEbGQAWIBAQIBATNAEgkghkiGOwW0IBAQUFADEIMQSWCQYDVQ

m

Bgﬁyﬁkoqodjqxfwf?mﬂwr
+bMEKXNOP/F1UQQNNGQz9Ig0ogAa3Bcorogld=

————— END CERTIFICATE-----

BaE Attributes

subject=/C=IL/0=5tartCom Ltd. /OU=S4cure Digita1
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA

issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5t3 om Certification autho
————— BEGIN CERTIFICATE-——---
MIIGNDCCEBYgAWIBAQIBGiNABgkghkl GOw0BAQUFADESMQswWOQYDVQQ

WZPEPIPXLrQs|ldiL98 rHIEH9LMF / TENGCONKQXBP 7 dC UA
Zx/Q=

[ CApem - Notepad)

File Edit Format View Help

-----BEGIN CERTIFICATE-----

MITHyTCCBbGgAwIBAgIBATNABgkqhkiG9w0BAQUFADBIMQswCQYDVQ

Bj6y6koQOdjQK,/W/7HA/lwr+bMEKXN9P/FIUQqNNGqz9Ig0gA38corogl4=

-——-END CERTIFICATE-—--
-----BEGIN CERTIFICATE-----

MIIGNDCCBBygAwIBAgIBGjNABgkqhkiGO9wOBAQUFADBOMQswCQYDVQQ

WZP8P3PXLrQsldiL98]/ydrHIEH9LMF/TtNGCbnkqXBP7dcgqhykguAzx/Q=

-----END CERTIFICATE-----

SER3.BMRV320.pem , BRI o ME—ERE , SIEFHB/FEFRHEE,

BEE : ETEN RIS , REBRHXARFERFLRIED .



| RV320 - Notepad E=H B =x=
File Edit Format View Help

Bag Attributes B
localkeyID: 01 00 00 00 o
friendLiName: {X000000K- 10000 - 30000 - 20000 - 2000000 ¢
Microsoft CSP Name: Microsoft EnhNaced

Cryptographic Provider w1.0

Key Attributes

() 0 =

————— BEGIN PRIVATE B ——

Mg : £ TEN RS  REBETHNAFERE—ERSE,

-

| RV320 - Notepad o[ [E]
File Edit Format Wiew Help
Bag Attributes

localkeyID: 01 00 00 00 ol
friendLiName: §XCOOOO0— OO — RO — KOO0 - X000
Microsoft C5P Name: Microsoft EnhNAced
Cryptographic Provider v1.0
Key Attributes
X509v3E Key Usage: 10
————— BEGIN PRIVATE KEY-----
MIIEVQIBADNABgkghkiGIw0BAQEFAASCEKCWIQSjAQEAADIBAQCED]
Te

m

Sv3IRH,/TSHUP
+NAayTgYHi pxQDcobIF1LhYOUzD/ cgz7 f7BdKzC 0T QPTEJASD=
————— END PRIVATE KEY-——-——-
Bag ATLributes

localkeyID: 01 00 00 0O

friendLiName: StartCom PFX Certificate
subject=/description=>000000/C=US /ST=00000/ L =20000¢ /0=XX
WS CN=xxx. Xxxx. net /emai lAddress=xx. xx@xx. com

END CERTIFICATE

TRIBABRM EEFERPAAHE S F Hcer_plus_private.pem



mlcer_EIus_Erivate.Eeml- Motepad —

File Edit Format View Help

----- BEGIN PRIVATE KEY----
MIIEvQIBADNABgkqhkiG9w0BAQEFAASCBKcW]gSjAgEAACIBAQCIEOqTe

Sv3RH/fSHuP+NAyfgYHipxQDcObJF1LhY0UzD/cgz7f7BdKzCOfqPTEJA90=
----- END PRIVATE KEY-—-

BIEE : MERV320/RV325F B AR AKX A1.1.1.06 , FRARERREEMMETEE
(cer_plus_private.pem), 7£1.1.1.062ZWEE+H , BEEHEMERKEIE, ELHEH P

, R R SERRERETNERE , UMUETRZA.
EA CA.pem # Ber_plus_private.pem EIRV3207/RV325

HR1.BAEIRV3205{RV325M ERWebMWERARER , A& iEE Certificate Management > My
Certificate.

Getting Started
Setup Wizard
System Summary
» Setup
» DHCP
» System Management
» Port Management
» Firewall
» VPN

b

;rus;e; ;;E !ertiﬁcate

Trusted IPSec Certificate
Certificate Generator
CSR Authorization

» Log
User Management

HER2 3 — TAddLAE ATBE

My Certificate
My Certificate Table
Used | Type Subject Duration Details Export
- 3 =iEge

Add

HER3.32 — T Third-Party AuthorizedZE B 1R E AR E



My Certificate

3rd-Party Authorized

Self-Signed

Import Full Certificate Set

(®)  Import from PC
CA Certificate: C:\Users\zhenwan2\Desktop\certs\CA pem| Browse...
Certificate + Private Key: wan2\Desktop\certs\cer_plus_private.pem | Browse...
Impaort from USB Device

USB Device Status: No Device Attached

| Save | | Cancel |

84 .1 Import Full Certificate SetEEH+ , H—TEBZRMUERZCREBRENRIE, BEE
BIE

- {kPCEEA —MREBM LRI THER , FEENRIE,
- {EUSBIEA — BEFM AT REIFCRBEE R EAESR.

MiEE . ARG |, #E T Import from PC,

My Certificate

®  3rd-Party Authorized
Seli-Signed

Import Full Certificate Set

Impaort from PC

CA Certificate; CUsers\zhenwan2\Deskiop\certs\CA.pem  Browse...

Ceriificate + Private Key: wan2\Deskiop\certs\cer_plus_private pem  Browse__.
Import from USB Device

USB Device Status: Mo Device Attached Refresh |

| Save | | Cancel |

S ER5.7E CA Certificate[@iF# , 32— T Browse... , AR KX EICA.pem, EBR,
PR . MREBTHRRASMN1.1.06 , FR—T "HEZF, RAYRIMENESR.



My Certificate

(@ 3rd-Party Authorized
Self-Signed

Import Full Certificate Set
(®  Import from PC

CA Certificate: C:\Users\zhenwanthesktopkcerts\CA_pe FPE
Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... FPE
Import from USB Device

USE Device Status: No Device Aftached | Refresh |

| Save | | Cancel |

5 B86.7E Certificate + Private KeyBigH , % — T Browse... , A% ¥ Fler_plus_private.pem#g

E

PRt . MRETHRRABTN1.1.06 , FER—T "REF, RAWKIIAFENER,
My Certificate

(@ 3rd-Party Authorized
Self-Signed

Import Full Certificate Set
®  Import from PC

CA Ceriificate; C\Users\zhenwan2\Deskiop\certs\CA. pem | Browse... PE

Certificate + Private Key. wan2\Deskiop\certs\cer_plus JJI"i\fatE.pE FPE
Import from USB Device
USB Device Status: No Device Attached | Refresh |

| Save | | Cancel |

HR7E—T TSave. o
My Certificate

(@)  3rd-Party Authorized
Seli-Signed

Import Full Certificate Set
®  Import from PC

CA Ceriificate: ChUsers\zhenwan2\Deskiop\certs\CA pem|  Browse__. PE

Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... PE
Import from USB Device
USB Device Status: No Device Attached | Refresh |

ERMWEARE. BEATARHTTPSEAR. SSL VPNZIPSec VPN,
HER8. (B ) FEMBIEAMNHTTPSHSSL VPN |, FE—TEBREMNEREZHR K REBE—T



"Select as Primary Certificate s %,

My Certificate
My Certificate Table
Used Type Subject Duration Details
Sell-Signed Sﬁi‘éﬁ% 56:c5:caide %orrz;n 225.1146.12%2? 3
‘. 3

Add | | Deiete | [ Select as Primary Certificate

BERERZECHIEARSE,

{EFCSREVE B ER

HEB1.7ERV320/RV325 L EA BREEBHER(CSR), EEMMBUMELCSR , B —THE

o

T2, BEEARE , FEERARERIER , A% % —TImport Signed CSR,

My Certificate

My Certificate Table
Used Type Subject Duration Details
CN=6c:20:56:c5:cadc  From: 2014-10-27
Self-Signed OU=RV320 To: 2024-10-24 a ks

HER3.#— T Browse..., AR BECARERER, EZSRCA +HECAES,
EE . EAEHP  ARBREEACSRELN , BETRERLR.

My Certificate

. Authorize CSR

Import Full Certificate Set
(®) Import from PC

CA Ceriificate: C:1.Users\zhenwanQNDesklop\certsiC&pe
Certificate: Browse...
Import from USB Device

USB Device Status: No Device Attached | Refresh

| sae || cancel |

SEB4 % —T TSave. o


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4409-generate-certificates-on-rv320-and-rv325-vpn-routers.html

My Certificate

( Authorize CSR

Import Full Certificate Set
&  Import from PC

CA Ceriificate: C:\Users\zhenwan2\Desktop\certs\CA pem Browse._.

Certificate; Browse...
Import from USB Device
USB Device Status: Mo Device Aftached | Refresh |

(EET T

REEEZERERACSREIN LETEE,

i &

RV320.pemfI AR

aBMH

localKeylD:01 00 00 00
friendLiName:{{XXXXXXX-XXX X=X XXX -XXXX-XXX XXX X}
Microsoft CSP#&#& : Microsoft Enhanced il & 22X v1.0
EREM

X509v3Z#AE : 10

localKeylD:01 00 00 00
friendLiName:StartCom PFX&E &

subject=/description=XXXXXX/C=US/ST=XXXX/L=Xxxxx/O=XX
XX/CN=xxx.xxx.net/emailAddress=xx.xx@xx.com

issuer=/C=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signing/CN=StartCom Class 2
Primary Intermediate S4rver CA



aBH
friendLiName:StartComz& & 18 3% K18
subject=/C=IL/O=StartCom Ltd./OU=S4cure B{{ & &2 & /CN=StartCom¥ & MH X #18

issuer=/C=IL/O=StartCom Ltd./OU=S4cure B {u & E25 & /CN=StartComBE E ML K&

subject=/C=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signing/CN=StartCom Class 2
Primary Intermediate S4rver CA

issuer=/C=IL/O=StartCom Ltd./OU=S4cure B {u & E2 & /CN=StartComBE E I &
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