ERV3408 RV 3455 H 88 L B & vk B4 2l uh 2L 2
H A (VPN)ELR

e
i

BH1=R

EBREAMAE(VPN) R AR @RS EEEBInternet2 B ELR. AR imE 0] L2 E R

, BA U RRECRASUAACPIEAN S —EFEE. EEEBINVPNLBRML., EBE T
MBS EEEMIBER. VPNERBEEARERE - PATEREL  EAFERIEAR
ERESAETNERMMER , EASLREERERIMRER R, ERETEERBBVPNEREER
FE% ( f0AnyConnect, Shrew Soft, GreenBow% ) #1TiE#R.

RN EHERSUMAERVI40MRV34558 M35 < BE B U MBI E RVPNIERR, THREBBB/ER/LRM
BRERRT  MEWBIIRASRBARRINME. FHCHHEXHIETERIYESE.

LAN#EEE % B RA REIK F48 ( H120192.168.1.xF1192.168.2.x ) B2 FEKIMEEE ( Fi
192.168.1.x%10.10.1.x ) £, MBEMERBALAR —BEFED , RESTFLEREBVPNERER
Do

BREE

+ RV340
+ RV340W
+ RV345
+ RV345P

BB AR AN
© 1.0.03.15

BRIES : A8 — BBRMRA1.0.3.15RESRA. AnyConnectZEE¥ & FimaTt
AEELEEM.

BEED COW E5EBHEBBELTNEEREDSM , BERAFRRE, &1 EFEHAE (L-AC-
PLS-3Y-S5) fVi&18 , RB¥E 25 EFEAE —FHNREEMH (AC-PLS-P-25-S), B4\ , EEHMTH
WIRERE , BIEKARE, NEERRENESHMENR  BFEETH "REENA. HoFHE
o



BEARV340R S 28 LW AnyConnectzF AT H & FA , FFMIARV3I40R 5B HEEH
AnyConnectZF 7] — 3,

it iE VPNIE 4R

bR s
SR 1EBEAZRMEASNERAWebNERRER | AZZIZEVPN > Site-to-Sites

& ARGIPFERNRERV340,


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
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S ER 2.8 — T plusB R,
Site to Site Table ~

®

[0 Connection Name $ Remote Endpoint $ Interface $  IPsec Profile $  Local Traffic Selection $ Remote Traffic Selection $ Stat

HER 3 HREFEnable RIS M, ARERTEEFE,

Basic Settings

Enable: @

Connection Name: [ Please Input Connection Name
IPsec Profile: Default v Auto (IKEv1) Profile is Chosen.
Interface: WANT v
Remote Endpoint: Static IP v

% BB 4.7£Connection Namet i F & A\ EEMN B T,

AR BEARHIF , BB TestVPN1,



Basic Settings

Enable:

Connection Name:

IPsec Profile:

Interface:

Remote Endpoint:

4
TestVPN1
Default v Auto (IKEv1) Profile is Chosen.
WAN1 v
Static IP v

B 5.#%IPSec Profile FhLIBE BB EHEN LT LRTE, ELBEERNEIWIPSeclBlEREER, &

B3 A I IPSecht B AR A

, i — T A,

AR EARAIF | BIE T CiscoTestVPN,

Basic Settings

Enable:

Connection Name:

|Psec Profile:

Interface:

Remote Endpoint:

«
TestVPN1
CiscoTestVPN v| Auto (IKEv1) Profile is Chosen.
WAN1 v
Static IP v

SEROEESMIXMBEEANNE. BRI :

« WAN1 — b2 18 & 2 b 3% FR 35 9 B 1348 1 (WAN 1) /T E Y IP e 31k F§ AVPNE AR
« WAN2 — B E A A #h B8 B AYWAN2 A H AV IP# ik FA AVPNIELR . WAN27EEWANRE H

R,

« USB1 — B IEEAE AN ith B8 fH 25 AV 8 A BB 51 BE SR HE1 (USB1) T E AV IP 3k AR VPNELR


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html

« USB2 — BB EAE A ith BE HESAYUSB2S T E Y IP bk A AVPNIERR . USB21EEUSBRE 2
EFRTA,

AR EAHIF , RETWANT

Basic Settings

Enable: v

Connection Name: TestVPNT

IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v

Remote Endpoaint: Static IP v

SR 7 IBEFEERIKASRAWAN ER BB TR EREHE

o FEBIP — BEIRAS R A IR R B E U VPNER R AR AR B RIPH i, WRE
A EX AR BEF T WIRIE | RIS EAE A E R IR BiE iR H R,

- FQDN — E N VPNERE |, MiREAS R IR IR H2RAY 5T 2 FREE R (FQDN).

- BREIP — BN VPNERE | WiRIBA R IR RS HBRABREIPH i,

AR BRI ER LN EEE FREEA IR MBRNN AR TRAR. EAMF | BETEE
IPs



Basic Settings Advanced Settings Failover

Enable: v

Connection Name: TestVPNT

IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WANT v

Remote Endpoaint; Static IP

FQDN
Dynamic IP

HER 8.8 NEiRER FHERWANI T E R IPH it

AR EARBIF , £/A124.123.122.123,

Enable: v
Connection Name: TestVPN
IPsec Profile: CiscoTestVPN v Auto (KEv1) Profile is Chosen,
Interface: WANT v
Remote Endpoint; Static [P v
124123122123

FRIOE-THENERERESRIR(KE)SFOBEL ENEERTE. EEHIHE



- FHASR — WBERTNEREREBTRTAER, VPNERMGKNELRASREZEE

+ Certificate — IIBIBR RER H A ESREFERERHBELENER L MIAREEE,

AR EARMF  BERARER.

IKE Authentication Method

®) Pre-shared Key: [

Pre-shared Key Strength Meter: _

Minimum Pre-shared Key
Complexity:

' Enable

Show Pre-shared Key: (J Enable

O Certificate:

SER10.EFELARSR/RMAU P AVPNERN AR SR,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

' Enable

Show Pre-shared Key: J Enable

O Certificate:

SBI. (&) MREAVPNERSEABEZS , FBUEEHMinimum Preshared Key
Complexity Enable ZRER A ., FERRER TEEFILIE,



IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

) Enable

Show Pre-shared Key: (J Enable

O Certificate:

$E12, ( WIE ) i#ZAShow plain text when edit Enable REX A A X FRE B REL A L8,
TR T REAPLLIR,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

' Enable

Show Pre-shared Key: (J) Enable

O Certificate:

S B 13.#¢Local Identifier Type T $1712 B8 Hr 12 {2 7 it {8 B 0O 3 Bl FF SR B Jll . (BIHEHE -

« ZX#WAN IP — LIRIEHEIB T EAIWAN PR A {8 8%

o IPithit — I3 IR G BB 2 i | P 3 31k A A8 A 3t K

« ZS3:FQDN — B IEAG EIBFQDNR M A 1 858 ( WREABFQDN ) o

« A fEAEFQDN — R KB BEHAERFQDN ( TARHEEFE bt ) FEASHERK

o

AE  EARBIR | BIZFTIPHuL,



Local Group Setup

Local Identifier Type: IP Address v
_ Local WAN IP
e demier
Local FQDN
Local IP Type:

Local User FQDN

IP Address:

Subnet Mask:

B 14 1 Local |dentifiertd {3 Ay A 2 3 48 28 19 385 Bl 57 5% o

AE  EARRAIG  MANE124.123.122.121,

Local Group Setup

Local Identifier Type: IP Address

Local Identifier: 124.123.122.121
Local IP Type: Subnet

IP Address: [

Subnet Mask: [

$ER 15.#Local IP Type FHIEEF | ZEVPNEE IR UGRBEN P BB, BIBEIE

o T — BRI AFFVPNRIRIRIREIBIEE FRP A 4,
« IP#i3it(IP Address) — L% 8 /o 3F VPNV IR Uik in 55 B 2B 18 E 1P it Y A ith 4K,
o Any — LEEIE S BFVPNHY IR b b 55 B AR A A it = 44,

it EARSIF  RET T



Local Group Setup

Local Identifier Type: IP Address ~
Local Identifier: 124.123.122.121
Local IP Type: Subnet >
IP Address: IP Address

IP Group
Subnet Mask: GRE Interface

Any

HER 16.7 "IP Address. ML A ERVPNE F i35 B AV S AT IP 1 1t

AR EARHIH , IPH#HEA10.10.10.1,

Local Group Setup

Local Identifier Type: IP Address ~
Local Identifier: 124.123.122.121

Local IP Type: Subnet v
IP Address: 10.10.10.1

Subnet Mask:

S ER 17 7£Subnet MaskiB {3 i A IP b 31E Y FHE S,

AR BRI, FHEETEA255.255.255.0,




Local Group Setup

Local Identifier Type:
Local Identifier:
Local IP Type:

IP Address:

Subnet Mask:

IP Address ~

124.123.122.121

Subnet v

10.10.10.1

255.255.255.0

SR 18. M TR E FiZERemote Identifier Type, BIEIIE :

« RIHBWAN IP — IBIEABIB N HAYWAN IPZRR R IR,

« EIRFQDN — LR IE#E1BFQDNRR

EIRAR (WMREE—E ).

« EinfEAEFQDN — B BBERAERNFQDN ( JURHEE F B ) REFEIRE

-

AE  EARRAIF | EEBIRKWAN IP,

Remote Group Setup

Remote Identifier Type:

Remote Identifier:

Remote IP Type:

I[P Address:

Subnet Mask:

Remote WAN [P v
Remote WAN IP
Remote FQDN
Remote User FQDN

QUBDTIEL S

HER 19 1= v Bl A7 SR AR v A 8 AR um 8% FA 2R RYWAN Pt



AR EARHIF , EimEBIRTRA124.123.122.123,

Remote Group Setup

Remote Identifier Type: Remote WAN IP
Remote Identifier: 124.123.122.123
Remote IP Type: Subnet

IP Address:

Subnet Mask:

HER 20.7¢Remote IP Type THALEE HEEZEAR MR FEEZHRNMER AR, EEIHE

o IPHbsit — MEIRIE R EFARM TR B A 1S EIP# sk AY = v 4,
s T — WBEAHAMTIESIBEAEEFRNEREIK ENER,
o Any — 2 IE fo B AN it 3 M AE AR 1Pt ik BA RS R v =4 E VB R

Remote Group Setup

Remote |dentifier Type: Remote WAN IP
Remote Identifier: 124.123.122.123
Remote IP Type: Subnet
IP Address: 1P Address

IP Group
Subnet Mask:

Any

HER 21.72 "IP Address. R AR imAERILAN P,



AR EARSIH , IPH#HEA192.168.2.1,

Remote Group Setup

Remote Identifier Type: Remote WAN [P
Remote I|dentifier: 124.123.122.123
Remote IP Type: Subnet

IP Address: 192.168.2.1
Subnet Mask:

BB 22.7£Subnet MaskiB {3 F i A\ ZIHAEE M) F BB,

AE  EAFIH | FRBEEA255.255.255.0,

Remote Group Setup

Remote Identifier Type: Remote WAN [P
Remote Identifier: 124.123.122.123
Remote IP Type: Subnet

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

SR 23.4%—T "Applys o



Add/Edit a New Connection Cancel

Local IP Type: Subnet v
IP Address: 10.10.10.1
Subnet Mask: 255.255.255.0

Remote Group Setup

Remote Identifier Type: Remote WAN IP v
Remote Identifier: 124.123.122.123

Remote IP Type: Subnet v
IP Address: 192.168.2.1

Subnet Mask: 255.2565.265.0

SR 24 —T "Save. »

cisco (admin) = English ~ 9 0 (=

BRERHLIEAS R MR FREVPNRE,
1= i B A 2R
LB 1 REA I B EBRIOVPNRE , fl0

« FARVPNIEZH AR ith R imEE HES N H o

o 73 FIR U BE FH B3 09 BT (WAN) 48 BR AR B8 155 E (1P) b it o
o ZRih IR i A R BY [E A (LAN) it 1k K 7 4B 38 05

- VPNESHNTEHLASR. BHIARE,

o ARihFRHEBNEERE,

o VPNEARKYBE K B G kR,

SR 2EBEAZRBASFNERWebHNERRER | AEIZIZEVPN > IPSec Profiles,



Firewall

@0

VPN Status

(Psec Profics) @

Site-to-Site

Client-to-Site

Teleworker VPN Client

PPTP Server



HBR I EEERKARAVPNLZ E£RE , LE A ARNVPNE £EE,
Eo

SR 4 EARMEBASFNERWebNERER L | #ZEVPN > Site-to-Sites

REARHA ,


https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
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SR 5.3 — Tplus@ R,
Site to Site Table A

®

[J Connection Name ¥ Remote Endpoint $ Interface ¢ IPsec Profile & Local Traffic Selection $ Remote Traffic Selection $ Stat

S 6. BRIEPEnable RIS, FARIBERTEREFPT,

Enable: @

Connection Name: [ Please Input Connection Name
IPsec Profile: Default v Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v
Remote Endpoint; Static [P v

B 7.7EConnection NameM i P # AVPNERN B, RIHK H A ELR B 7 7] 2B 2 it BK Fh 25
FIEENEREBTE,



Enable: v

Connection Name: TestVPN

IPsec Profile: Default v Auto (IKEv1) Profile is Chosen.
Interface: WAN1 v

Remote Endpoint; Static IP v

AR EAROA | ERBESTestVPN,

SBSRTHABREDZEIPSecHBRER, ELBZBEIURRELWIPSecHl BRER, AREEN
IPSecEl ERERIVERE |, FBIR—TILE,

AE  EARAIF | i#IEFE T CiscoTestVPN,

Enable: ¥

Connection Name: TestVPN

IPsec Profile: CiscoTestVPN v| Auto (IKEv1) Profile is Chosen.
Interface: WANT v

Remote Endpoint; Static P v



ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5518

HER 9 M T ALEE PR FRIFE ABRAARVPNERN THEH, BEHETHE

o WAN1 — b 18 %18 i 2% F1 23 A9 B34 1 (WAN ) /T E /Y IP e 31k F FAVPNE AR

« WAN2 — BT i§ R Im % HEF A WAN2 T E A 1Pk A AVPNERR . WAN2TEEEWANES B
BRI A,

« USB1 — ILBIEE R IR B ERHE A S5 ERPE1(USB) N EA P A RVPNER

- USB2 — B IEEARIRKBENUSB2 EHAV Pt ARVPNERR, USB27EEUSBIKHES
EFRATA,

ER  EAHIF , EETWANT

Enable; v

Connection Name: TestVPN

IPsec Profie: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: \WAN1 v

Remote Endpoint; Static IP v

HER 10.#¢Remote Endpoint T~ ;8 8 A2 12 A< 1t B% R 2R WAN ST E RV B AF 5% BRI EIE -

- BREIP — IBES AR AR VPNEFEFER A EHSNFEIPHI, INRT7E
iR EREs DIRIE T EE | AIEESAMERENRER BRI HE.

- FQDN — B VPNEARREF |, HiBEIE At 3% H Y £ REFH A (FQDN),

- B)REIP — EEIVPNIEMREF | LIS F A ANt B R 2R MV EhREIP st it

AR EIRER AR LN ERE B AR EE A MR  EEB AR, ARG | BIEFETHE
IPo



Enable; v

Connection Name: TestVPN

IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WANT v

Remote Endpoint; Static IP v

SR 1.8 A BR 23 AYWAN [P3bit

AR EARSIG , IPH#NEA124.123.122.121,

Enable; ¥
Connection Name: TestVPN
IPsec Profile: CiscoTestVPN v Auto (IKEv1) Profile is Chosen.
Interface: WANT v
Remote Endpoint: Static [P v
124123122121

SR 12 B -THENRRRRSRTIR(KE) FOREL ENERRE. BHIE .



- FHASR — WBERTNEREREBTRTAER, VPNERMGKNELRASREZEE

+ Certificate — IIBIBR RER H A ESREFERERHBELENER L MIAREEE,

AR EARMF  BERARER.

IKE Authentication Method

®) Pre-shared Key: [

Pre-shared Key Strength Meter: _

Minimum Pre-shared Key
Complexity:

 Enable

Show Pre-shared Key: (J Enable

O Certificate:

SR 1IBAEFRLARSR/RMU P AVPNERNALA SR,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key
Complexity:

 Enable

Show Pre-shared Key: (J Enable

O Certificate:

SBR14. (& ) MREAVPNERFEAGEZS , FEUEZEPMinimum Preshared Key
ComplexityBREX 7 $Enable, FARZIER T&& LA,



IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key

, (¥) Enable
Complexity:

Show Pre-shared Key: (J Enable

O Certificate:

$E15, ( TiE ) iZAShow plain text when edit Enable BREX S R AE X FiERBERTEL A L8,
AR R T REAPLLIR,

IKE Authentication Method

® Pre-shared Key: 00000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key

_  Enable
Complexity:
Show Pre-shared Key: (J) Enable

O Certificate:

HER 16. /8B iR E% I 27RYLocal Identifier Type T ALE R FE R in IR AVRE B AF SR B A, BRIRTRE

o ZR#IWAN IP — IHIBIEAS BB N E A WAN IPAZ R A5

o IPHsE — (338 TE A% 3B A i | P b i A B R SR AR B

« ZA#FQDN — I IE G EIBFQDNER = HMEK ( MR EHAFQDN ),

« ARibfFEHEFQDN — BB BEBEAENFQDN ( TAEEE FE M ) REZRIEHH
B o

AE  EARAIR | ERETIPHsE,



Local Group Setup

Local Identifier Type: IP Address
Local WAN IP
Local Identifier: b Addre
Local FQDN
Local IP Type: Local User FQDN
IP Address:

Subnet Mask:

S ER 17 1EIR w35 F0 2309 7 it 55 B 37 557 48 L P i A SR Ui 4 B 9 32k B RF AR o
AE  EARGG | MANR124.123.122.123,

Local Group Setup

Local Identifier Type: IP Address

Local Identifier: 124.123.122.123
Local IP Type: Subnet

IP Address: [

Subnet Mask: [

HER 18.#Local IP Type FHIZEF | BEVPNEE IR USRBEN P BB, BIEEIE

o FH — LBIE AFFVPNR At im 56 1 E P Eim E#,
o |Pibit(IP Address) — BLIEIE A FFVPNEY ZS i i 55 B8 B A 35 72 1P i ik B9 3R ik 3 4
 Any — IEIEIE A FFVPNIY 2N tth 3w 55 B AT IR i 4



Local Group Setup

Local Identifier Type: IP Address ~
Local Identifier: 124.123.122.123
Local IP Type: Subnet ~
IP Address: IP Address

IP Group
Subnet Mask: GRE Interface

Any

2 EARRGS  RET FHE
SR 19.7F TIP Address. A AERVPNE Finsh AR s 8P,

EE  EAFIG | IPHHEA192.168.2.1,

Local Group Setup

Local Identifier Type: IP Address v
Local Identifier: 124.123.122.123

Local IP Type: Subnet v
IP Address: 192.168.2.1

Subnet Mask:

S ER 20.7£Subnet Mask i & A P 31k B T #3HET5

AE  EAFIH | FRBEEA255.255.255.0,



Local Group Setup

Local Identifier Type: IP Address v
Local Identifier: 124.123.122.123

Local IP Type: Subnet ~
IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

SR 21 T HRE AFiZ#2BLocal Identifier Type, RIBEDFE :

RIHWAN IP — IR IEASEIB N HAIWAN IPAZ A it i B
REHEFQDN — iR IEHSEBFQDNZR A B (WREE—E ) .
RiGFEAEFQDN — B EEBFERAEMNFQDN ( TAREE FE 4t ) EFB A K

o

AE  EARRAIH | EEBIRKWAN IP,

Remote Group Setup

Remote Identifier Type: Remote WAN IP v
Remote Identifier: 124.123.122.121

Remote IP Type: Subnet v
IP Address: 10.10.10.1

Subnet Mask: 255.255.255.0

SR 22 —T "Applys o



Add/Edit a New Connection

Local IP Type: Subnet
IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Remote Group Setup

Remote Identifier Type: Remote WAN [P

Remote Identifier: 124.123.122.121
Remote IP Type: Subnet
IP Address: 10.10.10.1

Subnet Mask: 255.255.255.0

SR 23.4%—T "Save, ,

cisco (admin)

CREERIDER B LR BVPNEE
BRI S ...
#— T LB R E BRI HTHE

Apply Cancel

English | v ‘abit’ (w


https://www.youtube.com/playlist?list=PLB4F91009260AB3D7
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