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BARTERFRANEFIREE,
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VPN BRES.
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VPN Client Connection Using a DN5 Server

Home Office Main Office

=
-
Router VPN Gateway %
Home DNS II Remote DNS
Server Server
VPN Client
R AR A
*1.0.1.3
RERMTEVPNEFiR
IPSec VPNREMSEAER R

S B1. 2 AR WebEl EERAEXIEEVPN > IPSec VPN Server > Setup. #BR SetupEHE

o



Setup

Server Enable;

MNAT Traversal: Dizabled Edit

Phase 1 Configuration

Pre-Shared Key: Testkey

Exchange Mode: Main -

Encryption Algorithm: DES -

Authentication Algorithm:  MDS -

DH Group: Group1 (783 bit)

IKE SA Life Time: 3600 Seconds (Range: 30 - 85400, Default: 3600}

Phase 2 Configuration

Local IP: Subnet «
IP Address: 1592.168.1.0 (Hint: 1.2.3.4)
Subnet Mask: 255.255.255.0 (Hint: 255.255.255.0)
IPSec SA Lifetime: 28800 Seconds (Range: 30 - 85400, Default: 28300}
Encryption Algorithm: DES -
Authentication Algorithm:  MDS -
PFS Key Group: Enable
DH Group: Group 1(768 bit)
| Save | | Cancel |
SER2 BB REE EREERV130MIPSec VPNAIIRER. MRIPSec VPN R RE B R E

| 2R ZERV130HIRV130W_ LA EIPSec VPNfAAR S , $#A#%1Z— T Save.

i
Pllg
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Setup

Caonfiguration settings have been saved successfully

Serer Enable: i

MAT Traversal: Dizabled

Phase 1 Configuration

Fre-Shared Key: Testkey

Exchange Mode: Mlain -

Encryption Algorithm: DES -

Authentication Algorithm: — WDS -

OH Group: Groupl (768 bit) -

IKE SA Life Time: 3600 Seconds [(Range: 30 - 86400, Default: 3600)

Phase 2 Configuration

Local IP: Subnet =
IP Address: 192.168.1.0 (Hint: 1.2.3.4)
Subnet Wask: 255.255.255.0 (Hint: 265.255.255.0)
IPSec A Lifetime: 28800 Seconds (Range: 30 - 86400, Default: 25500)
Encryption Algorithrn: DES -
Authentication Algarithm: — MD5 -
PFS Key Group: Y| Enahle
DH Group: Group 1768 bit]) -
| Save || Cancel |

BYEE : LA EERERRV130/RV130W IPSec VPN fRESELE MY R, BLREERRVI0H
RV130W_E#9IPSec VPNfiREZHENE , B ERBIRP2E,

S E23. B ZIVPN > IPSec VPN Server > User, R#FEASTE R UserEHo

User

User Account Table
Userlame Password

Mo data te display

HER4 BEBAJd RowAHT B ERAEIRE , ARBVPNEFIRETEHRE (RESHRE
), UERHNBUPEAPFTRNERESBNES.
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S ER5. 3 — T Save LA ZiRE,

VPNEFIRE R
S B 1 BRkShrew VPN Access Managerif 2 — TAdd#¥T 8 E EE R,

'y VPN Access Ma =
File Edit ‘“iew Help

(Il B O

.ﬂ.dd bodify  Delete

Cl:unne-:t

3R T VPN Site Configurationy 3% .



—— H "
VPN Site Configuration 2.5

General | Client | Mame Fesolution | Authenticatic) * | *

Rerate Haost

Hozt Mame or [P Address Part

| 500
Ato Configuration ke canfig pull -
Local Host

| Adapter Mode

lze a virtual adapter and aszigned address -

MTLI Obtain Autormatically
1380 Address
Metmask
[ Save ] | Cancel

S BR2 1 General 5| BEE T HIRemote HostEERH , I ABREREENREBN A ETHRE R
P33k



"VPN Site Configuratior )

General | Client | Mame Resolution | Authenticatic) * ¢

Remote Host

Host Mame or [P Address Fort
G i 500 )

Ato Configuration | ke config pull - |

Local Host
&dapter Mode

Uze awirtual adapter and azzigned addreszz - |

FTU Obtain Automatically
1380 Address

Metmazk

Save ] | Cancel

MIEE : TRRIBEEEATERMES00, AFVPNERE T |, BREFFAUDPES00 |, KIBERES
FREFER A S F EEISAKMPR &,

5 B83.7E Auto Configuration™ $1 =& B HiE £ disabled.



| VPN Site Confiquratior |

General | Client | Hame Fesolution | Authenticatic| * | *

Rerate Haost
Hozt Mame or IP Addresz

Auto Configuration ke config pull
dizabled

Local Host ke config pull
ke config puzh

Adapter Mode dhcp over ipsec

ze a wvirtual adapter and azzigned address -

tTL Obtain Autormatically
1380 Address

Metmask,

J | Cancel

AABREAERMNT :
R — ZREMNEBEFIREE,

IKE Config Pull — AFF B FimRERKEERF R, EERZEPUIGZENERT , FREGERE
EFmIXENREBE,

‘IKE Config Push — BN AR SRBEEBENE FiniEfHiiE. EERZEPushH EW
BRT , BREREEFmXENRERE,

-DHCP Over IPSec — & Fin B # 2 BIBDHCP over IPSecit EEFE KRR E,

$ 8R4 .7 Local HostEs 7 , £ Adapter Mode T~ $i7i& & Hi##£Use an existing adapter and
current address.



| VPN Site Configuratior —-

General | Client | Hame Fesolution | Authenticatic| * | *

Rerate Haost
Hozt Mame or IP Addresz

Auto Configuration dizabled

Local Host
Adapter Mode

Uze a wvirtwal adapter and aszigned address

=& a wvirtual adapter and azzigned address
Uze awirtual adapter and randomn address
Uze an exizting adapter and current addreszs

Metmask,

[ Save ] | Cancel

AREEERNT :

ERAERENEFNS RN — AFFEFREAESEELRLENERNEFEAHIPsecE
AR

SERERTE-SNE#EL — RFFEFiRMEHNSREME I ERTE R EIPsecBA
HY IR

FRAREENMEFNEfL — AFFFHECAHREYENEF (HEmtbutfEAH
IPseciBEAMYIR ) o

S5 — T Client Z5|E®., £ "NAT Traversaly THLuZEd | E#EERV130/RV130W L
BNAT TraversalBii EWAEEIRRE , F2EZRV130HRV130W_ LB EIPSec VPN ARES-
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VPM Site Configuratia [—c—

General | Client | Mame Fesolution | Authenticatic) * | ¢

Firewall Options

MAT Traversal dizable

dizable
enable
farce-draft
force- rfn:

IEE Fragrmentation

b atimurm packet size

Other Optionz
Enable Dead Peer Detection
Enable 15AKMP Failure Matifications

Enable Client Login B anner

Cancel

A] A BYNetwork Address Translation Traversal(NATT)iZERIBEEZ T :
2R — ST ERANATTIHERER.
A — EEVPNRERTHEHBEERXEX BSRIZINATE , TEEANATHEER.

-Force-Draft — S ERANATTIH EIEE M Drafthlii A& , MAESEHE AR EE RVPNERE X
B 25 REINAT,

-Force-RFC — 4 EANATIH EMRFCIRA , MABEHEHB RSB RVPNEREXE K =2
T*ﬁlﬂu UNATO

-85 — Cisco-UDP — ¥ ENATHVPNE Fims&HUDPE 2,

S BR6.3% — T Name ResolutionB %, , IR ERLFDNS , & #FEnable DNSEEU S #, WE
BB ETEEREDNSRE , FBEUHEHEnable DNSEEU S #,



Client | Mame Rezolution | Authentication

DM3 | Split DNS | WINS

&nable DMS Obtain Autormatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically
DS Suffis

] | Cancel

SR7. (R ) MREERFHEBEREAIERERR , AR EBIRMHDNSERE. MRK
B, 5557 Obtain AutomaticallyZEN 5 2 A 2 |, I F Ehim A B B DNS{E AR 25t 1t

o



"VPN Site Confiquratior ]

Client | Mame Rezolution | Authentication | Phase * |

DMS | wiNS

Enable DS EI btain Automatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically

DMS Suffix

Cancel

SER8. (L& ) R ERKAWindows Internetf& BB A AREF(WINS) , 83 & — T Name Resolution
B , 2+ Enable WINSEHUS#, MRENRIGHEEEEASTERERE , MIZXBEEN
BEIRMEWINSERE, MR KREF , FEFEObtain AutomaticallyZEN TR 2B R ESF |, WFH
A B RHIWINS A AR 25 b 31t .



Client | Mame Rezolution | Authentication

DNS | Split DNG | WIS

OEnaI:nIe WIS Obtain Autormatically

Server Addressz #1
Server Address H2

Cancel

BHEE : BBIREWINSEEEN , B FimiSae s A M AR IRE AR 0 [ IRESHEAT
WINSEZ T, EEERFEAR — BN EBRBEHBERBWindowsHK ERERE o
WINS{ R 85 & = B R Windows 18 #2 & 88 5 Sambafa iR 85 .

S ER9 .12 — T AuthenticationE % , #A#% 7£ Authentication Method T #1712 & A& 1ZMutual PSK
+ XAuth,



' VPN Site Configuratic

Client | Mame Fesolution | Authentication | Phase *

Authentication Method | Mutual PSE + #duth

. Hubrid BS54 + #Auth

Local ldentity | Bemat Hybrid GRP + *éuth

bubual BS54 + Hbuth

|dentification Type BRI S E oy
butual BS54

|IP Aiddress e Pk

Addresz String

Uze a dizcovered local host address

Cancel

AABREERMNT :

BERSA +ERRE — TEEEFHBE. £AEREIRIRE. BIEISKAPEMR
PKCS12BER R EMERBEBMNER,

EAGRP +ERRE — FTEEXFHEBE. FAZFRERIBMAE, BESHEAPEME
PKCS1I2RERERNLASBFRNEN,

BHORSA+RRRE — FFRNBRAFTERILETHORE. BREXRAPEM
PKCS12REREHERE BN,

BLOPSK +IRERME — BEFHNRABEHNEERRETEINRE. BESRALAERTS
B Ko

#HRSA — EFRNFEBIHEERBTETEHERTE. BEEEAPEMBEPKCS12RERER
Ehc% fill):0pi

BEPSK — FEFHNAESTERRETIORE. BRESRALAERFTENEN,

#$E810.7E Authentication&8 % , 32— T Credentials ¥ B , $R % 1E Pre Shared Key#{I ¥ A
EIPsec VPNfIfRESREE FELENHRI AL A SR,



Client | Mame Resolution | Authentication | Phase| 4

Authentication Method | hutual PSE. + =duth

Local Identity | Femote ldentity | Credentialz

Server Certificate Autority File

Client Certificate File

Clent Private Key File

J

SEBR11.3Z— T Phase 118+, BELTSI8 , FHEAREN IPSec VPN1a [R5 € H & B iE
$£25 0 BRV130/RVI30WELE I EX EME




Mame Fezolution | Authentication | Phase1 | Phal * ¢

Proposal Parameters
Euchange Tupe mair -
OH Exchange group 1 -
Cipher &lgarithm des )
Cipker Key Length Bits
Hazh Algorithrm md5 -
E.ew Life Time limit SB00 Secs
E.ew Life Drata limit 0 Kbytes
|| Enable Check Paint Compatible Yendor 1D

| Save | | Cancel

Shrew SoftH #) 5| B FECEL B B 1 P EYRV130/RVI3OWELE , M T AR :
- "Exchange Type. FEEE "Exchange Mode. TEZ,
- TDHZZ#:, FEER "DH#R L TR,
- TERESEE L ER ThEEEL T,
- THESRREL, ER THORBREE, T,

HER12, (R ) MREEERR1HEABRREEREEMHERSID , FEZ+Enable Check
Point Compatible Vendor IDERER A 3. MRBPRARBEF HETHEE , FEUHEPZ RIS R

o



Marne Resolution | Authentication | Fhase 1 | Pha | *
Proposal Parameters
Euchange Tupe mair -
OH Exchange group 1 -
Cipher &lgarithm des -
Cipker Key Length Bits
Hazh Algorithrm md5 -
E.ew Life Time limit SB00 Secs
E.ew Life Drata limit 0 Kbytes
| Save | | Cancel

HER13.8 — T Phase 2B+, BB T5I8 , EHERARNEM IPSec VPN{aI AR &5 F & AL IE
#2454 HRV130/RVI30WEL B RV EZ E MG




VPM Site Configuratia [—c—

fthentication | Phaze 1| Phase 2 | Policy

Proposzal Parameters

Tranzforrm Algarithr [gsp-u:les

Tranzform K.ey Length

PF5 Exchange group 1

HMAL Algarithm [[Lmdﬁ

Compress Algaonthm | dizabled

E.ew Life Time limit (: EEEE@ Secs

E.ew Life Drata limit 0 Kbytes

] | Cancel

Shrew Softf 9 5| B FEPCAL £ 2PE R P HIRV130/RVAIBOWELE , T AR :
- TEYCEEE ) fEHE TINEBEREE) TR,
- THVACTEE %, FEE "B HRBRE L, T,
-WRAERVI30/RVI3OW LA TPFS£#8#8 , BIPFS ExchangeEILE. "DHAH, . &AI
, F1#Edisabled,
- TSR ARSI, B TIPSec SAEFH, TfL,

SEB14.3% — T PolicyB % , A% 1EPolicy Generation Level T $1i# & FhiE1Erequire. Policy
Generation LevehBIEE R4 K IPsecRBEMI MR A, THEEHRUNTRKINEREIBTE
HEPRERERANIPSec SAHETH.



VPM Site Configuratia |

Authentication | Phaze 1 | Phaze 2| Policy [

IPSELC Policy Configuration

Folicy Generation Lewvel require vI
|| Maintain Persistent SEcurit%

Obtain Topology Automaticd unigue
shared
Remate Metwark, B ezource

kA odify

Cancel

AABREERMNT :
‘B8 — FF iR B BEEEEIPSecREER A

BR — BFRIEABERKIGEME —NLZ2EBI(SA), FRAAMNE M EAZ i K I
ID , $EFIE 8RS EIRIE AR R M IDIRAE AR RS P ER2EE SR A% 7E 165 2 A 8 £ A SR B& 1D

M- — BF RS ESEREHE —EE—RSA

HA — EFERAERKE, BER2EZRSEHEEEERAR B REIDESERMID , F£H
Any(0.0.0.0/0)E &= ID,

$E%15 . BUHIE A Obtain Topology Automatically or Tunnel AlIZREX 5 #2, LB IEIE N AERE
EXTERBEN IR, ZAE , YERTFEERE. AN, SRTEBRE.



Authentication | Phaze 1 | Phaze 2 | Folicy

IPSELC Paolicy Configuration

Folicy Generation Lewvel require

|| Maintain Persistent Security Aszociations
cml:ntain Topalogy Autamatically or Tunnel A

Remote Metwark, Besource

td odify

] | Cancel

HER16. 32— TAAU T B B EERNRREEER, BEn@RERSEERFEEABE, 2B
BER., MEBESRNZLETEN,



Authentication | Phaze 1 | Phaze 2 | Folicy

IPSELC Paolicy Configuration

Folicy Generation Lewvel require

|| Maintain Persistent Security Aszociations

|| Obtain Topalagy Autamatically or Tunnel Al

Remote Metwark, Besource

td odify

] | Cancel

H 38 Topology EntryiR & :



fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel

Topology Entry

Type Include -

Addrezs

Metmaszk

ddd kA odify Delete

| Save | | Cancel

LSBT EMAHEN TR |, 88 ARVI30/RVI30WH FH3ID, It ith i FEER A STHE A IPSec VPN
Server Setup and User ConfigurationEB 7 8925 ER25 By IP Addresst{ ITEL .




fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel

Topology Entry
Type | Include - |
Address 192168, 1 . O

Metmaszk

ddd kA odify Delete

| Save | | Cancel

A

$EB18.7E NetmaskiB{Z# |, B ARV130/RV130WZA th {BR& (Y F 4B, KIS EE AR A
W IPSec VPN{al iR 25 1% FH & AL iEEB 75 WY 5 BR2 R WY F #E A& AisAe AL I iL o




Authentication

FPhaze 1

FPhaze 2

Folicy Generation Lewvel

IPSELC Paolicy Configuration

Falicy IZII'

| require

ngpnlng}r Entry

|| Twpe | Ihclude - |
1 Address 192168, 1 . 0

Netmask

[ Ok ][ Cancel ]

Add td odify Delete
| Save | | Cancel
SER19.3F — TOKE R E R imMER &R,




Authentication

Phaze 1

Fhaze 2

Folicy Generation Lewvel

IPSELC Palicy Configuration

Falicy IZII'

| require

—

ngpnlng}r Entry

Type
Address

Metmask

ok D[ corea |

| [nclude

. |

192.168. 1 . 0O

255.255.255. 0O

Add

td odify

Delete

| Saye

| | Cancel

HER20. 3 — T Savef F EEREIVPNUE RN E B,




fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel require - |

| Maintain Persistent Security Associations

|| Obtain Topalogy Autormatically or Turnel Al

Remate Metwark, B ezource

apd 192.168.1.0 4 255,285, 255.10

ddd || Modiy || Delete |

FE821.1RE VPN Access Managerfi & SLEEELERIVPNIE B |, A& 1R — T Connectiz i,

B I

File Edit View Help

Add Modify  Delete
iMdin
A

H 38 VPN ConnectiRE .



Connect | petwork

config loaded for site © Je 2

Credentialz

Uzername

Pazzward

Connect

S BR22 1E CredentialsEf o /R |, B A IRTEARXREN IPSec VPN1a] R £5 (€ /& B iE 38 50 0 25 BB 4
BRENIEFHNFERE R BAZE.

Connect | Wetwork

config loaded for gite "KL DECTEDA T

Credentials

zername

Pazzword

Canmect ||

5 E823.#% — T Connect to VPN into the RV130/RV130W,



Connect | Mebwork

config loaded for gite " EX1 FECETR]

Credentials

dzermame  TestUzer

Pazzword essssssss

=

IPSec VPNRREE B3 , VPNE Fif A LFARBIRV130/RV130W LANEZ H &R

Connect | Mebwork

gzp propozal configured
client configured

local id configured

rernote id configured
pre-zhared key configured
bringing up tunnel ..

Credentialz

Ilzername |TestL| zer

Fazswaord




) VPN Connect - <k j& T | =

Connect Metwork,

Secunty Agsociations

Establizhed - 1
Ewxpired - 0

Failed - 0O

Tunnel
Statuz - Connected

Remate Host - I HlRee o
Tranzport Used - IKE [ESP
[.E Fragrentation - Dizabled
Dead Peer Detection - Enabled
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