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Access Rules
Default Qutbound Policy

Palicy: @ Allow ) Deny

Access Rule Table

Filter: Action matches All

No data to display

Add Row

5 BR2 .72 Default Outbound Policy@iFH , I— TAENERIRA AL LRI REER, B
BiEEAAER A S Internetfh BRI HF , BAKKRRE, FARREHAllow , RFFFIEE

Internetfy i 23818,



Default Qutbound Policy

ARREERNT :
RFF — A B R BN REELANE R Internet,

JE4E — BHIEFTE B B R E R LANE R Internet,
S ER3 ¥ — T Save LA FE’Eo

Default Qutbound Policy

Policy- @ Allow © Deny

Filter Action matches All

\ Action | Senice | Status | Connection Type | Source IP
| No data to display

M| Edit || Enable H Disable H Delete || Reorder

ik Bl byl

S . ZEAZIWebEl EE AR X iEiZEFirewall > Access Rules. Access RulestR BB :

Default Qutbound Policy

Policy: @ Allow © Deny

Filter: Action matches All

\ Action \ Senice \ Status [ Connection Type | Source P | Destination IP [ tog |
" No data to display

M| Edit H Enable || Disable H Delete || Reorder

S ER2 ¥ — T Access Rule TableFh BYAdd Row A ¥ 18 #T &Y AR 43 il



Access Rules

Default Qutbound Policy

Palicy: @ Allow © Deny

Access Rule Table

Filter- Action matches Al -

Status | Connection Type

Senvice

Action

Source IP Destination IP Log

No data to display

(AddRow J| Edit H Enable || Disable H Delete || Reorder

HEBARAdd Access RuleEE :

Add Access Rule
Connection Type:  Outbound (LAN = WAN) «
Action: Always block -
Schedule: | Configure Schedules
Senices: All Traffic - | Configure Senices
Source IP: Any -
Start: (Hint: 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: Mever
Rule Status: [ Enable
| Save | ‘ Cancel | | Back ‘

S ER3.#E Connection Type FTHLEREAR  EEFEHRANBRARERF,

Connection Type: | Outbound (LAM = VWAN)

Outbound (LAN = WAN)

Configure Semnvices

Action: Inbound (VAN = LAN)
Inbound (WAM > DMZ)

Schedule: L

Services: All Traffic M

Source IP: Any v

Start:

Finish:




ABREERMNT :

& H (LAN > WAN) — # Bl

&

R B A b R8RS (LAN) I & H 28 B B (WAN) BV B R .

- AIE(WAN > LAN) — #8 BI S22 5k B Internet(WAN) IE #E A S 3 48 2% (LAN) 8 B B,
B A (WAN > DMZ) — 1R B $/2 5k B BB (WAN) I it A IEEE [E(DMZ) F RN E RS,
R4 R ActionTHIRE R | REFERAREHTHRE,

Connection Type:

Cutbound (LAN = WAN)

-

Action: Always block E|
Schedule: Always allow
Block by schedule
Semices: LA”UW by schedule - | Configure Senices
Source |P: Any -
Start: (Hint: 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: Mever
Rule Status: Enahle
AABEEERNT :

R MR IE — MRRAFITE |, RIAKRIEBERE, BtEDSERG,
YRHE RT — MRIRMFITE |, RIAKR TR, BEEDERG,
BETEELE — NREFREENFTERE KRG TE , RIEERE.
BEBRAF — NREREENFTEHBRETE , B2,
SR NMREESRATEZR TIREERBIFSIREER AR | i Schedule T ALIRE FPIRE

RENEE R



Connection Type:  Outbound (LAMN = WARN) -

Action: Allow by schedule -

Schedule: test_schedule |= | Configure Schedules |

Senices: test_schedule_1 |~ ‘ Configure Senvices ‘
test schedule 2

Source IP: Any -

Start:

Finish:

Destination [P Any -

Start:

Finish:

Log: Mever -

Rule Status: Enable

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

et : EEVHRREHRE  WE-TERFER, NFFEEANER , F2RERVIS0H

RV130W_LERE R E.
S ER6. AR T PR E AR Z SRR RIE A MY RIS EL Bl

Connection Type:  Outbound (LAM = WAN)

Action: Allow by schedule «
Schedule: test_schedule - | Configure Schedules |
Senices: All Traffic t? Configure Services ‘
Source IP: DMS
FTP
Start: HTTP (Hint: 192.168.1.100)
HTTP Secondary
Finish: HTTPS (Hint: 192.168.1.200)
HTTPS Secondary
Destination IP ITI‘uI;’E.E
. MNMTP
Start POP3
- SHNMP
Finish: SMTP
TELMET
Log: TELNET Secondary
Rule Status: LE:EE(ES-EPS}SL )
PEE : MR EFEREBEY  BFR-TEERRE. nFEFMAEANLR , FSERVI30H
RV130W_E 1Y AR 7% & FE A BE,
AR RE B RN EHP
WMREFEHERAAYE3L B F T HUE(LAN > WAN)ERERE R | FERBRAE P LR
BRI4E,
BRE - MREFNEFRRAUNSRIPRET ABERER , FRET -89 . BAUGEL

ERHE ZIP,



HEB1, ESource PTHEEFEZREZEEHZ RPN AN, HRKIRE , WFIPRIEHH AESR

BIASE AR — B Z @itk ( FELANF )

Connection Type:  Outbound (LAM = WARN)

Action: Allow by schedule -
Schedule: test schedule - | Configure Schedules ‘
Senices: WOIP - ‘ Configure Senices |
Source IP: Any
Start: [Single Address
Address Range
Finish:
Destination IP Any -
Start:
Finish:
Log: Mever -
Rule Status: Enable
AREEERMT :

-Any — B AR R B A ib B P EAIPHbutRE, At ,
BIEBLRE  BRESB4,

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

SE18 StartM Finishi {31 88 22,

LIES

BEubu — EARKE AR AR PE@EP Ut RE, TEStartl@ L P& AP,
it EE — EAARE A AR TIPHt EENRE, £HABRENTE ASEENRERIPH

Ht, FESEARAL P AR RIPH U AR EEE .,

SE2 MREESRIPRETEMut | FEALRLTRAZRARSERAUNIPBIL
, RERES R4, WREESBRIPRET B  FEALBLTFAAZERARSER

BIR BRIP4t



Connection Type:

Action:

Schedule:

Senvices:
Source IP:
Start:

Finish:
Destination [P
Start:

Finish:

Log:

Rule Status:

SR MREGESRIPEE T bt

Cutbound (LAN = WAN) -

Allow by schedule -

test schedule - |

Configure Schedules |

VOIP Configure Sernvices |

T |

Single Address ||

[10.10.14.1[]0 (Hint: 192.153.1.100}]

(Hint: 192.168.1.200)

Any -
Mever =
Enable

R ST AR 8 A R R EHEERA B AR R BV 1P b 31k 58

B &ERIPHL,

Connection Type:

Action:
Schedule:

Services:
Source IP:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

S B4 X Destination IPTHLIREFRIZFEETHZBEZEIPHN AR, BHRAHERE |

Cutbound (LAM = WAN) -

Allow by schedule =

test_schedule - |

Configure Schedules ‘

VOIP - ‘

Configure Senvices |

Address Range =

10.10.14.100 (Hint: 192.168.1.100)
[1[]_1[]_14_1?5 (Hint: 192_168_1_2[]Ua
Any -
Mever -
Enable

BERIPREARH

R P AFFSIERRERN I ( EWANF )



Connection Type:  Outbound {LAM = WAN) -

Action: Allow by schedule -

Schedule: test schedule - Configure Schedules

Senvices: VOIP - Configure Sernvices

Source |P: Address Range -

Start: 10.10.14.100 (Hint: 192.1658.1.100)
Finish: 10.10.14.174 (Hint: 192_165.1.200)

Destination |P

Start: Single Address
Address Ranage
Finish:
Log: Mever -
Rule Status: Enable
ARREERMNT :

-Any — BRRRE A Hinternet P EMIPHE UL B R E. Rk |, 584 Startf FinishiB L B 2=,
B —ht — EARED LN Hinternet P E@IP# U AR E, 1E Startl@ L ¥ APk,

b3t EE — EA ARG Hinternetdh — R Y IPH Ut R E, EHABBA P ASERRRKR
IP#oit |, £ SEAMA P A RIPH i ISR EEE,

SRS IR IBTE S B4 iRIZ T Single Address , 55 71E Starth ¥ S & A & FE A A 55 48 ARy
IPibiit, 2NRIGIESER4DIRIZ T it #E (Address Range) , F51E Startl{ g A AS AR
ShER AR R IR IPH 4t



Connection Type:

Cutbound (LAN = WAN) -

Action: Allow by schedule -

Schedule: test_schedule - Configure Schedules

Senvices: VOIP - Configure Semnices

Source IP: Address Range -

Start: 10.10.14.100 (Hint: 192_168.1.100)
Finish: 10.10.14.175 (Hint: 192.168.1.200)

Destination IP

Single Address -

Start: (192.168.1.1!][] )
Finish:

Log: Mever

Rule Status: Enahle

SER6MREESRAPBREZ T bt W | FETHARCL P A RARHEHRER R IPi AL EE
B RIPHb

Connection Type:

Cutbound (LAMN = WAN} -

Action: Allow by schedule -

Schedule: test_schedule - | Configure Schedules ‘

Semnices: VOIP - | Configure Senices ‘

Source IP: Address Range -

Start: 10.10.14.100 (Hint: 192.165.1.100)
Finish: 10.10.14.175 (Hint: 192.168.1.200)

Destination [P

Address Range -

Start: 192.168.1.100
Finish: [192.168.1.1?0 J
Log: Mever
Rule Status: Enable
B A v 7 Y IR A B #RIP

U0 SRTE #1855 B %2 AR 5 BR3HEIE T AIE(WAN > LAN) S A BE(WAN > DMZ)1E S E 4R 2 Bl
, R RAE P S ERIRE,

$E1, %Source I PTHIBEREEEESEPHNAR. YRAWEKRE | RIPEISERA NE
#FAIM — B Z @it ( EWANA )



Connection Type:

Inbound (WAN = LAN) =

Action: Allow by schedule -
Schedule: test_schedule - ‘ Configure Schedules |
Senices: All Traffic - | Configure Semnvices |
Source IP: Any -
Start: [‘Single Address (Hint: 192.168.1.100)
Address Range
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: MNever =
Rule Status: Enable
AABEERMNT :

-Any — BRARERE L Hinternet P E[@IPH B RE, Btk |, 554§ Startl Finish# AL B 2=,
MRBEIRE | BEREL RS,

B Eu — BARKE A HIinternet P E@EIPH TR E,

- EE — E AR B2 Hinternetdh — R 5P HE R 2
IPoit | TESEAAMA P A RIPH i LAER EEE,

SERMRBESRIPREZ T RE  FEFLERUTEAZRARGERRAIPHEI
, RBREDSER4, MREESBRIPRET HURE  FEHFLERUTAARERARGER
RIAYFEsRIPHEL .

1E Startf@ L R A P 3L,
EAEBMN P ASEN MG



Connection Type:

Action:
Schedule:
Senices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Fule Status:

Inbound (VAN = LAN)

Allow by schedule =

test_schedule

All Traffic

-

v |

Configure Schedules

Address Range -

Configure Semvices

(192_158.1.100

J (Hint: 192.168.1.100)

Single Address

Mever =

Enable

(Hint: 192.168.1.200)

SR MREESRIPRF T bt WM
B9 RIPHb L,

Connection Type:

Action:

Schedule:

Senvices:
Source |P:
Start:

Finish:
Destination [P
Start:

Finish:

Log:

Rule Status:

Inbound (VWAN = LAM)

Allow by schedule -

test_schedule

All Traffic

T |

R ST AR 8 A R R EHEERA B AR R BV 1Pt 41k 88

-

Configure Schedules |

T |

Address Range -

192.168.1.100

Configure Sernvices |

(Hint: 192.168.1.100)

[1 92.168.1.200

) (Hint: 192.168.1.200)

Single Address

Mever =

Enable

S ER4 1E Destination IP T HLEE T 5 Startl L P A B ZIPHEEibit, A AWRE
, BEIPREAHFRIEL R EH LN HinternetlI RER M1 ( ELANF ) o




Connection Type:  Inbound (WAN = LAN)

Action: Allow by schedule -

Schedule: test_schedule - | Configure Schedules |

Senvices: All Traffic - | Configure Senvices |

Source |P: Address Range «

Start: 192.168.1.100 (Hint: 192.168.1.100)
Finish: 192.168.1.200 (Hint: 192.168.1.200)
Destination IP Single Address

Start: (1010142 )

Finish:

Log: Mever -

Rule Status: Enable

BIRE : MBI FTE AR AR S ER3HRE 7 AM(WAN > DMZ2)EAEFT R , A|BEZIPHEE
&1t 41t 7% B BB B AR FDMZ =AY P41t

RCSR MR AR A A A

FBR1, MREHFERHFEERRBRAICEFEY B , 5 Log FhREFIEEAlways
o WRFHEMHE R A KTETHE , FFiEENever,

Start: 192 168.1.100

Finish: 192 1681170
Mever

Rule Status:

HER2 ;2P Enable BREN 77 $ LARUA B AR A



Add Access Rule

Action:

Schedule:

Semices:

Source IP:

Start:

Finish:

Destination IP

Connection Type:

Cutbound (LAN = WAN) -

Allow by schedule -

test schedule

VOIP

v |

Configure Schedules |

Configure Semvices |

hd |

Address Range

10.10.14.100

10.10.14.175

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Address Range -

Start: 192.168.1.100
Finish: 192.168.1.170
Log: Mever -
Rule Status: Enable
Cancel || Back |

S ]

S EB3. R — T Save LA 1ERTE.

Add Access Rule

Connection Type:  Outbound (LAN = WAN) -

Action: Allow by schedule -

Schedule: test_schedule | Configure Schedules |

Semnices: VOIP - | Configure Semvices |

Source IP: Address Range

Start: 10.10.14.100 (Hint: 192.168.1.100)
Finish: 10.10.14.175 (Hint: 192.168.1.200)

Destination IP Address Range -

Start: 192.168.1.100
Finish: 192 168.1.170
Log: MNever =
Rule Status: Enable
' Save [I Cancel || Back |

3 [ % R 2674 68 FA T BL B AV 55 B AR AT S #7o



Default Outbound Policy

Policy: @ Allow © Deny

Filter: Action matches All -
\ Action [ Senice [ Status \ Connection Type | Source IP | Destination IP [ tog |
Allow by schedule VOIP Enabled Outbound (LAN > WAN) 101014 100 ~ 10.10.14 175 192 168.1.100 ~ 192.168.1.170 Never

|| Disable H Delete ‘“
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