#ERV320f1RV325 VPNIEHBE RS LEBEEF
vin 21 4 BY IE #% 8 A 2% (VPN)

B

ERSEAMKRVPNE—EZARE , AREBEL A HBRERESRREAENEEURME
M, VPNIE Bz —REFIHIMEEAVPN, BiBEFinRMAEE , B URKEFL TINVR
TEHEBEESENTE S XHE  UEZSHEEEEE c BEHRNEZEWER, AVPNAE{CE
EVPN , AACEZEASREMEABEEEVPN, RV32x VPNEHBRIIGZ AU ERE
VPN#8,

AXEN B RBENMERVI2XRFIVPNEE 2R LB EA T FinEI#EIVPN,

HA&E

‘RV320 Dual WAN VPN H 25
- RV325 Gigabit Dual WAN VPN H 25

R AR

v1.1.0.09

i EA & FimE#EBIVPN

SB1EATKANEEERAREXIAZEVPN > Client to Gateway., 5B Client to Gateway
HH :



Client to Gateway

Add a New Tunnel
® Tunnel ) Group VPN () Easy VPN

Tunnel Mo. 1
Tunnel Name: |

Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Remuote Security Gateway Type: P Cnly

IP Address Wi

S ER2 3% — T Group VPNE B iz ¥ 18 % Fin E@RIVPN,



Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN

Subnet Mask:

Group Ma. 1

Tunnel Mame:

Interface: WANA W
Keying Mode: IKE with Preshared key

Enable: ol

Local Group Setup

Local Security Graup Type: Subnet (¥
IP Address: 192.168.1.0

2552552550

Remote Client Setup

Remauote Client:

Ciomain Mame:

DomainMame(FODOM) )

T ERE

S BR1.1E Tunnel Namet@ L F#a ABREM & T8,




Client to Gateway

Add a New Group VPN

Keying Mode:

) Tunnel ® Group VPN
Group Ma. 1
Tunnel Name: tunnel_1|
Interface: WWANA W

|[KE with Preshared key

Subnet Mask:

Enable: o

Local Group Setup

Local Security Group Type: Subnet W
IF Address: 1892.168.1.0

255 2652550

Remote Client Setup

Remuote Client:

Comain Mame:

CiomaintMame(FODMN) (¥

BEE : 1RSSR — R TAMNRR. ER— B EE RN BNL
S EB2 R Interface ™ PLIE B IR 1BVPNAR BB B E /) T 248 B9 E 42 .

() Easy VPN




Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunnel_1
Interface:
Keying Mode:
Enable:

Local Group Setup

Local Security Group Type: Subnet | e
IP Address: 192.168.1.0
Subnet Mask: 255.255.255.0

Remote Client Setup

Remauote Client: ComainMame(FQDMN) W

Domain Mame:

HER3.;EZFEnable BREN S SLLARA MR EIEEIVPN, BRERT , HEBHEERBAMRE,



Client to Gateway
Add a New Group VPH
) Tunnel ® Group VPN () Easy VPN
Group Ma. 1
Tunnel Mame: tunnel_1
Interface: WANA W
Keying Mode: |[KE with Preshared key
Enable: o
Local Group Setup
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255.255.255.0
Remote Client Setup
FRemote Client: DomainMame(FQDM) W
Comain Mame:

B#EE : Keying Mode — BREAN S HERIBER, EEEHLASBNIKERH —MRIE  EE
RERBEESRIP(KE)BEANRBBERNRBTALAEE  LLEIBENRRER

SR BFmEFEINERLNRENL S EBRERERARE , B0 TREIIE— T Savel
TFERTE

Al BE

HER1. 1€ Local Security Group Type T hIiEE HiE1E 7] 37 B VPNBRIE R M A it LANSE A & =
EFH %I%H.o ﬁ%E%SUbneto



Client to Gateway

Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN

Group Mo. 1

Tunnel Mame: tunnel_1

Interface: WaAN1 W

Keying Mode: IKE with Preshared key

Enable: o

Local Group Setup

Local Security Graup Type: Subnet W
IP

IP Address:
IF Range

Subnet Mask: VL LU LW ;

Remote Client Setup

Remauote Client: Domaintame(FQDMN) (¥

Domain Mame:

AABREERMNT :

P — RAE-AR/BELANEE LS ERE,. MRERLRE , FEPHUMLTEA
LANSRERIPi#bs, FEERIPZ192.168.1.0,

F — B EFHLEMNFTELANEER T LA IR E, MRBIFNIEIE | BEPHUN T
IS o Bl ALANZE ERIPHut F FHBENS, FERERA255.255.255.0,

PEEE — —RIILANK B [ LA EREE. MREFWER , FEELLIPHERIPRELS 2
Bl A ER S —EMSRER—EIPthiut. RXEER%192.168.1.08]192.168.1.254,

SRR ERFEI BN ALLRELSEBRERE/TARE , B0 T REIIKR— T Saveld
FERE

RinE S iREE
SR RBR L LAZLT AEE PRIFTLUGHMEVPNEBENE R RANEAEREAEE

o



Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunnel_1
Interface: WANT W
Keying Mode: IKE with Preshared key
Enable: ol
Local Group Setup
Local Security Group Type: IP (¥
IP Address: 1892 168.3.0
Remote Client Setup
Remauote Client: DomainMame(FQDM) (¥
Domain Mame: Email Address(USER FQDM)
Microsoft XP/2000 VPM Client

AABEERMNT :

% (FQDN) & {3 5e s — AILUBB CEEMavEEiERE. MREFWEE , B 58 W
R A B EAYE R,

-EFEHHut (FAEFQDN ) BHRE — TTUUBBE FE 4t SHRERRE, MRIRENL
1815 | 51T Email AddresstiB L ¥ A E B8 bk,

-Microsoft XP/2000 VPNE Fis — AIEBE FinE B8 ( WEMicrosoft XP52000 VPNE F
ImEARE ) SHERRE,

SR EREAIEBNALNRENRERREREATERE , B0 N RBIIR— T Savels
FERE,
IPSeci&E

S B1.#Phase 1 DH Group T H R EE FIE1FE E M Diffie-Hellman(DH)#H. FEER1FARTERE
Emime BEIEMNBEELZSERSA) , UXEZEL 5 HREEH. Diffie-HellmanZ —&
MESBTBRBE , ARFIRBERULASBREBEEN.



Remote Client Setup

Remaote Client; Microsoft XP/2000 VPN Client | w

IPSec Setup

Phase 1 DH Group: Group 1-768 bit v
Group 1- 768 bit

| Group 2- 1024 bit
| Group 5- 1536 bit

Phase 1 Encryption :

Phase 1 Authentication: MD5 4

Phase 1 3A Lifetime: 28300 sec [ Range: 120-86400, Default. 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit v

Phase 2 Encryption: DES "]

Phase 2 Authentication: MDs o

Phase 2 3A Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )

Minimum Preshared Key Complexity: [ ] Enable

Preshared Key:

ARABREERMNT :
#H1 (7681 ) — UERHNEEFESR  BEHEFRE.
‘Group2 (10241 ) —FTESWMWEERIE , ELEGroup1ER £,
485 (15361 ) —FTESBRE , EHELE,

S ER2 f€Phase 1 Encryption TR EEFEEBENME L ERNE LR/, BRFEFAAES-
128 REBHS T MMPIEMEE. VPNRRE N MHEEE A ERNINE ST %,



Remote Client Setup

Remote Client:

Microsoft <P/2000 VPN Client |

IPSec Setup
Phase 1 DH Group: Group 2 - 1024 bit W
r ™
Phase 1 Encryption : DES W
Phase 1 Authentication: JDES
AES-128
Phase 1 SA Lifetime: AES-192 ec ( Range
AES-256
Perfect Forward Secrecy; i s
Phase 2 DH Group: Group 1- 768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD& W
Phase 2 SA Lifetime: 3600 sec (R

Minimum Preshared Key Complexity: [ ] Enable

Preshared Key:

AABREAERMNT :

‘DES — ERINBREDES)R—ES6UEBMEL X , ETRIFEFRENMESLE , BRT
E&EE  JEFEEEEMNE S %,

-3DES — ZEE R NZZHE(BDES) R —TE 1681y, BEMMETE , AREmMEE AN , B
REHERMEZIR, EHLDESRETESHNZEM , BHAESRENZEHER,

-AES-128 — EF128(u €A SR INZHIZLE(AES-128)F 128 SR HEITAES IR,
AESLLDESER, E&X4., — KR , AEStL3DESERMEL 4L, AES-128LAES-
192F1AES-256 1R |, B Z & MHBIR,

-AES-192 — AES-192{E 192 £ HEITAESINZR, AES-192LLAES-128 R EERIBHE R
4 | LLAES-256 R E F iR{E Z & M BIK,

-AES-256 — AES-256F Fi256 1/ £ ETAESINZ ., AES-256LLAES-128 F1AES-19218
, BER%,

S ER3. % Phase 1 Authentication FHLRE R REZHEN B HBRES E. VPNRERENMIKEE
AR B OEE R E.




Remote Client Setup

Remote Client: Microsoft XP/2000 VPN Client | w

IPSec Setup

Phase 1 OH Group: Group 2 - 1024 bit W

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: MD35 v

Phase 1 SA Lifetime: | SHAT sec ( Range: 120-86400, Default. 238
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit W

Phase 2 Encryption: DES W

Phase 2 Authentication: MD35 v

Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )
Minimum Preshared Key Complexity, [| Enable

Preshared Key:

AABREERMNT :

‘MD5 — HEREREAS(MDS) R R —E128f L #EHN , BBRBINFELAERRHRKRE
, EEEZRERE,

SHA1 — Z&HEEEEMRA1(SHAT) R — 160 #EKRK , LMDSEZR £,

H B4 1E Phase 1 SA Life Timetl@ & , 8 AVPNRREE F1RERRISZTEMENFEE (A
MREN ). HRRERBR28,800%,



Remote Client Setup

Remate Client: Microgoft XP/2000 VPN Client | w

IPSec Setup

Phasze 1 DH Group: Group 2 - 1024 bit W

Phase 1 Encryption : AES-128 v

Phase 1 Authentication: Moa o

Phase 1 3A Lifetime: 2700 sec ( Range: 120-86400, Default: 28300
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1-768 bit v

Phase 2 Encryption: DES v

Phase 2 Authentication: MD5 v

Phase 2 SA Lifetime: 3600 sec { Rang
Minimum Preshared Key Complexity. [ | Enable

Preshared Key:

SRS (8 ) EYHSRREHESRE , FiEPPerfect Forward SecrecyZ BN 5, LthiEIE T
ELREIMNERIZICERERTSR. ERHENERE RATCRHETESNRZSM,

XX MREESBSFECHIZFPerfect Forward Secrecy , A EE B2 DHH,
S EB6.#t Phase 2 DH Group T HIi2 B A 1# &1 E HIDHAH



IP5Sec Setup

Phase 1 OH Group: Group 2 - 1024 bit "]

Phase 1 Encryption : AES-128 v

Fhase 1 Authentication: MD5 ¥

Phase 1 54 Lifetime: 2700 sec ( Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit v

| Group 1-768bit |
iGrnup 2-1024 bit ’
| Group 3 - 1536 bit
Phase 2 Authentication: 1|03 ]

Phase 2 Encryption:

Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default 3600 )
Minimum Preshared Key Complexity [ Enable

Preshared Key:

RABEERMNT :
401 (7681 ) — UBRNEEFEER  BEHEFEL.
‘Group2 ( 10241% ) — STEESWHNEEERIE , BEHGroup1ER L,
485 (15361 ) —FHETREE , BT,

S ER2 #t Phase 1 Encryption TR FEHRREFBENMB L ERME LR, BRFEHAES-
128 RERES RS HMIPREREE. VPNREREN MIHEEFAMERNME S %,




IPSec Setup
Phase 1 DH Group: Group 2 - 1024 hit W
Phase 1 Encryption : AES-128 LY
Phase 1 Authentication: MO5 W
Phase 1 SA Lifetime: 2700 sec ( Range: 120-364
Perfect Forward Secrecy;
FPhase 2 OH Group: Group 2 - 1024 hit LY
r ™\
Fhase 2 Encryption: DES L
Phase 2 Authentication: 30ES
AES-128
Phase 2 SA Lifetime: AES-192 spc [ Range:
AES-256
Minimum Preshared Key Cnmplexiw:Ef11ahiu /
Preshared kKey:

AABREAERMNT :

‘DES — ERINBREDES)R—ES6UEBMEL X , ETRIFEFRENMELE , BRT
E&EE  JEFEEEEMNE S %K.

-3DES — ZEE R NZZX(BDES) R —TE 1681y, BEMMETE , AREmMEE AN, B
REHERMEZIR, EHLDESRETESHNRZEM , BHAESRENZEHER,

-AES-128 — E 128U €A SR INZHIZE(AES-128)F 128 SR HEITAES IR,
AESLLDESER, E&X4., — KR , AEStHL3DESERMEL 4L, AES-128LAES-
192F1AES-256 1R |, B Z & HBIR,

-AES-192 — AES-192{E 192 £ HEITAESINZR, AES-192LLAES-128 R EERIBEHER
4 | LLAES-256 R E F iR{E Z & M BIK,

-AES-256 — AES-256F 256 £ i@ ETAESINZ ., AES-256LLAES-128 F1AES-19218
, BER%,

S ER8. % Phase 2 Authentication FHLREHREZHEN B BRE S E. VPNRERENMiKEE
AR B OEE R E.



IPSec Setup
Phasze 1 DH Group: Group 2 - 1024 bit ¥
Fhase 1 Encryption : AES-128 W
FPhase 1 Authentication: [fna v
s
Phasze 1 SA Lifetime: 2700 sec ({ Range: 120-86400, Default 28800 )
Perfect Forward Secrecy:
Phase 2 DH Group: Group 2 - 1024 bit W
Fhase 2 Encryption: AES-128 W
Phase 2 Authentication: MDE W
Phase 2 3A Lifetime: [ SHA | §sec { Range: 120-28800, Default: 3600 )
Minimum Preshared Key Complexity: [ | Enable
Preshared Key:

AABREERMNT :

‘MD5 — JHERMERE AS5(MDS)R R 128 M ZERN , BERBNAESEREHRE | £
HeEZEEWE,

SHA1 — ReMEFEERA1(SHAN R —E160 M EHS , EMDSER S,

HER9.7E Phase 2 SA Lifetimef@{# , @ AVPNRZEE E2ME B RIFEBMRENKEE (AR
REN ) . BARFEER3600%,



IPSec Setup

Phase 1 DH Group:

Group 2 - 1024 hit

Phase 1 Encryption : AES-128

Phase 1 Authentication: Mos v

Phase 1 SA Lifetime: 2700 sec ( Range

Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 hit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

fPhase 2 SA Lifetime: 360 sec ( Range: 120-28800, Defau )

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght
freshared Key Strength Meter: P e | )

FSEB10, (R ) NMREFRARLASBNEER , 55 EPMinimum Preshared Key
Complexity B E 5 #1 .

e MRBFBRIAHLASHRERMERINSR , ARASHBERSBBYCREBRARLA
TWMNBE, AERTHERE  SERTUEIEE  RERTEABRE,

S ER11.7E Preshared KeyB{ P AFIEN €88, HZUA0E+SENFHEAERREAS
i, VPNRRENMIRmEEFAERNTERLA SR,

st : MARBRRAEENKEHER  ANRALRASR , UBRVPNRE,

SRI2EFBFEINENALNRESBERKZEREATERE , FOTRB AL — T Savef#
FERE

WAL E

$E1, ¥&— T Advanced LLEXEERERE




IPSec Setup

Phaze 1 DH Group: Group 2 - 1024 bit W

Phasze 1 Encryption : AES-128 W

Phase 1 Authentication: MD5 w

Phaze 1 5A Lifetime: 2700 sec ( Range: 120-86400, Default 28800
Perfect Forward Secrecy;

Phasze 2 DH Group: Group 2 - 1024 bit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default: 360(

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ghd

Preshared Key Strength Meter: T [

Advanced + I

LS B R Advanced @3S, , EHEERE A AN F#ENAL,

P

Phase 2 Authentication: SHAT W
Phase 2 SA Lifetime: 360 sec { Range: 120-28800, Default; 3600
Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

Preshared Key Strength Meter: e i o

Advanced

£,

Aggressive Mode

4]

Compress (Support IP Payload Compression Protocol(IPComp))

L]

Keep-Alive

(<]

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

E =

MAT Traversal
\ F,

| Save || Cancel ‘

SER2. (W& ) REHEREERE , 55 AEAggressive ModeZREL S ., FEIE N ESAE
BB A XA R ERSWID , EERIBHRFHERE , X2 HEBIR.



SER3. (& ) WRERMPERIHN K/ , FHEF Compress(Support IP Payload
Compression Protocol(IPComp))& Bl 5 . IPCompR—EIPBMEHE , AR EREEERK
BEFEAEFEREAERERMTIELANER TRBEIPERTH KN,

HERA. (WR ) MREREFLEVPNEEE N ERFRIEEIINE | FFiEPKeep-AliveREL T i,
Keep-Alive B BIREE(NERE R IEFEIRER LA EHE I IER

SERS. (AR ) MREHERRRETEHRE. BERRINBRENTEM , URRERE
FIPHRE , FEPFAHRRE ZBN SR, RARRTHURETEZRENIORESZ. B
18 HY 7 v B 6 P AR R SR B R

AAREERNT :

MD5 — K BHEREESMDS)R =128 MBE , BEKRAGEAENRURE ,
HESEERE,

SHA1 — R4 FEHEEERA1(SHAN R —E16011#EH, , HMDSER 4,

SRCUREAFATRBANRERBVPNPEE , 552+ NetBIOS BroadcastZ&E 5, FEE%
MEAREF, NetBIOSHARBBEEBEAERMWindowsIhaE ( MABMAEE ) BB
AR ER (MENKRM, EEE),

SEB7. (W8 ) MREEBLAHIPHuRRBEALANG BInternet , 552 FNAT TraversalZ&EUS
o NATEREAREABRENILE IPHuERA N LIPHUE | SUREFE PR ZEME
EWELGER,

S B8 3 — T Save LA 73R E,
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