#ERV320f1RV325 VPN HB RS LEEBEEF
vin 21 4 BY IE #R 8 A 8 E& (VPN)

B &
AXENWEWEREER RIAERVI2xRIIVPNEHSE LEEEFAEFiRDRBEERS ARERK
(VPN)o

s

VPNREB AL @R ERERERERENEARRK. HP—EVPNREFiRZIMEEVPN,
EFFinZIEVPNRE R A E RARK < BrER, ERAERIEAVPNERERRKEBERE
REEE LREN, EAMERAERSHEREREER,

BHAER

- RV320 Dual WAN VPN H 28
- RV325 Gigabit Dual WAN VPN H 25

Ly S

- v1.1.0.09

Bc R B {8 & S in 2I#BAVPN

B .2 AEWeblii BEE AR I1EZEVPN > Client to Gateway. #5iRK Client to Gateway®
M| :



Client to Gateway

Add a New Tunnel

Subnet Mask:

255255 2550

® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Name: |
Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0

Remote Client Setup

Remuote Security Gateway Type:

P Address W

P Cnly

HER2 2 — T Tunnel BB £ AT F in# 1€ —REZE 2 HFEEIVPN,




Client to Gateway

Add a New Tunnel

m () Group VPN () Easy VPN

Tunnel Mo. 1

Tunnel Mame:

Interface: WAN1 ™
Keying Maode: 'IKE wifh F'reshared key_ v |
Enable: o

Local Group Setup

Local Security Gateway Type: I.F' only

IP Address: 0.0.0.0

Local Security Group Type: Subnet w
IP Address: 192.168.1.0

Subnet Mask: 255.255.255.0

Remote Client Setup

Femote Security Gateway Type: P Cnly

P Ad'dress W

wARRE



Client to Gateway

Add a New Tunnel
® Tunnel ) Group VPN O Easy VPN

Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANT [
keying Mode: |[KE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Tvpe: P Cnly
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Femote Security Gateway Type: IF Only

IP Address W

MIEE : BERE — R RBERE. WHREEEEEK,
S EB1.7E Tunnel NametB{iz ¥ ABS B & .
S ER2 Winterface FHIREFIRIBRIGE FinshBEVPNIIERAN N E,




Client to Gateway

Add a Hew Tunnel

Subnet Mask:

255.255.255.0

® Tyunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANﬁ W
Keying Mode: WARNZ
SB1
Enable: UsB2
Local Group Setup
Laocal Security Gateway Type: P Cnly
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IF Address: 192.168.1.0

HER3.1tKeying Mode THREFREFEFEN CREEEAURRLZ S, &

REAAER.

Client to Gateway

Add a Hew Tunnel

Tunnel Mo.

Tunnel Mame:
Interface:

Keying Mode:

Enable:

® Tunnel () Group VPN

’

tunnel_1

WANA (¥

IKE with Preshared key vl
| Manual |

Local Group Setup

IP Address:
Local Security Group Type:
IF Address:

Subnet Mask:

() Easy VPN

Local Security Gateway Type:

IP Only
0.0.00

Subnet W
192.168.1.0

25525525850

IKE with Preshared key
IKE with Certificate 3}

LW

EBEREESZNT :

- FH — AERREEX , JETERFNRZE SR BEFTHESRBRIHE. CRESEREHFREY

RIEXBIKE , £




BN EBERERER,

- FERLAESRNIKE — RERRESBXI(KE) BEAR BB ERNRIREL AWK IE RS
BEHEBREES.

- FRENIKE — FRENInternetTWMIP(KE)HER—BEEREMNFE , AILBBERTR
BEHAER K ABERIEZRENER,

HER4 Z P EnableBREU 7 AR A B Fim ZIM@BEVPN, FERBER TR,

Client to Gateway

Add a New Tunnel

® Tunnel () Group VPN () Easy VPN
Tunnel Ma. 1
Tunnel Mame: tunnel_1
Interface: VAN W
Keying Mode: IKE with Preshared key W

Gnable: -J)

Local Group Setup

Local Security Gateway Type: Dynamic IP + Domain Mame(FQDMN) Authentication W
Domain Mame: domain_1

Laocal Security Group Type: P W

IP Address: 192.1658.2.1

SERS MR EFRMEFERINRE , B0 TRE , RRIE— T Save iR FRE.
2 3t B B E
HEAFBDREARLE , REAFLASWEEIKE

BHEE . NRERFTEFTAZE— GRS BIP W L8842 =0T BLR B hiEIEManual R IKE with
Preshared key , R IRBBUT T REE,

S BR1.{€Local Security Gateway T 12 5 iR Z1E E 1 B B 22 R 5 A UE I VPNRZE,



Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN (O Easy VPN
Tunnel Mao. 1
Tunnel Mame: tunnel_1
Interface: VAR ¥
Keying Mode: |[KE with Preshared key (¥
Enable: o
Local Group Setup
(- ™
Local Security Gateway Type: P Cnly (¥
IF Address: {IP + Domain Mame(FQDN) Authentication
) _ { IP + Email Address(LUSER FQDM) Authentication
Local Security Group Type: | Dynamic IP + Domain Name(FQDN) Authentication
| Dynamic IP + Email Address{USER FQDMN) Authentication
IF Address: | SR
Subnet Mask: 255 255 2550
BEBRBERNT :

- EIP — REEEIBFBREWAN IPFHRERRE, RIAGKARZESTMAMEBREWAN IP , BITJLLEZ I
BIE, FEEWAN IPHbitE B B4 AL,

. IP +5 & (FQDN) B9 8% — ATLUBBREIPHu M MIEERRRE, MRIBEFWNEE | BE
A WP ACTMEETE. BFREWAN IPHie B84 /Ko

P +EFEFibut (FHEFQDN ) B85 — 1T LUBIB R R8P ith it §1 T F B34 b 1k 55 R FRE
o WNRBIEMWRIE , FEEEmail AddresslL P N E 7B 44t , FRREWAN IPHbit € B B4
FX o

. B)REIP +13 B (FQDN) B 1058 3% — T LUBIB BB Pt M MSEA RS E, 0 REEFIIRE
,RBE TEA L WA S EE R,

- BRBIP +EFE bt ( ££HEFQDN ) BHBRFE — ATLUSB B R8IP#th 1k 1 E F H 44 1t ik 55
BRiE, fNRBIZUIBRIE |, 551 Email Addresstli i i A\ E 7 BB #EH4F,

. IP#ist — RAWANNTEB P, © 2R BRI

S BR2 .1 Local Security Group Type T hiZE Hhi&EZF o] LAFH B VPNRZE R AH E AR 1t LANE F &
Eﬁﬁﬁﬁ %I%H.o ﬁ%ﬁESUbneto



Client to Gateway
Add a Hew Tunnel
® Tunnel ) Group VPN () Easy VPN
Tunnel Mo, 1
Tunnel Mame: tunnel_1
Interface: WANA W
Keying Maode: |KE with Preshared key W
Enablea: o
Local Group Setup
Local Security Gateway Type: Cynamic IP + Domain Mame(FQDM) Authentication W
Domain Mame: domain_1
Local Security Group Type: Subnet W
IP
IP Address:
| IF Range
Subnet Mask: O

P — RE—ERENLANEB U LAEEUEE, MRIRIZWNEE | BIE/PH U ALANSE
ERIPH#E, FEERIPR192.168.1.0,

- FR—BEFRLELNFIELANE R T ARAEPRE, MRRIFNIRE |, BE/PHAN FRETE
WAL 2 BlEm ALANZE B #9 Pt 7] 78IS, TEEREIEA255.255.255.0,

. IPEIE — —RFILANEB UL FEUEE, MRIRIBUEIE | BELLIPHAZRIPEALS 2 Bl
ANEBHRAFERIPHLE, FASREE21£192.168.1.0%/192.168.1.254,

SEIMREREEN B BILNERTE , BRI FTRBI IR — T SaveEFRE.
fEFARREVPNE BN IKEETA AR E

MIEE : RGN FTIE FTEZE— B MY D BRI 1Y £ 8842 =0 T hiZ B i 2 IKE with Certificate , 55
REBUT S BRRE,



Client to Gateway

Add a New Tunnel

Local Group Setup

® Tunnel () Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WAN1 W
Keying Mode: [KE with Certificate (¥
Enalble: o

IF Address:

rI__m::al Security Gateway Type:

P + Cerificate

0.0.0.0

Local Cerificate: 01, lssuer: 6c:20:56:c6:16:52 - Subject 6C:20:56.06:16.52 | w

self-Generator | | Import Cerificate
. y,
Local Security Group Type: P (¥
IP Address: 19216821

AL REERE — TLUEBEABRENIPEEIEE,
. IP#zi — RAWANS EHIPHu, B2 RBHEN,

S B1.# Local Certificate S hLIEE PIRIZHEMN A B ELUZERIE AR, & — T Self-
GeneratorS A BBIA R FE , HiRZ— T Import Certificate A [E A FTRE

XE  EHARBNMEBERRE  BSRERVI20EHS LLERAZE , ERBNMEAR
B A WBBBAERVI208HES FEERENZEE,



Client to Gateway

Add a New Tunnel
® Tunpnel () Group VPN () Easy VPN

Tunnel Mo. 1

Tunnel Mame: tunnel_1

Interface: WA (¥

Keying Mode: IKE with Cerificate W

Enable: o

Local Group Setup

Local Security Gateway Type: IP + Cerificate

IP Address: 0.0.0.0

Local Cerificate: 01. Issuer: 6c20:56:c6:16:52 - Subject 6c:20:56:C6.16:52 | w
| Self-Generator | | Impornt Cerificate |

Local Security Group Type: P (¥

IP Address: Subnet
IF Range

S ER2 ¥ Local Security Group Type T HiE B #iE1ZF ] 55 B VPNEZIE 1Y 1 B 2 Bl 49 A i LANE
RAESEAER, FRRERSubnet,

P — RE—ERENLANEB O LAEEEE, MRIREZWNEE  BE "IPtu, #FEA
LANZE B/ IP#ist, FEERIPE192.168.1.0,

- FiB—BEFRLONFTELANEEIS A RERGE, MREZFNEE B2 5EIPHbu R FEE
B P ALANE BRIP4 M FRBIE. FAREEA255.255.255.0,

- IPEIE — —RFILANE BT LAFEUEE, MRRIEZWNEE  BELRIPHERIPEA YD BE@
ANEBHRAFERIPH L, FAREE21£192.168.1.0%8/192.168.1.254,

SEIMREFEFIAAMBLNRE , FOTRBLE— FSavef 7R E,
EinE SR E
EAFHRERRE SRR AR ASMEEIKE

A MRBE "TFEFEE — K FEE3FHKeying Mode T hLiE B i EManual = IKE
with Preshared Key , BEI{TUA T T B,



Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WA W
keying Mode: |KEE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Type: IF Cnly ]
IP Address: 0.0.0.0
Local Security Group Type: IP W
IP Address: 192.168.2.1
Remote Client Setup
Remote Security Gateway Type: IP Cnly W
IF Address W IP + Domain Mame(FQDM) Authentication
IP + Email Address{USER FQDM) Authentication
Dynamic IP + Domain Mame(FQDM) Authentication
IPSec Setup Cynamic IP + Email Address(LUSER FQDM) Authentication
Phase 1 DH Group: Group 1-768 bit ]

S B 1.#£Remote Security Gateway TN {iBE B EFEMHEN T P infE# A EZ LB I VPNRZE,
FEERE AIP Only,

- EIP — REERIBEFIRNFREWAN IPFRERRE. REHEEFHHNTFREWAN IPRFER , &
BEIRIBIRIE, RTHHEEPEZEIPHAWEMBRUIRATFIRNTREIP , R THIRE
FiZZIP by DNS Resolvedit £ 48 3 8{ i A Pt Y2 . BEAES AT LUEIBIP#E 1t B AR
#DNS{AI Bk 25 B Bh i 3R IP ik,

BHEE : IR 1EAdd a New Tunnel Through Tunnel or Group VPN — & 25 BE3 50§ Keying
Mode T HLiE B FiEEManual , EHE 21— T FA#YEIE,

- IP +i5 & (FQDN) B 0BT — AT LUBBE Fini B REIPHut MM AV ERIPEE, nRZEZE I
BIE  BE "HE MuPRACTMENEE, RTALEERREZFIPu I EAEBE D@
AEZFIRNFBREIP , % THLREFIRIZIP by DNS Resolved it 7£ #8 #5484 7 ¥4 A ZIP#b 1t §Y
2. ST LUEIBIPH U AY A DNS{A IR ES B Byt R IP# it

- IP+EFE bt ( FAEFQDN ) BARE — TTLUEBRE Fin 58 R8IP it 1 E 7 B0 4 11t
SEREE, MREZFNEE  BE 'EFBEM4iu WMUPRASEFE b, RTPHEEH
BIE TIPibul , WHEAAMBMUARMAZTERNFEIP , AT HHREFIRIE TBIBDNSHEMN
Py, REBRTEAEMBA PR AIPHUIE A, 3% HE A SUEIBIP# A 2N it DNS A R 25 B B
FIPHb 4,



- BREIP +E % (FQDN) & 78 — AILUBB R Fin MM A By EIPHb u SA PR IE ., WIREE
EE | FE TEE. SuTaACERENEE.

- BREIP +E T EfFibut ( EAEFQDN ) S 8E — TUBBE Fimk B EIP# it ME 7 54+
#hrhEREE, MRBIFUIEE | FE "EFBA U WU RAEF B4,

SRR MR EFRFERIFTAMNERE , R TR IIE— T SavedFRE,
{2 A IKE ) 38 M BV R vin i B

X MREE "HEHREE, —BKE B3 Keying Mode ™ 1 B i ZIKE with
Certificate , FBHITUT T ER,

Local Group Setup

Local Security Gateway Type: |F + Cerificate

IP Address: 0.0.0.0

Local Cenrtificate: 01. Issuer: 6c20:56:c6:16:52 - Subject 6C20:56:c6:16:52 | w
Self-Generator | | Import Certificate

Local Security Group Type: Subnet W

IP Address: 192.168.3.1

Subnet Mask: 255 2655 2550

ri_iemute Client Setup h
Remuote Security Gateway Type: | IP + Cenificate
IP Address Ll B 192.168.3.2
Remote Certificate: 01.Issuer: 6c20:566:c6:16:52 - Subject 6C:20:56:Cc6:16:52 | w
\ | Import Remote Certificate | | Authorize CSR |
y

CRIFEEREERR — JUBBREEREWIPREILVPNER,
SR THIRE FIZZIP AddressEiIP by DNS Resolved.

- Pt — REEBBE FIRHFEEWAN IPFHREIRE, REAMERFImIFREWAN IPE |, FEEE®
EIiEE, £/P addressBf i AE P RREIP,

. IP By DNS Resolved — MR BT HEE Finfy Pt , BEAEZXIPHutAYE |, BISEEER. @
AP it (9135 . B HI85 W] LAEIBIP#b ik 49 2 3 DNS{R] AR 25 B Byt ZRIP bt o

HER2 f€Remote Certificate FALBE R RIFEENRIHRFEE. & — TImport Remote
Certificate SAFE A #7138 & |, =#% — T Authorize CSRLMEFH %Iuﬁanﬁ RIEHZES,

BHEE : ill]%‘&?‘&%lh_ﬁ@ﬁﬁﬂﬂﬁ)\%ﬁ%iﬂﬁﬁéﬁaﬂ SESR IR/ FTIERVI20 85 LT
EFSSLEE , ERMEMRECSRNEZEN , FBRRVI20EHEE LHZEHEHFER
(CSR)s

SRS MREMEFEERIALENRE , B0 TRB IR — T Savefd 7R E-



IPSecERE
ERFESREREIPSec

XEE : MRERAID a New Tunnel— BBy 25 BE3 A B9Keying Mode T HiE B R iEEManual ( F
) , BHTUTTSR,

Remote Client Setup
Remote Security Gateway Type: | [P Only v
IP Address v 192.168.3.2
IPSec Setup
Incoming SPI: 1023ac Range: 100-FFFFFFFF, Default: 100
Cutgaing SPI: 1023ch Range: 100-FFFFFFFF, Default 10
Encryption: DES W
Authentication: MD5 v
Encryption Key:
Authentication Key:

SER1EEASPHRI T ABAN R 25| B3R5I(SP)WHE—TAREMFIE, SPIRSEHE
Z2BHWEESP)HREF , ABMAHLEAREBAEN TN LT LEBI(SA). SER100F
ffffffff , FaR{E A 100,

HER2.7E Outgoing SPI ( EHiSPI ) i AEH R £ 5| B3 5(SPI)RIME— +AE L FME.
SPIEHKRZLEHWEESP)IREFT#HET , ESPHREHEREEHEN TN LT L EBBI(SA),
£ B /& 100 2Nffffffff , TRER{E 4100,

Bt : EREENEASPINBES — AV EHSPIBMAELE R EE,



Remote Client Setup
Remote Security Gateway Type: | IP Only v
IP Address v 192 168.3.2
IPSec Setup
Incoming SPI; 1023ac { Range: 100-FFFFFFFF, Default: 100 )
Outgoing SPL: 1023ch ( Range: 100-FFFFFFFF, Default: 100 )
Encryption: DES v
DES |
Authentication: [ 3DES ]
Encryption Key: ( HEX Number, DES: 16bits, 3DES: 48bits )
Authentication Key; ( HEX Number, MD&: 32hits, SHAT: 40bits )
| Save H Cancel |

HER3 M Encryption TR FERBRIFBEBERN MBS L, HERNNZERZ3DES, VPNEENW
IR AR INE S &,

. DES — ERINFIZEERE(DES) R —ES61, BRE. MRMERNMBSLZE , T2MBIRK.
. 3DES — =ZEERMFERE(DES) R —E 1681, BEMNMZFZE , BBEERETZ MR
KM@K/, LDESEEESMN LM,

Remote Client Setup
Remote Security Gateway Type: | IP Only W
IP Address i 19216832

IPSec Setup

Incoming SPI; 1023ac ( Range: 100-FFFFFFFF, Default 100 )

Qutgoing SPI; 1023ch ( Range: 100-FFFFFFFF, Default 100 )

Encryption: DES v

Authentication: D5 W

Encryption Key: P { HEX Number, DES: 16bits, 3DES: 48bits )

Authentication Key: { HEX Number, MD5: 32bits, SHA1: 40bits )
| Save H Cancel ‘

S B4t Authentication T PLBRE FIRIZMEN B BRFEH Z. HENSHRERZSHAT,
VPNRREW i EEFE AN S RRE S E.

. MD5 - Message Digest Algorithm-5(MD5)& R32{ + S EM HIHER , BERBINFTEAE
RRERE  £HEZEERE,
. SHA1 — Z&HERE ERA1(SHAN) R 160U T M ERR , LMDSER £,



Remote Client Setup

Remote Security Gateway Type: | IP Qnly W

IP Address W 192.168.3.2

IPSec Setup

Incoming SPI: 1023ac

Qutgoing SPI: 1023ch

Encryption: DES W

Authentication: SHAT v

Encryption Key: adbc234987be HEX Number, DES: 16bits, 3DES: 48bits
[\uthemication Key: 2334480 cfactf| HEX Mumber, MD5: 32bits, SHAT: 40bits ]

save || Cancel |

S EBR5. 7 Encryption KeyBL P AEMZENBZERN TR, WRESBRIFEE TDESHE
AMEEE , FaA— 16 +RENFIE, MRESRIFIEE TIDESEAMEF
, R A — {4012 B + AR HIE,

S BR6.7E Authentication KeyMf P ATERL A SR LURBRE, WREDERITIEIEMDSES
BHRBRFTHE , FRARM T AENMFE, MREESBITEESHAEEBRTEHZE  F@A
A0 +AEMFIE, VPNRRENMIGEZEAERNTALA SR,

SBTNREREENFANKRE , B0 T REIIZR— T SavefEiREo-
ERALATMNIKES AR RNIKENIPSeciRE

AR MRBE "HIEHAEE, —AHL R TN, THEEFEE TEREAATR
RIIKE, 3 "HEBMIKEL , FRITUTIER,



Remaote Client Setup

Remaote Security Gateway Type: IP Cnly v
IP Address v 192.168.3.2
IPSec Setup
Phase 1 DH Group: Group 1-768 bit v
Phase 1 Encryption Group 2 - 1024 hit
Group 5- 1536 bit
Phase 1 Authentication: LS W
Phase 1 3A Lifetime: 28800 sec ( Range: 120-8
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phase 2 SA Lifetime: 3600 sec ( Range: 120-28800, C

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o i [

HER1 .1 Phase 1 DH Group T RLEE AP EEE ERVE 1FEERDHIE, FEER1AREREMIRZE
BYEMNEBEZ2EBSA) , UXBEZ2WEEBN. Diffie-helman(DH)R BB 1= 4R
BARLRASRUREEAN S| E.

- #81-768{y — RABEHENSRNEFLLZENFHREEL, BFAEKESRAFENKREED
o MRMBEER , AIBLEER
- #82-1024f — RTIREFSNESRVNEZLNGOREEL, EFE-ERBRFAEIKESR

- #85 - 1536 — RTREBSNERISZL2NEINRELE. CREESKBHEIKEER.
MRBEERES , ABLER,



IPSec Setup

Phase 1 OH Group: Group 1-768 bit v
r ™\
Phase 1 Encryption DES W
Phase 1 Authentication: 3DES
AES-128
Fhase 1 34 Lifetime: AE3-192 kec [ Range: 120-364
LAES—QEE
Perfect Forward Secrecy: - /
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phase 2 SA Lifetime: 3600 sec ( Range: 120-28800, Default 3600

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o i B

HER2 f€Phase 1 Encryption TN BEHRBRIZEENER1MBANE EH, BRFEHAES-
256 , HACRRZENME S E. VPNEENMiKEEMEAMERNNES .

. DES — BERIINZEBZELE(DES)ZS6UM , BMEFE , YT —RIELENME T *,

. 3DES — =EE R INFZASDES)R—TE168L, EEMMESZE , BBEHERMET=AMER
REmMEW/A/)D , LDESEEEENLEM,

. AES-128 — SR INBHEE(AES) R 128U T NFEF L , EEBR10EBHN EEKHEXFERE
BABE

. AES-192 — Bk INFZXEAES) R —EER12ERREESH N FERE R A LA 192710
BhHEo

. AES-256 — SRk INZZELE(AES)R256 L NEZF L , ERB14EBHNEREM X FEREHR




IPSec Setup

Phase 1 DH Group: Group 1- 763 bit W

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: MD5 v
w5

Fhase 1 SA Lifetime: | SHAT .

Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit W

Phasze 2 Encryption: DES W

Phase 2 Authentication: MD5 v

Phase 2 SA Lifetime: 3600

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: e o 0

5ecC |

[ Range: 120-8640(

S BR3.#EPhase 1 Authentication T fLIRE HIRIZMEMN B BB 5%, VPNESIE Y R i

£ AR EY & 10 8RR 75 0

- MD5 - Message Digest Algorithm-5(MD5)3& ;R324 1
RRERE  FHEZEERE,

—£4_>

it

=
Gl

=

UHERN  BERRNAERE

- SHA1 — R HMERE ERA1(SHA1) R 160U T M ZERR , LMDSER £,



IPSec Setup

Phase 1 DH Group:

Group 1-768 bit

Phase 1 Encryption : AES-128

Phase 1 Authentication: SHA1

Phase 1 3A Lifetime: 2870 sec ( Range: 120-26400, Default: 28201
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1-768 bit

Phase 2 Encryption: DES

Phase 2 Authentication: MD5

Phase 2 SA Lifetime: 3600 sec [ Range: 120-28380
Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o e [

S EBA 1L Phase 1 SA Lifetimet@{z HEI AVPNRRERIFEBMENSREE (U ABEN) | &
BEER 1, VPNEEE RIFZBNARRE, TFAEREFRB28800%,

S EB5.i2 FPerfect Forward Secrecy B F A H SR IREHF L RE, LRBBAFET ML
ZIHRERERNER. NMEERNEBBHRENSRETRE., At , EREERBEREH
tEBE K CARHELXLHNSOHRIBEN. ERHBNRE , FACRETESNZ %,

IP5Sec Setup

Phase 1 DH Group:

Phase 2 DH Group:

Phase 2 Encryption:

Group 1-768 bit

Phase 1 Encryption : AES-128

Phase 1 Authentication: SHAM

Phaze 1 SA Lifetime: 2870 zec
Perfect Forward Secrecy:

Group 1- 768 bit
Group 2 - 1024 bit
Group 5- 1536 bit

Phase 2 Authentication: e

Phase 2 SA Lifetime: 3600 SEeC
Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: = o 0 B




HBR6.1E Phase 2 DH Group ( S82R$ERDHAE ) TH/EE

FZEE RV SE 20K BRDHAR. BEER 1A

RERBEMKEZEREIEMNBERLBH(SA) , UXEBERLFHRFBEH. Diffie-
hellman(DH) @B 1 ERFEARLASRKRURBFBEAN SRR E.

- #81-768f — RTINBERENERIKZIZ2NEOREEL, EHEKESRMENKFRED
o MRMPEIREM , RIESTER,
- #82- 1024 — RTREFSNESRVNEZ2NFOREL, ERE-ERBRFAEIKESR

. #85 - 1536z — R REER

EHNERNREZENEHREE. CEEESHEFEIKERR,

MRPREES , BELEEA.
IPSec Setup
Phase 1 DH Group: Group 1-768 bit v
Phase 1 Encryption : AES-128 v
Fhase 1 Authentication: 2HA1 W
Phase 1 SA Lifetime: 2870 sec
Perfect Forward Secrecy:
Phase 2 DH Group: Group 2 - 1024 bit v
= ™)
Phase 2 Encryption: DES v
NULL
Phase 2 Authentication:
3DES
Phase 2 SA Lifetime: AES-128 Eec | F
AES-192
Minimum Preshared Key Cnmplexiw:L_a,Es.zga )
Preshared Key:
Preshared Key Strength Meter; == EE

S EB7 ¥ Phase 2 Encryption T HI

[ ==

=k oo

BFEDESZEENRR2NZUNEZE SR, BEBERAES-

256 , RATCRREEMNMNES L, VPNEBENMiHEZFEARRNME S E.

- DES — BRI MMFREE(DES)R56LH , BMESLE , YFRIIFEREMN MBS E,

- 3DES — —ZEERINEFRLEGDES)R —E 168, MEMNMNESE , BBYERET =AM

REMEH/ A/, LDESEFEFHN R 2 M,

. AES-128 — R INZZEZEAES)R 128U T MEFE A E , EEB10E BN ER/EMLFTERE

BN Fo

- AES-192 — R IMBBEEAES)R12UTME L L , BB 12ERBERERBMEXFEHIRA R

XFo

- AES-256 — EFE I ZRAE(AES)R256fL tMFE H % , EBEB14EBHEESENFERAR

B F.



IPSec Setup

Phase 1 DH Group: Group 1-768 bit W

Phase 1 Encryption : AES-128 W

Fhase 1 Authentication: SHAT v

Phase 1 3A Lifetime: 2870 sec { Range: 120-86400, Default 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 2- 1024 bit W

Phase 2 Encryption: AES-128 W

MDs
MULL

Phase 2 Authentication:

Phase 2 A Lifetime:

Minimum Preshared Key Complexity:

Preshared Key:

Preshared Key Strength Meter: ==

S ER8. % Phase 2 Authentication FHLREHFREZHEN B BRE S E. VPNRERENMIKEE
AR B OEE R E.

. MD5 - Message Digest Algorithm-5(MD5)F&R R32 + - EM HIHER , BERBINFTEAE
RRERE K FHEZEERE,

. SHA1 — R HEREERA1(SHAN)R160u T MERR , LMDSER £,

- E—FEASMERESE.




IPSec Setup

Phase 1 DH Group: Group 1- 768 hit

Phase 1 Encryption : AES-128

Phase 1 Authentication: SHA1

Phase 1 SA Lifetime: 2870 sec(Ra

Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 hit W

Phase 2 Encryption: AES-128 "]

Phase 2 Authentication: MD5 v
(Phase 2 SA Lifetime: 350 sec )
Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

LF‘reshared kKey Strength Meter: mmmEC] )

S BR9.7E Phase 2 SA Lifetimef@(z FE AVPNPR B RIFEEMENHEE (UWAEN ) , &
Phase 2 SA Lifetime#{z FE A, FEFREEA3600%,

SBI0NRERAELASB/IVEES , 55EZPMinimum Preshared Key Complexity 2Bl 5
B

S B 11.7E Preshared KeyB{I PEI A CBIEIKEESE AL AN SR, RZ0EERHFFE
TR AERLAEB. VPNRENMEZEECAHENELAER,

et : BMARBRAEENKEHER  ANBALASR , MEVPNRER 2,

- FAHASREEN — EEBEERETALASRNAE., (IeRkTHAE K EEXRTUES
HBE  RERREERE, MREIPSecitEI 5 1L B 104 :E P Minimum Preshared Key
ComplexityZz B 5 # , BlI{fEHE R~Preshared Key Strength Meter,

BiEE . IRRAdJd a New Tunnel #8458 Keying Mode T $1i2 B8 112 #2IKE with Preshared
Key , IR BEEEMBIERELSTE10, FBR111 17 Preshared Key Strength Meter,

FE12. MR ERF BRI AERE , B0 TIRB AL — T Save A FERE.
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IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 5A Lifetime:

Perfect Forward Secrecy:

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 SA Lifetime:
Minimum Preshared Key Complexity:

Preshared Key:

Preshared Key Strength Meter:

Group 1-768 bit
AES-128

SHAT

2870

Group 2 - 1024 bit
AES-128

MD5

350
Enable

abcd1234ght

mmmECC]

sec ( Range: 120-86400, Default: 28800 )

sec ( Range: 120-28300, Default 3600 )

| Save H Cancel |

S B 1.#%2— T Advanced B EFE & i € M IKEM SRR E,
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2

Aggressive Mode

Keep-Alive

MetBIOS Broadcast
MAT Traversal

Cead Peer Detection Interval

Compress (Support IP Payload Compression Protocol{(IPComp))

AH Hash Algorithm | SHAT | w

15 sec [ Range: 10-999, Default. 10 )

r

i OO0 & OO0

Extended Authentication

® |PSec Host
User Name:
Password:

O Edge Device

[] Mode Configuration

Cefault - Local Database

AddiEdit

Save || Cancel |
SR MEMEREER ,

A 4iEAggressive ModeZE BN 5, ESAERIE , EABAXERR




BB EwRHENID , EERXMKBRE , BELREMHRIK.

SBINMRERMBPERITH K/ , 5EAECompress(Support IP Payload Compression
Protocol(IPComp))&EU 581, IPCompR—REIPBMGEIHE , ARBHBPEREN X/ , R
BRERKEEAEFERESHMERMAFEKRBEERE,

HERA MR IBIKRFEVPNRBRERN ERERIFEDRE , FiEHKeep-AliveBRI L . EHBIRN
FEAE(TERR S R0 R BN RERF M B BT ME AR

SEBS5 MR ERFTERFIZHA(AH) , FEiZHAH Hash AlgorithmZEU 558, AHAERIRFRIRHE S
HERFE  BBRBRNENTEMRE  WEREERIIPHRE, BENMIKESRERIER
o

. MD5 - Message Digest Algorithm-5(MD5)& R 128 + S EMHIHER , BERBNFTES
ERRERE K £HEZEERE,
. SHA1 — B2 BB EE EMRA (SHA1) B160M THEERS |, LLMDSEZR 4,

TROMREAFTURBHNREEBVPNRRE , FRENetBIOSHKIE, FERBEAKRESR,
NetBIOS A iE:i8 — Lt &1 88 FE A 72 X MWindowsIh BE ( #Network Neighborhood ) #8148 2%
R ER (MR, BIKE ).

FR7TMREBBLHIPH U EEALANZ BInternet , FFEHPNATHFBERI G . NATERE
AREARRENAE P B RARNE P , MREBEFNEIPHbI R ZEAEERNEREER

o

B8 .12 EDead Peer Detection Interval , BB IUHACKE R EVPNRREREEE., IR
EREREAHR |, FEAFTEMNhellolE BN ERRESFERRE.

Advanced

[ ] Agagressive Mode

[ ] Compress (Support IP Payload Compression Protocol{IPComp))
[] Keep-Alive

AH Hash Algorithm | SHAT | w

[] MetBIOS Broadcast

[ ] MNAT Traversal

Ciead Peer Detection Interval 15 SEC

([¥] Extended Authentication )
®) |PSec Host
lser Mame: user_1

Pascsword:  |eessssessns

Default - Lacal Diatabase

LD Mode Configuration

Save || Cancel |

S BR9. M EExtended Authentication , BVPNEFREEZ L2 MMNEHERTE. BZEENE
BIRMLUERVPNEEN S HE8F,



. IPSecEH# — BEiBIPSecE HMMIER B HERFE. MRRIZFNEIE , FB7EUser Name{ i A
IPSecE#EAERR , WEPassword @ P A &S,

VIBBERE — EREBEBNERESNERR. MEBEINEE  FRTHEENZRIZAsiEGE
ENERE, MREFEHFEERNE  FR—THN/RE.

FieE . EFERBNMHENEENEERE , F2RRVI205E/H5 LHEAENEEELE

o

SEB10, REMAERE , AEARBEERFREEIPHLL,
MIsE : FOLBNE 11T A ARBREVPNWIKEFEX A &EER,
S$EB11. 3 — T SavelAfRERTE,

e ol
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