£RV016. RV042. RV042GHRV082 VPN H
22 F{FHGreenbowE BB ELEC2G

BiR

C2G ( BEFmEIMER ) FAREBEEREEEEmETheGreenBowE Fi LFRE , HHPHFE
NAT-TiZIH, TheGreenBows —BERELZENEHRERHILEZ S HEIEE,
TheGreenBowBiE T ¥ X2 H B K FEMRSHIBLEEHE 6 AHERFEAEZSHHBEED
E ¥ 17

RENBWAIERVO16, RV042, RV042GHIRV082 VPN H 25 L F FiGreenbow X BB Bl &
IPSec VPN C2G.

BRAEKE

- RV016
- RV042
- RV042G
- RV082

ERRE AR AN
-v4.2.1.02

C2GHGreenBowE B it (&

SR 1.EAFRAHSFEEEAELLLUEEVPN > Gateway to Gateway, Gateway to
Gateway EHFEENBRK :



Gateway To Gateway

Add a New Tunnel

Tunnel Ma. 2

Tunnel Mame :

Interface : WAMNA
Enable :

Local Group Setup

Local Security Gateway Type : IP Only

IP Address : 0.0.0.0
Local Security Group Type : Subnet

IP Address : 192.168.1.0

Subnet Mask :

2552552550

] TR E E|Local Group SetupEi,

Local Group Setup

Local Security Gateway Type :

IP Only

IP Address : 59.105.113.180
Local Security Group Type : Subnet

IP Address : 192.168.1.0
Submet Mask : 255.255.255.0

$ BB 2 #Local Security Gateway Type T HLiZE HiZ4Z|P Only,

% E# 3.#%Local Security Group Type T~ hi&E AiEiZESubnet,

S ER 4 7£1P AddressHi{ ¥ AR EHES Y IPH#E 3L,

5 ER 5.7 Subnet Maskil i & A B8 M) FHEIETE,



FR6.ATRBIXEN "RiRHEREL B,

Remote Group Setup

Remote Secunty Gateway Type : P Only

IF Address b || 29.105.113.148
Remote Securty Group Type : P w
IP Address : 192 168.2 101

$ BB 7 #¢Remote Security Gateway Type T ;& E #3&#2IP Only,

$E# 8.#%Remote Security Gateway IP Address Type FHIZE FiZIZIP AddressE A,

S ER 9.7EIP AddressiB{y #o B A= i B 8 AYWAN Pt it

$E# 10.#£Remote Security Group Type N hIZE FiRIZIP,

B 11.7EIP AddressiB{y A A B8 238V IPvA it 3t .



IPSec Setup

Keying Mode IKE with Preshared key -
FPhase 1 DH Group : Group 1 - 768 bit hd
Phase 1 Encryption : DES= -
FPhase 1 Authentication : MD5 -
Phase 1 3A Life Time : 28800 saconds
Perfect Forward Secrecy : o

Phase 2 DH Group Group 1- 768 bit -
Phase 2 Encryption : DES -
Phase 2 Authentication : MD35 -
Phase 2 SA Life Time : 2600 seconds

Preshared Key :
Minimum Preshared Key Complexity : J| Enahble

Preshared Key Strength Meter :

Advanced +

S ER 12 #¢tKeying Mode T 12 B H1Z £ |IKE with Preshared key,

S ER 13.#¢Phase 1 DH Group T hIiEE HiEZEGroup 1- 768 bit,

$ BB 14.#%Phase 1 Encryption F $ii2 & #iZ#ZDES,

S B 15.1#8Phase 1 Authentication T~ 712 8 A iE1EMDS5,

$E8 16.7£Phase 1 SA Life Time##{ H# A 28800,

$ B 17 #Phase 2 DH Group T hi#E HiE1EGroup 1- 768 bit,



% E# 18.#Phase 2 Encryption T HiZE HiZIZDES,

S B 19.#%Phase 2 Authentication T 11 B iZ1ZMD5,

B8 20.7£Phase 2 SA Life Time##{ H# A 36008,

SR21E "RAASR, MU BARENEFZN/HFZRES, ERFIFAH "1234678,

o

Advanced

Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPComp))
Keep-Alive

AH Hash Algorithm | MD3  +

MNetBIOS Broadcast

MNAT Traversal

3

Dead Peer Detection Interval 10 seconds

B 22 —T TAdvanced +4 . Advanced EEFEENFARK :

S ER 231 ANAT TraversalZREV A .,

S BB 24 TR ERS LA EIPSec VPN Client Greenbow#iE&



" ITheGreenHow YPN Client

Fle YFH Configorabon Vaew Jook 7

@ Paiseste Mame |G ateviayT
E Cornechons |r'i:-H|:bt-b|.ﬂ|.r'¢l' ﬂ
@ Root Riemote Gabeway (59.105.112.180
F Poasl Iﬁ.q-l | ........
Cerdinen: | --------
(~ Ceitiicals |
IKE
Ercnption | DES ] P1 Advanced.. |
Autherticalion  (MD5 Ea
Koy Gioup |DH1(768] =]
Save & Apply |
) VPN ready Tursl @

#ER 25.7£Remote GatewayB{LH , @ AR i H2FAIWAN IPith i,

IKE
Encoyption | DES hd
Authertication  [MD5 -
Loy Gioup  |DH1[788] =

o)

S ER 26.4% — T P1 AdvancediZift, #BRPhase1 AdvancedBH :




ok Thalipps=0-— T Sl

Fhass | Adsaneed

[ Corfig Mode Redurd Gw |
[~ Aggresiees Mode MAT-T |Fouced -
H-Aauth -
™ Hohuth Popup Logn | F
[ Hybrid Mode Pasiwecrd |
Local ard Remobe 1D
Choose the type of ID: Sek the vskue for the 1D ped... |
Local il [IP Address B R EERCARERTT
Remote 1D [IP Addess =] [58105.112180
[Coc ]  comce | P* |

SBR 27 FENAT-T N LB E A i®EZEForced,

S B8 28. #£Local ID and Remote ID T fiE 2 #1312 #2|P Address.

S ER 29.7ELocal ID#RAL A A BE HESHYWAN P4k,

S B 30.7fERemote IDMEL R A= U B8 FHER AV WAN Pt

iﬁ 311:22_1: rOKJ ( EEE ) )



" TheGreenBow TPH Client

Fle YFN Configuration ¥ew Jook 7

5 Conus Phase2 (IPSec Config

& Paameters Mame |Tunrell
€2 Cormmction: VPN Clert addiess | 192 . 168 . 2 . 100
= &= Root Addiess ype | Subnet addiess -
= &2 Gatewnyl
& Remote LN addiess | 192 . 168 . 1 . 0
SubnetMask | 265 255 . 255 . 0
ESP
Autherbication | MD5 | Scripts
Mode | Tuneel =
¥ PFS  Gow [DH17E8) x| Open Turnel |
Save & Apple I
= |VPH ready Tunel B

SR 32.3— T Tunnel1 LAEL EPhase2:% E o

B 33.7EVPN Client addressi# i & A B 28 IPv4 31t .

S ER 34 #£Address type T 11 B H1#ESubnet address,

B 35.7f£Remote LAN addressH{i & & A 1= i 3% 85 AU LANH 31E

S ER 36.7£ Subnet Mask8 3 7 B A IR I B& FH 23 B0 FHB TS,

FEB37.3% —T "Save and Apply.
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