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S BR2 1Z ESystem Configuration > User Groups.



Initial Router Setup

System
Time
Log
Email

User Accounts

S EBR3.Z—TplusEI ~FEHEAEHE,

User Groups

(+) =

O Group Web Login/NETCONF/RESTCONF
00 Ambassador Disable

O  admin Admin

U guest Disable

SR4E "HE, BEF , £ TEBE MUTBHAESR,



User Groups

Group Name: | VPNUsers

Local User Membership List

+;

S BB5.7E Local User Membership List T , ¥ — TplusBI R T HHBEFRIEFERE. R EHIE
BZ , FERXEMRET  ARBEEMENHMKE, HERER—BHEN—I2. WRENK
WAFMTEEAE , AU EEYFEREREDIPHEEZFERE,

Local User Membership List

O
(4] @

O H#H User

O 1 John |~

O 2 Kevin | v

2

0O 3 Teri |~

SER6EMRHET  BEERTHEPNEAENTIE, BEHEIE



- BEM — WBERRTAEK S BRBRERFBERWebNERAEN,
- AR — LBRBERTMMERERAFERARTERDNRENRE, eABLIEREEMR

- Admin — WRIBRAAMNKERHBRTIE | WEHEERRMRE,

Services

Web Login/NETCONF/RESTCONF: O Disable (®)Readonly O Admin

HBR7T B —TplusBRHERANFTFImIEEVPN, MREKREBELEEER  IERYEF iR
FUEHEEERB s KB AR PHET.

Client to Site VPN:

() @

O # Group Name

O 1 Client v

HER8.32 — T Apply.

Apply Cancel

SBI%E—T MSave, o

ciscoladmin) | English ~ 9 o C""

HER10.BIRIZ— T Apply , B#THEREIREERE,
Configuration Management \

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration |~

Destination Startup Configuration v

FBR1 IR EBEAR , B—TOK,



Information

o Running configuration saved to startup configuration

R EIERXERZEERVI60RV260R S MR ERHEY EAEE,
BUERAERS

TR BATEHSZNERWebWERARER , A% EIFESystem Configuration > User Accounts.

Initial Router Setup

System
Time

Log

User Groups
$BB2 ¥ Local UsersBIiBHF , #&—TaddB R,




Local Users

()@ 0 & L

0 Username

O John
0O  Kevin
O Ter

O cisco

SER3.EUsernameBU P AFEAEN SR, BBURECERTIEESFERAEMENHPNE,
#—T TApplys



Add user account

A The current minimum requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username:; o Dave

MNew Password: 9 S00000000000000

Confirm Password: e ssssssssessenee

Password Strength meter: - -

Group: ¢)| vPNusers ~

6 Apply Cancel

BE : % S H B e TheGreenBow Clientls | B ERMERNERESBMNREZA

$ER4 % —T TSave. o

ciscoladmin) |English ~ 9 ﬂ C'""

HER5. BIRE— T Apply , BHITHHEERFIIREBERES,
Configuration Management \b

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration:  2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration +

Destination: ~ Startup Configuration  ~

HER6. WM EITEFREAR , B—TOK,



Information

0 Running configuration saved to startup configuration

IR L EASERV1605RV 2605 g R B A EIRF,
A i IPsechc % 38

SE1. 2 AZIRV1605RV260 HEsHERWebWEHARER , AR ZEEVPN > IPSec VPN > IPSec
Profiles.

HER2. IPSecIBERBTREREE, R—TplusBERAEMYHNEEESR,



IPSec Profiles

+ 0]

0 Name

O Default
O Amazon_Web_Services
O Microsoft_Azure

O VPNTest

FiEE : Amazon_Web_Services. DefaultflMicrosoft Azure 2 BRI B &=,

SER3E "EREEAE MUPAREEFELERE, REESBARESFIHFF ARG
FUR TEIR().

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEvl O IKEv2

SRAE-TERRAUREREEREANETEORENSR/RBRS L, EHIE

- BE)(Auto) — BEIEREREE S| B, LBEMEAInternet M RI(IKE) KRETER TEM
Mz |, MRRZIEE | BIBAAuUto Policy Parameters B8 T B EFR E o
. F8(Manual) — BEAHFEZFEEEVPNRENERNZNTEMEN B, MRIEE



#1E | BIBFAManual Policy Parameters 238 T BB IR E. EX RBEEZER,

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEvl O IKEv2

BHEE : =B |, 5812 T Auto,
S5 R EBIKEMRA, BREFFiRERETheGreenBowhF | Z1EH [E MY R,

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow

Keying Mode: ® Auto O Manual

IKE Version: ®|IKEvl O IKEv2
o i B B 1 f288 e

81, 1EPhase 1 OptionsEFH , f#£DH Group T HIBEHEEFEEEEPhase 1N £ —EFEAN
1# & Diffie-Hellman(DH)#8. Diffie-Hellman@ —EMZSWRI/GE , ARRXBELASBE. &
BEMARERMIRE. BESHE

. Group2-102414y — BEFE BN EEERE , BHE1ERE,
. Group5-15361 — BB HESWERIE , EHRLE,



Phase | Options

DH Group: Group?2 - 1024 bit v
Encryption: 3DES v
Authentication: MD5 v
SA Lifetime: 28800

HER2 fEEncryption TR B E PR E MR 5 AU MNEN B Z B R L 214 H(ESP) MR PR
ZE& M EBNEIREEEA L E(SAKMP), B#IHETHE

. 3DES — =ZEEHMZEEZE, THB, AEEZTEZNREEIEEIEERAT , RACES
SR FEL THRER, RE,

- AES-128 — S NFZEMEH 128U 8. SHMBEZEAES)R—EMFEEL , B
LkDESEZ %, AESERBRAN B A/  BRE—CHABZEEN T EREZEARBZER
FrE T BERY £ 48,

. AES-192 — Bk INZZEMEF 192U £ 88,

. AES-256 — SRR EEFEH256U L., ERETENMEZEE,

Phase | Options

DH Group: Group?2 - 1024 bit v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 28800

MiEE : AESREADESMIDESHTIZNEERES X  NACEEESHNMENZ S, ER
AESE#giEmEgaM  BREE TR,

S ER3. M Authentication FRLREF | BIF—ESHEEESPHMISAKMP S 17838 5 N B 10 B 8 5 3%
o IBIBAE

- MD5 — HERERE EE /128 MR (H.
- SHA-1 — R B EE EZE /160 HEE,



- SHA2-256 — ER256 U MREN LT EMBERE L, ERRRENEBRER L.
BEE - BARVPNBREH MR EAMBEN S0 8mE 5 *.

Phase | Options

DH Group: Group? - 1024 bit v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800

MIEE : MDSHISHABR R B HER N, MBI —RER K KBEBRE K AREVYEFELIBEERENE

—H T REM B, FLEEF | RIESHAT,

S ER4 1L SA LifetimefB{LF , 8 AN A12071864002 VB, FEER{EA28800, SA Lifetime(Sec)
SLEFREERBERFIKE SAERTBRENEHE (UVAEN ) . EEFHIHZHENNR
2EIBH(SA) , IR EBNWSAZIH LA AFAISA, TEER{EH28800 , £iE A120%186400, K

9784 £ F 28800 R P ER IBVSAE 1.

MRt | ERLERBRINSAEFERBRNAKEER SALFRE, MREFEFIFRLFIERE , BE
BRI ETHEEMREEHRBERE  MARERBE, ERBREREESNRZEM , Rt&FRE

IR ERLLIRREENEFTH,

Phase | Options

DH Group: Group? - 1024 bit v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800

S EB5.%Phase Il OptionsE1E Y Protocol Selection S HIiRE S | BIEEREANGEE —REBRNHE

HAl, BRI

- ESP — Ik BHUBAHKLZLEH, LBRHNRERBNES. WRBEIESR ,
BUITSROLLEEME %,

HFd



-AH — BEHBASHRERANAH), TR—ELZSHE , BHENSHBRIBA IR
MR EERYE. AHRAZZERENIPEREZH, RBENRE K BRELSERT,

Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MDS v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group? - 1024 bit v

S EBR6.MNMRELSERCHIRIE TESP , BRI Encryption, BIEZIE -

. 3DES — —EERMZHEZEE

. AES-128 — Bk INZZ XML H 128 £ 88,
. AES-192 — Bk INZZEEMEH 192U £ 88,
. AES-256 — SR N IEXEME H 256 8,



Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v

SER7  Authentication T RHRE AR | 1BIF—EASEEESPHMISAKMP S 11858 5 N B 118 FE 5 %
o &IE@% .

. MD5 — HEREEE ZEH 128U fMEE,

- SHA-1 — 22 MR REEE R 160 EE.
- SHA2-256 — EB256 (U EEN T L MBER .

Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v

S ER8.1ESA Lifetimet@ iz , B AN R120F1288002 M EH, 1EZIKE SATE LB BRI EEIARRE
EI\JHTJi'FEﬂE}#io ﬁ%ﬁﬁk’ 36000



Phase || Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 3600

$ER9. ( W3& ) i®ZHEnable Perfect Forward Secrecy BBV A £ B IPseciEME M B R REHN
e, TRERRERMAREALABEREMESRERRARBRERNEANLZSM, Bt
LR AL IEE , REUEZEFIEAZERLIIEE. BRFERILIEE,

Perfect Forward Secrecy: ¥|Enable

DH Group: Group? - 1024 bit =

HER10.%EDH Group THIREF | BEFZRERE2HN SR —EEANDHE, RBRTHE

. Group2-10244y — BEFHEEBER , EL2HRK.
. Group5-15361L — WLBIBEFEESBRIE , EHERE,

Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime: 3600

Perfect Forward Secrecy: ™ Enable

DH Group: Group?2 - 1024 bit ~

S EB11.3Z — T Apply.



Cancel

Apply

$EBR12 32— T Savell K X 17 AHAE,

€ Save
SBR13.BXIZ—TApply , BHTHRERFEIREERE,

Configuration Management

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration:  2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination: ~ Startup Configuration  ~

FR14 W BIEREFR , R—TOK,
Configuration Management

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination Startup Configuration v

cisco(admin) |English 9 o C'""

- |

— e

Rz , LEXEEERVI60KRV260EHER LK IIEE T IPsecE EER.

BUYEPFPRIGLNEEER
S B1.52$ZVPN > IPSec VPN > Client-to-Site.



VPN Setup Wizard
2

IPSec Profiles

3 Client-to-Site

OpenVPN

S ER2 #EH— T plusBRo

IPSec Profiles

B

O Name Policy IKE Version
O  Default Auto IKEv1
O  Amazon_Web_Services Auto IKEv1
O Microsoft_Azure Auto IKEv1

$E#3.1EBasic SettingsEE T , i#FEnableZREU 5 L LAFE R VPNEL ERE RER EEIREE,



Add/Edit a New Tunnel

Basic Settings Advanced Settings
Enable: 4
Tunnel Mame: | x

S BR4 .18 Tunnel NametB L R AVPNERHN B,

Basic Settings Advanced Settings

Enable: [

Tunnel Name: Client

IPSec Profile: Default ~  (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN >

SRS R IPsec THIREREFEEMFANIPseclil ERER,

Basic Settings Advanced Settings

Enable: &

Tunnel Name: Client

IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN i

S ER6. 1 Interface T FI 3,75 B A& 1ZF Interface,

Basic Settings Advanced Settings

Enable: ~

Tunnel Name: Client

IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is

chosen.)
Configure higher lifetimes if this profile is used for Windows Clients.
Interface: WAN .
PEE : ELBREEURREE AR ERER, EATRGIF | BEWAN,
SERT REFIKES RIS L. BREHE

. Pre-shared Key — B E AT RMAVPNERFEALARE.
. Certificate — WWIBEFEAN VB EP I ESEN , HINBESNEZBRIPHUE,
HAURBEFEENLBIEIA,

FFolER. F



IKE Authentication Method

Pre—shared Key: x

Please enter a valid Preshared Key.

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimurmn Preshared Key Complexity: & Enable

O Certificate: Default

it : AHASRITUREALBENSH K REEURNETFIREHEK LRETheGreenBowH
J i B P EC B 7T

S ER8.1E Pre-shared Key#@ L i N iR Z 1,

IKE Authentication Method

@ Pre-shared Key

Showe Pre-shared Key: O Enable

Priéghaned Key Stnength Meted

Minimum Preshared Key Complexity: = Enable
O Cedificate Diedaalt

S ER9. ( W& ) BUEIE S Minimum Pre-shared Key Complexity EnableZRHY 5 # LA AE £4 {5 F f B8 27
-39

IKE Authentication Method

® Pre-shared Key: L ITIIITTIIT LI T

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: [&|Enable
O Certificate: Default
BYRE : EHRAIR  REBMARIDBALAS|EMM,
$E10, ( Tl ) i#A Show Pre-shared Key EnableZRER )7 # LA XX F 18 REA R~ Z 1B



IKE Authentication Method

@ Pre-shared Key: 20080080000 0000

Show Pre-shared Key: O} Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: & Enable
O Certificate: Default
BIEE : E I RAIS | Show Pre-shared key R R & FAREE,
HER11. % Local Identifier N hLEE B FEAR M ER B 5k, BB TIE .

. ZRHWAN [P — 38 18 £ B VPN BE 9 S48 (WAN) AN E B9 1P b ot o
. IP#E — B6IRIE A EF BB A VPNERNIPHU, E2LE (HLE ) WIEHEN

WAN [P ik,
. FQDN — 8 E B AT 2R EH B (FQDN), T AFEH Internet LIS EERKER T
BEREE,

- EAEFQDN — WIER AFF & Internet LV R EFEAEEATENE A,

Local Identifier: IP Address v
24.
Remote Identifier: IP Address v

BIEE : EARTROIS | BEZFIPH A WM A Uh B ER HESAYWAN Pttt , FEARAIFR |, B8 A24.X.X.Xo
HABILER , TR CSEH,

HER12 B IF R In AV B Aok 1BIEEE

. IPH#bit — HSBEFEAVPNE Bl IWAN IPH#bit, EEHWAN IPH#baE | &R A ATE 48552
B "RNIPRAEL . EREFHIPHLL,

. FQDN — 2R EMIHE., HBEAFEH Internet LW B EEKEATEBWES .

. FEAEFQDN — hBE AT LS B Internet LB EFEAEEATENEE,

BREE : AL | BEEFIPHy | WEARF IR BV HROERIPv4ttbit, SR UBBHE
WebBIERFES "RNIPHUL R, REE, Wikt AT E R , Fitt , NREEERDRER
RHEMBE , AtESTUAER PG ERES F .



Local Identifier: IP Address v

24.

Remote Identifier: o [ IP Address v]

9 [ 108.233. ]

$EB13, ( WiE ) 4iEExtended AuthenticationZRER 5 SR LARU A X IhEE. BRI |, ESIRHENN
SERERE , ERREEAEEEBE VPN R aiem A B,

Extended Authentication + W
O  Group Name

HER14, (WE ) BRE—-TplusBRERTHEEPREZFERE , RESERARESORENA

o

 Extended Authentication ol;l @

O  Group Name

O CiscoTest123

O  KevGroupTest

a [VPNUsers ]9

BYRE : FTEARAIH | #I1E TVPNUsers,

% B%15.7E Pool Range for Client LANT , 8 AT LA 5 BL4&VPNE B is 89 5 — 8Pt it M4 R IP#b ik
s EEE—EHREMNUHTEENMIH, SEXNEUBAERNEH, NREKIFZFEETREREN
EHEE |, Bl BATE I E TSR,

Pool Range for Client LAN:

Start IP: @ 021 ]
End IP- 9 [ 10.2.1.100 ]

% E%16.:#F Advanced Settingsi®E

Basic Settings [ Advanced Settings ]

FER17, (R ) A TRBEEEES , REEIEAggressive Mode, TEIEXIRETRERIEE



IPZ 2 (IPsec)¥t Z 8 2R MIRADIUSEE B | 3b 240 B3B8 KY AR B 4 B8 2 88 SR (IKE) = B8 A 1
B, AEIDEREIENNHMEN  FEELE,

Additional Settings

Ag gressive Mode

O Compress (Support IP Payload Compression Protocol (IPComp))

BYRE : CompressBREN A R FEK HSRRE AN ERBER B RBRE. LEBFABERBIPERIH KRN,
MREERSERBLIES  AIRBHBTEERRE. EXHERE EEJ':'H E?&x@%ﬁ , BEREA
B, G0 5B SRR R UL T A , IZEEERIREHES (BENS % ) LRAT. EXRRHIH
, KiZ Compress.

S E818.3%k — T Apply.

Apply Cancel

FHE19.32—T TSave. o

[0 SEWE] cisco(admin) English ~ 9 o

HER20. BIRZ — T Apply , SETHEREIREERE,
Configuration Management \

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: ——

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination: Startup Configuration  ~

B2 B EBEAR , B—TOK,


https://community.cisco.com/t5/security-documents/main-mode-vs-aggressive-mode/ta-p/3123382

Information

e Running configuration saved to startup configuration

xa
B | BEZCRKERBEE L ATheGreenBow VPNE Pkl & 7 & F im 2 ik BiFZE,
ERIETHEAESNEE LB EGreenBow VPNE F ik

ERMEER1EE
ETHRFRAEMN TheGreenBow IPsec VPNE FiREi e  FiR—TIHE.
S B3 — T H#GreenBow VPNEFIKE R, MR I/EFNATH,

S EB2 ;& EConfiguration Panel,



Console

BIEE : LT 2WindowsES M RHl, REFEHNBREME.
S EB3ZIZIKE V1 IPsechRERE N,

& TheGreenBow VPN Client

Configuration Tools ?

THEGREENBOLW
VPN Client

[Z] VPN Configuration IKEV1
2 B-

i [2] IKE v1Parameters
=E= ) tgbtestlPV IKE V1 Configuration

-0 tgbtestIPV6

= E? IKE v2

: - Tkev2Gateway
-0 Tkev2Tunnel

El S5L

[ IKE V1 IPsec tunnel creation wizard ]

€ Exportall IKE V1 tunnels

BHEE : E ROl | EEERBIKERT1, NMRER EBIKEMA? , FREMHENSBEREE , B —T
HEBIKE V2ERIK, ﬁ‘ngﬁmiaﬂﬁmaﬁtm|PsecmE1=;.?$1§§E|KEvzo

TRIEEERARBPATELS (PHLE) E’JE%EH%%E’J"FHWAN IPiztit, FEH A S| UL iR
IR IV E R EBbit, 32 "Nexty ( F—F ). EARDIF |, th#A24 x.xx. ARELERE , &



B=E/ 8 (BIPHEu R —EBF ) EERAX. WATENIPHEY,

VPN Configuration Wizard

VPN tunnel parameters

Enter the following parameters for the VPN tunnel:

IP or DNS public (external) address:

of the remote gateway

Preshared key:

IP private (internal) address:

of the remote network

< Previous

X

2/3

| ©

24,
sessnnee
0 . 2 0

-2 |©

Next > o

FSB5.3% —T TFinish. o

You may change these parameters anytime directly with the main interface.
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& TheGreenBow VPN Client
Configuration Teels 7

THEGREEMNBOLW

IKE V1 Parameters

IKE V1 Parameters
Lifetime (sec.)
----- fkev ITurnel
E‘:;W" Authentication (IKE) [28800 | [120 | (88400 | (2]
o tgbtestiPv4 Encryption (IPsec) | 3600 | [ 120 ||2s800 |
EH? @ﬁm
Lo tgbtestlPve
e [ Dead Peer Detection (DPD)
s Check interval Elsec.
Max. number of refries El
Delay between refries Em
Miscellaneous
Retransmissions ‘Zl IKE Port |:|
X-Auth timeout NAT Port |:|
[Jisable Split Tunneling
@ VPN Chent ready

ST BT EEI BRI,
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THEGRHREEMNBOLW

EEAny , TR,

S BB8.1E Addresses T Wi AuthenticationBE &+ |, B E DA ib it Y FHHBE, E A LLBE— A

_ lkeviGateway: Authentication

[=] VPN Configuration
=% KE V1
- ~[E] KE v1iParameters
E|E| Ikev 1Gateway
. w0 TkeviTunnel(1)
. E- tgbtestIPVe
L O tabtestlPV6
B KE V2

Authentication Advanced Certificate

Addresses

Interface | Any v)

Remote Gateway | |

#HBR9.7E Remote GatewaylR{U P A RinEEAN b, AT APt KONSE T, ER LS (
NE ) LERABOLAIPHL,
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THEGREENBOLW

VPN
[

[E] VPN Configuration Authentication Advanced Certificate
=5 KE V1
--[8] IKE V1Parameters Addresses

El---l:l Tkev 1Gateway

. leo IkeviTunnel(1) Interface | Any v
| B-00 tobtestlPVe
O tgbtestlPVé
E-F~ IKE V2

$EB10.7E Authentication T~ , iBIZE G ERR AR, RIBEIIE -

- AR A £#8(Preshared Key) — BB A FEAEFEACEVPNBER LEREEN G, £H
BB H G S BE R I VPNBSE,
. & (Certificate) — MWBIEAFE AR ERTHKVPNE FimFVPNERE 2 BHWEF,

Remote Gateway [24. ]

THEGREENBOLW
VPN Client
D ——
[E] VPN Configuration Authentication Advanced Certificate
El--E_:v IKEV1
--[E] IKE V1 Parameters Addresses
El-- = Tkev1Gateway
. 10 IkeviTunnel(1) Interface | Any ~
-3 tgbtestIPVé
i o tobtestiPVe Remote Gateway | 24. }
27 KE V2
E-3 Tkev2Gateway " s
w0 TkevZTunnel tication
-7 ssL (®) Preshared Key sessssERRRRRRES ]
CDnﬁrI‘n SRR BRRRRRRREN J
O Certificate

BREE : EARGIR WAL T ERHF LEENAELARAER.
SR EIKET , REME, FORINSBEREUACEEHRNEE.

IKE

-
Encryption | AES128 W

Authentication | SHA-1 v

Key Group |{DH2 (1024) v

$E%12 &2 — T Advanced % 5| E %,



Authentication [Advanced] Certificate

£ E¥13.7EAdvanced features T~ , 4Ji€Mode ConfigH1Aggressive ModeZREX 588, TEARRHIN &
FinZIvhE, BREERYT , FRVIGOLIEET "EHERX, . BNAT-TRERZAE "B, .

VPN Client

Authentication Advanced  Certificate

Advanced features

Redundant
o ':"jE Config Gateway
g ggressive Mode MAT-T | Automatic i

MR : BAAERNEER , GreenBow VPNE FIs#E VPN IRIGRELLEH B IUPRE, NAT-THE
BIALEHRER,

FHR14, (TE ) EX-Auth T, EA[LLEHX-Auth PopupZBRER 5 8 , AEERENERKE B BN HE
ARE., ERETEZRARERALEREUTHKEE.,

& TheGreenBow VPN Client —. O

| Configuration Tools ?
THEGREEMNBOLW
I -
VPN Client
|
| E] vPn configuration Authentication  Advanced  Certificate
[ B KEVL
P IKE V1 Parameters Advanced features
{3 IkeviGateway
: Redundant
[ i Tkev 1Tunnel []Made Config Gateway
== KEv2
{3 kev2Gateway [+] Agaressive Mode NAT-T | Automatic w
ff 8L
|
X-Auth
|
I {-Auth Popup Login
|
| n Hybrid Mode Password

S5, ( WLR ) MRREIRIEX-Auth Popup , FEELogintB{ A FEHE B, EREVPNE
PR FEAERFREANERERBNLENRE,



X-Auth

[ ]x-Auth Popup Login | Teri

n Hybrid Mode Password | essssssssssssss

FR16.E A HMERHIDT |, FREZA#IDAIE b ID LA LB VPNBEI AV E

Local and Remote ID
Type of ID: Value for the ID:

Local ID | IP Address

Remote ID | IP Address

BHEY : EARHID | AibIDHIRIIDEPRE BIPH#HE LA CERV1605RV260 VPNBRIHIEE E.

ST EIDNET , £EENRA T8 ARBIDINIERID, A#IDREFIHAIWAN IPibit, A&
BEWeb L& "What's my IP, ( RKEYIPZAHE ) REKEFLIE, RimIDRYAF L HEFHIWAN
Pt

Local and Remote ID

Type of ID: Value for the ID:
Local ID | IP Address w | | 108.233.
Remote ID | IP Address v || 24,

S E218.1% — T Configuration , A& iEESave,

&# ThelGreanBow VPN Chent — O *

Configuration | Tecls 7
Save Ctri+5

Import ﬂ ﬁllﬂ
Export

Move to USE Drve

it Advanced Automation Remote Sharing PG
Wizard... ndd
Cuuit resies
o Deaw TTurnel{1) VPN Clent address | 192 . 168 . 1 . 217 .n
B bghbestIPVg
O tphtestIPVE Address type 5
=3-[F= E V2 Snge
B Teew Moabeway Remote host sdckess | 10 . 2 . 0 . 5
o ke Turnel :
fMsa Suibriet mask
ESF
Encryplion | AES123 b
Authenbcation |SHA-1 w

Mods Turnel w



e BRIE R E

HER1.%Z— TIKeviTunnel(1) ( B ATEEE T EEH ) MIPsecE 5| FE,, MRElkeviGatewaymik
X E i TMode Config , RIS BEBIERZRVPNEFimitit, EfETRERVEERK ELBEMN
| P 3k,

(=] VPN Configuration Psec | Advanced Automation Remote Sharing m IPV6
= nEVL
[£] mE viParameters Addresses
0 IkeviGateway
5 Tkew [Tunnel(1) VPN Client address | 19 27 |1
= tgbtestIPVE |

S ER2 Address type T HHREHIREBVPNE Fim o LIRS AY b ut B B, RTLAREE @t b5
B 7, FERFMAMI EAEIEVPNE ikt ( BRI A #IPHbHE ) | FEHLANM I F
B, MREREFEE—hutsiu&EE 6 MFEFHIETELEHM, E£Remote LAN addressHfi #
A FERVPNRRE BN ARt | 7 Subnet mask# 1 7 8 A 12 imABEE By FHETS

[Z] VPN Configuration IPsec | Advanced Automation Remote Sharing m —
1= IKEV1
[£] E viParameters Addresses
0 IkeviGateway
5 Tkew ITunnel(1) VPN Client address | 19 ESRA | |
O tgbtestIPVE

BYEE : EASIP | BB T EEu WE A T 5B BB A P ut

SEBR3EESPT , #fEncryption, AuthenticationfModez% EAEEL R, ( A E ) WVPNEREREM
LB,

[Z] VPN Configuration IPsec  Advanced Automation Remote Sharing m‘
== IKE V1
IKE V1 Parameters Addresses
-~ IkeviGateway — — —
i o Tkev 1Tunnel(1) VPN Client address 152 . 168 . 1 . 21/ I n
=~ tgbtestIPV6
“- O tgbtestlPV6 Address type | Single address v
=-{r= IKE V2 r i
—-3 Tkev2Gateway Remote host address 0. 2 .0 .5
‘.o TkevZTunnel )
-7 ssL Subnet mask I . - - I

SBR4. (& ) EPFST , AEPFSEE S UM T LM AR E(PFS), PFSERARMEEZFEN
FEME S8R, TEGroup FHLBREIRIZEPFSHENRTE,. MEERMHSF AR EE | At ERELERA
Z81E,

PFS

/| PFS Group |DH2(1024) v

HERS. (IR ) B—TH#lkeviGateway B , ARR-—TEFN BN (MREHHETEN
wE ) o
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THEGHREENBO

=| VPN Configuration
EI {Fj- IKE V1
------ s | IKE V1 Parameters
EI = Ikev 1Gateway
5 b (0 ]]-:EUlTunnEl
(=5 Connection_to_office)
EI = Ikev 1Gateway(2)
5@61’2& TConﬁguratlon A& 1EESave,




W TheGreanBow VPN Chent - O ¥

Configuration | Tocls 7
Save Ctri+5

Impert Iﬁl E“ I
Export
Move to USE Dive : _
L Advanced Automation Remote Sharing PG
Wizard...
: Addrestes
Chuit
o Toew ITunnel{1) WP Client adcress | 192 . 158 . 1 . 217 n
=0 bgblestPVE
o ighiestIFVE Address type .
=-fr=r IKE V2 Gingle addrass
=0 TeevIGateway Remote host address w., 2 .0 .5
fasa Subriet mask
ESP
Encryplion AES123 o
Authenbtcation SHA-1 Lo
Mode | Tunnel ot
PF%
bAPFs Group |DHZ(1029) ~

BHRERZ LKA ETheGreenBow VPNE Fir , BiBVPNEZEEIRV160HRV2605 HE .

EREF IR EVPNER
$E1, HMATheGreenBow B BIRK , L& AT LA — T A SEF52 18 31132 12 B B BRE LA B I E 4R



Open tunnel Ctrl+0O

Export

Copy Ctrl+C
Rename F2
Delete Del

BYEE : Bt T LUBIB M T BRIE 2R B RRSE

SER2. (LB ) MRBEEMRBHEEE Y 2B TheGreenBow , FBEE—TE&EAEIH
TheGreenBow VPN ClientE .



B3 (&) AEELLEREFER L EERSR2E , TEEHTUSER, BELEEFAN
VPNE#R , R%EIR—TOPEN., VPNELREBERE.
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IkeviGateway(2...
kev2Gateway-|.
IkeviGateway(1...

\
Connection_to_... []

® 0 0 0

SR ERBER K BEZSER—(ERCER. NRESIBEN , TUR-TEREHAER,
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= |__"'| @ Filters

Best match

n Command Prampt
Desktop app

Learch sugoestions

2 cmd - See web results >

je crn-::ll

SER6. (TIiE ) B Aping , RAERWMAE FRBABFAIZEALAN P, MMRBKFIEE | BIKRBEE
EELR,

Open tunnel Ctrl+ 0O
Export

Copy Ctrl+C
Rename F2

Delete Del
BRVPNIRE



BRI RAYVPNAR
%81, % A FIRV160=RRV2604 VPNHBEIH B R Webt B A2

Router

cisco

YY)

English -

©2018 Cisco Systems, Inc. All Rights Reserved.
Cisco, the Cisco Logo, and the Cisco Systems are registered trademarks or trademarks
of Cisco Systems, Inc. andfor its affiliates in the United States and certain other
countries.

S ER2 7E$ZStatus and Statistics > VPN Status.



Getting Started

System Summary
TCP/IP Services

Port Traffic

WAN QoS Statistics
Switch QoS Statistics

Connected Devices

Routing Table

DHCP Bindings

Mobile Network

5 BR3 1% Client-to-Site Tunnel Status~ , # 2 ConnectionZ#J Connections¥|, 1&FEZE B|IVPNE
REMER,

Client to Site VPN Status

Connection Table

+
O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp Local Group Action
O Client 1 aes128-shal- 0.0.0.0/0 @

modp1024

SR FZIRMEE R~ UAREESFHEA,

Client to Site VPN Status

Connection Table

+
O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp Local Group Action

O Client 1 aes128-shal- 0.0.0.0/0

modp1024

SRS W RBREFREGEVPNIRENFHAET . LEIEIFFIRAIWAN IPibit | BN ERER
BLE R b bt R 5 B A3 1P it , EEBRMEEMBRN M TAMEN U ERER, MRE
FFREFRER  FE-THRAETHEGCHRERTR. #ER B T4 LANXEN.




Client IP Client IP X RX X RX Connect

(Actual) (VPN) Bytes Bytes Packets Packets Time Action
108.233. 10.2.1.1 0 14273 0 181 5 mins. S‘\S

e ol

R , LEXEEKIERVI60HRV2605E HaF LR EMERE T VPNELR , It B EAEGreenBow
VPNZ i LAUEIB VPN E 4R 2 2% H 87 o
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