{88 FHAmazon Web Servicesh 35 55 2 15 S5 VPN
=k: 1

A B RIEEHEIECisco RVR I 85 FlAmazon Web Services Z & 7% % ik & 2 v4 B VPN,
BAKE |RMRE

RV160| 1.0.00.17

RV260|1.0.00.17

RV340| 1.0.03.18

RV345| 1.0.03.18

msr

VE BB UL BEVPN R FHERZIME R Z B |, EFLCEN—REREEMERETRIAERE,
Amazon Web Services AWS)RMFZIRFEiRTEF S , BIELETLBVPN |, FEREEHHBE
WAWSE &, RIEEEEBEERVI6X, RV26X, RV3I4AXHEHES AL BE LB VPNE E 2
Amazon Web Services,

EMEIRSIT :

£Amazon Web Services I 5% & ik 25 3 v5 ZEVPN

ERV16X/RV26X, RV34XiEH 2 EERE LB R UL B VPN

£ Amazon Web Services - 5% & ¥4 B B 5 B VPN
S

By —EHHVPC , E&E—fEIPv4 CIDRIR , 2 BREMEEZXRTFERRERMNWAWS LANFILAN
o EEEJ‘A_O


/content/en/us/support/routers/rv160-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv260-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv340-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv345-dual-gigabit-wan-vpn-router/model.html#~tab-downloads

VPCs > Create VPC

Create VPC

AVPC is an isolated portion of the AWS cloud populated by AWS objects. such as Amazon EC2 instances. You must specify an IPv4 address range for your VPC. Specify the IPv4 address range as a Classless Inter-Domain Routing (CIDR)

block; for example, 10.0.0.0/16. You cannot specify an IPv4 CIDR block larger than /16. You can optionally associate an IPv6 CIDR block with the VPC.

Name tag I Cisco_Lab I [i]

e IPv4 CIDR block* I 172.16.0.016 I o

IPVE CIDR block @ No IPv6 CIDR Block
O Amazon provided IPv6 CIDR block

Tenancy —Default - O

~ Required e @

M2

BY TR, BRALCEEZEANAENVPC, ELENEINRE/6BEFER TR,
172.16.10.0/24,

Subnets > Create subnet

Create subnet

Specify your subnet's |P address block in CIDR format; for example, 10.0.0.0/24. IPv4 block sizes must be between a /16 netmask and /28 netmask, and can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

Nametag = AWS_LAN [i]

ovpc:'| "ﬁ

Q Filter by attributes
(1]

Availability Zone

Cisco_Lab

VPG CIDRs Status Status Reason

172.16.0.0116 associated

9 IPv4 CIDR block® [ 172.16.10.0/24 ] [i]

SB3
BYEFEMN , SIPHiEE ACisco RVISH S 2A HIPH#baL

Customer Gateways > Create Customer Gateway

Create Customer Gateway

Specify the Internet-routable IP address for your gateway's external interface; the address must be static and may be behind a device performing network address translation (NAT). For dynamic routing,
also specify your gateway's Border Gateway Protocel (BGP) Autonomous System Number (ASNJ; this can be either a public or private ASN (such as those in the 54512-65534 range).

VPNs can use either Pre-Shared Keys or Certificates for authentication. When using Certificate authentication, an IP address is optional. To use Certificate authentication, specify a Certificate ARN when
you create your Customer Gateway. To use Pre-Shared Keys, only an IP address is required

Name l ToCiscolLab Iﬂ

Routing O Dynamic

® static
e IP Address l 68.227 227 57 Io
Certificate ARN | Select Certificate ARN *C O
Device I Lab_Routerd l [i]

* Required [s=1-2 Create Customer Gateway

SR4
BYERERAR — B2 NametZBUEBHEREA.

RRBIER



Virtual Private Gateways > Create Virtual Private Gateway
Create Virtual Private Gateway
Avirtual private gateway is the router on the Amazon side of the VPN tunnel.

o Nametag | AWS_WaN| o

asn © Amazon default ASN @
O Custom ASN

* Required

[=LI-CW  Create Virtual Private Gateway

#EERERRBERE L EMHVPC,

Virtual Private Gateways > Attach to VPC
Attach to VPC

Select the VPC to attach to the virtual private gateway.

Virtual Private Gateway Id

o~

Q Filter by attributes
* Required

Cancel [EEREL=L]
Cisco_Lab

S6

BEUHBVPNER  EFERREMEREREAMER. SVPNERELHEYHNEREARNAEE
B,

VPN Connections > Create VPN Connection

Create VPN Connection

Select the target gateway and customer gateway that you would like to connect via a VPN connection. You must have entered the target gateway information already.

Name tag | ToCiscolLab

(i}

Target Gateway Type @ Virtual Private Gateway

o O Transit Gateway
9 Virtual Private Gateway

Q Filter by attributes

Customer Gateway

VPN Gateway ID Name tag VPCID

AWS_WAN

LY E 4

22 Existing Customer Gateway. ZE 2 SIBMHNEFMARA,

o Customer Gateway @ Existing
O New

9 Customer Gateway 1D I - ' C

Q Filter by attributes

Routing Options

Customer Gateway ID Name tag IP Address

Certificate ARN
ToCiscolab

S8



HAREIEE  FRAEESttc. MAEMIPEY , BEEEEBVPNIEMR SR
CIDR#&k &, [[ELBBEFEERERCiscolfHzR L. ]

o Routing Options O Dynamic (requires BGP)
® static

Static IP Prefixes  |p prefixes Source State i

9 10.0.10.0/24 - - [x]

Add Another Rule

S8R9

BT EERERE PN BEMTunnel Options — i#$E Create VPN Connections

Tunnel Options

Customize tunnel inside CIDR and pre-shared keys for your VPN tunnels. Unspecified tunnel options will be randomly generated by Amazon.
Inside IP CIDR for Tunnel 1 | Generated by Amazon
Pre-Shared Key for Tunnel 1 | Generafed by Amazon

Inside IP CIDR for Tunnel 2 | Generated by Amazon

e @ e ¢

Pre-shared key for Tunnel 2 = Generated by Amazon

Advanced Options for Tunnel 1 ® Use Default Options
O Edit Tunnel 1 Options

Advanced Options for Tunnel 2 ® Use Default Options
O Edit Tunnel 2 Options

VPN connection charges apply once this step is complete. View Rates

* Required [+ Create VPN Connection

$B10
BV BARIEAB LA EIANVPC, HCreate,

Route Tables = Create route table

Create route table

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

o Name tag I CiscolLab Io

e VPC* l | v l C O
Q, Filter by attributes
*ReqUirEd Ganee! m
vpc-0e3159af82fecfad Cisco_Lab

vpc-791fectf

HR11

EELARINEEER. TSubnet Associations B & + 1212 Edit subnet associations.



Create route table Actions ¥

> Q Filter by tags and attributes or search by keyword

Name * Route Table ID « Explicit subnet associatior  Edge associations Main
0[. - s - — i — ] Yes
Yes
Route Table:
Summary Routes [ Subnet Associations ] Edge Associations Route Propagation Tags

9[ Edit subnet associations

HR12

EMBTFERABET  BEUNBRUN TR, EELNBYNKRAR, RiEiREsave,

Route Tables = Edit subnet associations

Edit subnet associations

Route table

Associated subnets | /5

Q Filter by attributes or search by keyword 1to10f1

Subnet ID +| IPVACIDR - | IPV6 CIDR Current Route Table
o (= [Aws LAN | 172161004 -

* Required

Cancel E
FR3

#Route PropagationE & , B Edit route propagation.

Create route table Actions ¥

b Q Filter by tags and attributes or search by keyword

Name ~ | Route Table ID =

Explicit subnet associatior = Edge association
o [. - S A e - —— ]_
Route Table:
Summary Routes Subnet Associations

Edge Associations [ Route Propagation ]

9[ Edit route propagation |

Virtual Private Gateway

Propagate

| AWS_WAN No
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Route Tables > Edit route propagation

Edit route propagation
Route table

Route propagation virtual Private Gateway Propagate

o [ |AWS_WAN ]
* Required Cancel @

HBR15

FEVPC > Security Groups® , BIRER M REEUAFFIENRE,
BEE : EARGIH | RAERIR10.0.10.0/24 , ZRERHIRVEEHES LERAN THEBELEE,

VPC Security Groups - AllowCiscolab Edit inbound rules

Edit inbound rules

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Type Info Pratocol Port range Info Source Info Description - optional  Info
Info

o 100.10.0/24 %

Add rule

/A NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends on that rule to be dropped for a very
brief period of time until the new rule can be created.

FR16

BEZSZAEILNVPNELR , REIEIZE Download Configuration.

(o5 RS e B Bl | Download Configuration || Actions v

Q Filter by tags and attributes or search by keyword

[ ] Name + VPNID +«  State + Virtual Private Gateway -

(@ ToCiscoLab available | AWS_WAN

ERV16X/RV26X, RV34XFEHER LR EvEBIVE R,
SB1



ERAARBEEATIEMR,
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CISCO

Router

Username

HR2

B ZIVPN > Ipsec Profiles. E€#§& % EllpsecllEREREM , HIFIBER(+).

Getting Started
IPSec Profiles Cance

Status and Statistics

Administration

+ [w]
ame olicy fersion InUse
O N Poli IKE Ve In U
O Default Auto IKEV1 Yes
= . O Amazon_Web_Senvices Auto IKEV1 No
@) Routing
O Microsoft_Azure Auto IKEV1 No

Firewall

VPN Setup Wizard

e

Site-to-Site

Client-to-Site
OpenVPN
PPTP Server
GRE Tunnel
VPN Passthrough
Resource Allocation
& Security

Y Qos

SBR3

BMRERIRMVIPSECEERR, E/NEEEKMARE LB UIPsec Profilefs , FBERRAMBER1E
£DH Group 2.

BiRE | AWSH X EBRR B INZE M & D 8E — EAREIF , £/ TAES-256 MISHA2-256,



Add/Edit a New |IPSec Profile

Profile Name:

Keying Mode:

IKE Version:

Phase | Options
DH Group:
Encryption:

Authentication:

SA Lifetime:

e 2 2]

AWS_Lab

® Auto O Manual

@ IKEvl O IKEvZ

Group2 - 1024 bit v
AES-256 v
SHAZ2-256 ~
28800

sec. (Range: 120 - 86400. Default: 28800

BRGNS —RBERBRES —RRPRAMNBEETE, BRAWS DHIE2 , KA,

Phase |l Options

Pratocol Selection:
Encryption:
Authentication:

SA Lifetime:

Perfect Forward Secrecy:

DH Group:

S5

ZApply# , B4 EREIPSECEE ,

IPSec Profiles

+zo 0O

O Name

I ESP v
I AES-256 vI
SHA2-256 -
3600
¥ Enable
Group2 - 1024 bit
—EEBIRZApply.

Policy

IKE Version

In Use

sec. (Range: 120 - 28800. Default: 3600)

Apply Cancel

O  Default

O Amazon_Web_Senvices

S6

Auto

IKEv1

IKEv1

No



B ZIVPN< Client to site , AR F im 2| vh F B H LR NREIR(+)o

€ Getting Started

Site-to-Site Cancel
@ Status and Statistics
b onnections: 0 connected, 1 configured, maximum 19 supported.

4 Administration

£ System Configuration
Q@ waN
& LAN

IPSec Profiles

Client-to-Site

OpenVPN

PPTP Server

GRE Tunnel G
VPN Passthrough

Resource Allocation

L Y€ 2

B IPsecth BB A BEMRE | FRAEZZEELENSRPEINIPsechlBER, A Static IPHY
Remote EndpointZ 5l , Y A EHHAWSE EFREN MU, W ARAWSE HEE EPRAENTE
HAESN,

SR8

#i A Local Identifier for your Small Business router — Lt B FEEEAWS #2231 #) Customer Gateway
PCfit. AR/ R4 20 R IPHb L ] FHBRETE — Ltk B FEEEAWSH T8 ZIVPNEAR 1Y G
IPFECE. WAZN N ZERARNIPHIE T FREER — Lk B EEAWSH 8 ZVPNELR
HBEIPFE T,



Local Group Setup

Local ldentificr Typo Lescal wvan 19 -~

¢

Lencal latati M

Local n° lvpe Subnot -

= Adaross & (Ceooee ) |

Sutret Amm [y 3

Remote Group Setup

Remote Inentner Typo: Remote WAN 17 -~
Remote Identier. © ( ) |
ltemote 17 1 ype Subnet -~

P Address

™~
N
N}
El
2
2

-/

St nana e ) ]

Aggressive Mode: [}

SR

B AAWSIEZR IR — ESHEAWSH B EBVPNEENRBRERMARAT. BAEH
AWSEZH P §1 FBHEH ( TAWSEEBREFEE ) . ARREAR,

Remote Group Setup

Remote ldentifier Type: Remote WAN IP ~
Remote ldentifier: o 13.56.216.164
Remote IP Type: Subnet w

172.16.10.0

IP Address: 9
255.255.255.0

Subnet Mask:

Aggressive Mode: (]

HB0

# Alp Site to Site ( IpWhBEEIVHEL ) HEEE , #RApply.
Site-to-Site Gancel

Numiber of Connections: O connected, 1 configured, maximum 19 supported.

+@a
O  Connection Name Remote Endpoint Interface IPSec Profiles Local Traffic Selection Remote Traffic Selection Status Actions
0O s2s.01 172.17.92.109 WAN Default 192.168.1.1 172.17.92.109 Disconnected %

e il

B | BERNERVRSIHIZMAWS & B2 37 U5 3 238 BEVPN, BEIvLE 320 B VPN i B 5
W, REERRECESEABRERE , ARESUH T EVPN,



https://community.cisco.com/t5/small-business-support-community/ct-p/5541-small-business-support
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