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[username]

[password]

connect nxos * (make sure we are on the primary)
debug ldap all

term mon
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undebug all
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3
:

2018 Sep 25 10:10:29.144549 ldap: ldap_do_process_tls_resp: (user f-ucsapac-01) - ldap start TLS
sent succesfully; Calling ldap_install_tls

2018 Sep 25 10:10:29.666311 ldap: ldap_do_process_tls_resp: (user f-ucsapac-01) - TLS START
failed
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ethanalyzer local interface mgmt capture-filter "host <address of controller/load balancer>"
limit-captured-frames 100 write volatile:ldap.pcap
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copy volatile:ldap.pcap tftp:

WZlldap.pcapfER& , EWireshark PBRZER , RREARBABILTLSERN .
UL EHSNER—BPEIELUALS , WTEHRR :

Server Hello, Certificate, Certificate Request, Server Hello Done

7 o.498834 I, ssLv2 190 Client Hello

8 0.753307 | TcP 1514 [TCP segment of a reassembled FDU]

9 e.755002 [N TcP 1514 [TCP segment of a reassembled PDU]

18 @.755940 [N TCP 66 56328 - 3268 [ACK] Seq=156 Ack=2943 Win=11776 Len=0 TSval=1166916677 TSecr=1129948a3

875 Server Hello, Certificate, Certificate Request, Server Hello Done
73 Alert (Level: Fatal, Description: Unknown CA)

11 1.085008
12 1.887214
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Secure Sockets Layer
-->TLSv? Record Layer: Handshake Protocol: Multiple Handshake Messages
---->Handshake Protocol: Certificate



—————— >Certificates (xxxx bytes)

b [3 Reassembled TCP Segments (3785 bytes): #8(1448), #9(1448), #11(809)]
v Secure Sockets Layer
¥ TLSvl Record Layer: Handshake Protocol: Multiple Handshake Messages

Content Type: Handshake (22)

Version: TLS 1.8 (@x@381)

Length: 378

v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 7@
Version: TLS 1.0 (0x@381)
» Random

Session ID Length: 32
Session ID: 8d34808098910cR57c220a%a20684445399d6c37d95a0488. ..
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@ez2f)
Compression Method: null (@)
v Handshake Protocol: Certificate
. Handshake Type: Certificate (11)
i Length: 1695
| Certificates Length: 1692
v Certificates (1692 bytes)
Certificate Length: 1889
——» » Certificate: 398206953082057daPd0302910202100ea24819077856017a... (id-at-commonName=[

EIF1EE ACertificate i 17 -
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Select the node
-->Select 'View Certificate’
---->Select the 'Details' tab



Ganzral | Detals  Certification Path |

—Certification path
3 DigiCert Global Root G2
) DigiCert Global CA G2

-

Intermediate T

Leaf
Root

Certificate status:
is certificate is O,

Learn more about certification paths
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iZ#ZCopy to FileiZ1E 3 1% B Certificate Export Wizardi® £ ( #{R E FiBase-64fmBER ) -
EERBFEINESETHER —E.cerBR , ERTREFH.



Certificate X
"General Detals | Certfication Path |

> | Certificate Export Wizard Ed

= = — Welcome to the Certificate Export

= Version v Wizard

_1|Serial number ] This dheb o o
I= ’ o iS5 Wizar 5 you copy certificates, certificate trust
fol Signature algarithe shm2SERSA %‘; ] lists and certificate revocation ksts from a certificate

-||signature hash algorithm sha2ss g store to your disk,

=1/ 1ssuer DigiCert Global Root G2, www.... e A et wih & e b ot .

. y , certi » which is issued by a certi n authority, is

=] 'Iald from Thursday, August Cll' I8 a confirmation of your identity and contains information

|| valid to Tuesday, August 01, 2028 8:0... used to protect data or to establish secure network

—|| Subject DigiCert Global CA G2, DigiCer... :l connections. A certificate store is the system area where

certificates are kept.

To continue, dick Next.

Edit Froperties, I CWYWFE"' |
Learn more about gertificate detals

x| pak | mext> | concel |

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
{" DER encoded binary X.509 {.CER)
1 (% Base-64 encoded X.509 {.CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
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