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IR R R £ £ B (WSA)R H B B EFRREBEH MER @R BES S (WBRS)MURLER!
. RBEECMBEZ—REBFHBAE , REAMT : MXEFESH(WBRS)A(-14),URLERA : €

fis A B PR A B

1563214694.833 117 18.152.21.199 TCP_MISS/382 1116 GET http://example.com - DIRECT/example.com text/f I|t||1
DEF.F.LILT CASE_12- IZIc.'I'au'tGrﬂu;r IIIHHJLtI.ran—ﬂCNE—HWE—NDHE IZIHaultl'rﬂ-up—NDHE =IW -..:I'm =1.4,8}"=" B B H,— = - N
-
= .

==y "t=t, ===, IW_comp, -, =", "=" , "Unknown" , "Unknown" , " =", "=" , 76.31,0, -, "Unknowr® , " =" -, ‘-".

WEBRS Score: -1.4

Category: IW Comp -> Computer and Internet

L EREBENXAZE,

1563214694.033 117 xx.xx.xx.xx TCP_MISS/302 1116 GET https://example.com - DIRECT/exampIe com text/html

DEFAULT CASE 12- DefauItGroup DefauItGroup NONE-NONE-NONE- DefauItGroup NONE, O, ,0,0,0,-,"-",-,-,-,"-
, IWcomp,-,"-"," "Unknown", " Unknown" ,76.31,0, Unknown -,
">
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(FTP)FEEHRR THFE BFS. (BREZXNELRAFTP)

. Rl E T EFE  https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
7/user _quide/b WSA UserGuide 11 7/b WSA UserGuide 11 7 chapter 01001.html#c

on_1208638

MAEBRNBRPEACEEI B ?

1. Cisco Web Security Appliance(WSA)GUI -> Reporting -> Web Tracking

2.
3. Results

Generated: 15 Jul 2019 22:46 (GMT +04:00)

Printable Download

Displaying 1 - 1 of 1 items.
Tirme (GMT +04:00) Website +(count) Hide Al Details... Digpasition Bandwidth User /! Client IP
15 Jul 2019 22:26:31 hittp:/f detectportal. firefox. com,/ sucoess, txt Allow 7558 10.152.21.199
Loxt/plain
L Infrastructure and Content Delivery Netwarks|
95.101.0.43 *
Acoess Policy: "DefaultGroup®™ [WBRS: 1.5] AMP File
Verdict:
Displaying 1 - 1 of 1 items.
Colpmns.,.

URL Category: Infrastructure and Content Delivery Networks

WBRS Score: 1.5


/content/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638
/content/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638
/content/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638
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WebB {58159 (WBRS)E # HiE 0 ffupdater_logs T % , B LU BEBEREHIHEFTP)EAE
BAETEHIEL A, ZCommand Line Interface(CLI),

EFEAKRRE B

1. MR Terminal,

2. & A fr Ttail,

3. iE#Zlogs number ( ERBURREEN BFFRAMNEE ) .
4. BER B

WSA.local (SERVICE)> tail

Currently configured logs:

1. "xx.xx.xx.xx" Type: "Configuration Logs" Retrieval: FTP Push - Host

XX .XX.XX.XX

"Splunk" Type: "Access Logs" Retrieval: FTP Poll

"accesslogs" Type: "Access Logs" Retrieval: FTP Push - Host xX.xXX.XX.XX
"amp logs" Type: "AMP Engine Logs" Retrieval: FTP Poll

g W N

"archiveinspect logs" Type: "ArchivelInspect Logs" Retrieval: FTP Poll

43. "uds_ logs" Type: "UDS Logs" Retrieval: FTP Poll

44. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

45. "upgrade logs" Type: "Upgrade Logs" Retrieval: FTP Poll

46. "wbnp logs" Type: "WBNP Logs" Retrieval: FTP Poll

47. "webcat logs" Type: "Web Categorization Logs" Retrieval: FTP Poll
48. "webrootlogs" Type: "Webroot Logs" Retrieval: FTP Poll

49. "webtapd logs" Type: "Webtapd Logs" Retrieval: FTP Poll

50. "welcomeack logs" Type: "Welcome Page Acknowledgement Logs" Retrieval: FTP
Poll

Enter the number of the log you wish to tail.

[1> 44

Press Ctrl-C to stop scrolling, then g  to quit.

Mon Jul 15 19:24:04 2019 Info: mcafee updating the client manifest

Mon Jul 15 19:24:04 2019 Info: mcafee update completed

Mon Jul 15 19:24:04 2019 Info: mcafee waiting for new updates

Mon Jul 15 19:36:43 2019 Info: wbrs preserving wbrs for upgrades

Mon Jul 15 19:36:43 2019 Info: wbrs done with wbrs update

Mon Jul 15 19:36:43 2019 Info: wbrs verifying applied files

Mon Jul 15 19:36:58 2019 Info: wbrs Starting heath monitoring

Mon Jul 15 19:36:58 2019 Info: wbrs Initiating health check

Mon Jul 15 19:36:59 2019 Info: wbrs Healthy

Mon Jul 15 19:37:14 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:15 2019 Info: wbrs Healthy

Mon Jul 15 19:37:30 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:31 2019 Info: wbrs Healthy

Mon Jul 15 19:37:46 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:47 2019 Info: wbrs Healthy

Mon Jul 15 19:38:02 2019 Info: wbrs updating the client manifest

Mon Jul 15 19:38:02 2019 Info: wbrs update completed

Mon Jul 15 19:38:03 2019 Info: wbrs waiting for new updates

Mon Jul 15 20:30:23 2019 Info: Starting scheduled release notification fetch
Mon Jul 15 20:30:24 2019 Info: Scheduled next release notification fetch to occur at Mon Jul 15
23:30:24 2019

Mon Jul 15 23:30:24 2019 Info: Starting scheduled release notification fetch
Mon Jul 15 23:30:25 2019 Info: Scheduled next release notification fetch to occur at Tue Jul 16
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wsa.local (SERVICE)> telnet updates.ironport.com 80
Trying XX.XX.XX.XX...
Connected to updates.ironport.com.

Escape character is '""]'.

wsa.calo (SERVICE)> telnet upgrades.ironport.com 80
Trying XX.XX.XX.XX...
Connected to upgrades.ironport.com.

Escape character is '""]'.
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HEREIMRKREZEEBEWSANINTALOSERHENEEBIR , BNAAXBEREN , AIFE
BB BN TALOSEI Bk 12 32 3 5 2R A 3R L

A A AL T EE TR EE - https://talosintelligence.com/reputation center/support
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https://talosintelligence.com/reputation_center/support

Reputation Center Support

~ Chose Web related Dispute
bmit a Reputation Ticke

Use this section to fill the problematic website.
Once you enter the Website name, you can hit
- the lookup button, if the reputation does not
match What you think it should be, then put the
reputation manually (see next screanshot)

Please add the comments why you think this
reputation should be changed.

“ Examples. Malware Activity, scan results,
business impact.

SUBMIT

BT "E8, RANFHERSIHNERRNER.

Type of Ticket

Submit only Reputation Tickets

(®) Web - Websites, URIs, or web IP addresses to be investigated

DISPUTE REPUTATION

cisco.com

LOOKUP

If the reputations do not populate as you enter them, click the 'Lookup’ button.

BEE : Cisco TALOSRX AT E—RFHESIRERMREERES , MRBERS , BAILIHBE
EVWHITELISTEBLOCKLIST , AR ERRIREEREZHNERG E, Al , B lmw
B (WAFAAEERBEEURL) .

M R/AWeb BB B RRZXFHR ?

EREINMRREZEREWSANINTALOSEAMHEN S B R , BKNRAETREAMNER , A
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/content/en/us/support/docs/security/web-security-appliance/214699-web-reputation-score-wbrs-and-web-cate.html#anc30

EIE|TALOSHEIEHF M 2 IR R EH
: https://talosintelligence.com/reputation _center/support#categorization

ATRXER  FREUTRARE.

Reputation Center Support

Use this section to fill the problematic website.

=" Once you enter the Website name, you can hit
Support licket - the lookup button, if the category does not match
What you think it should be, then put the category
manually (see next screenshot).

WEB CATEGORY

Please add the comments why you think this
- category should be changed.

Examples. Type of content being delivered.

HEEEHER , FRTAZETEELRATHSMAUNART , YRASUERTRAR,


https://talosintelligence.com/reputation_center/support#categorization

Reputation Center Support

Web Categorization Support Ticket

URL/IPs/Domains to Dispute
You can inspect up to 50 entries for reputation disputes at one time.

To submit this ticket you must either add to or replace the existing category for each disputed url.

DISPUTE WEB CATEGORY
cisco.com COMPUTERS AND INTERMNET
|
Unknown
Mot Actionable
Adult

Lm Advertisements

Alcohol

If the categories do not populate as you enter them, click t i

Astrology
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wsa.local (SERVICE)> telnet updates.ironport.com 80
Trying XX.XX.XX.XX...
Connected to updates.ironport.com.

Escape character is '""]'.

wsa.calo (SERVICE)> telnet upgrades.ironport.com 80
Trying XX.XX.XX.XX...
Connected to upgrades.ironport.com.

Escape character is '""]'.

2. MRIER/EM AR |, FA LFREREREER DFEREIRT LR,

SHMREREE , BEMARBIER , AIFHHWHER : #CLIIGUIEH>RLBY — >BEHKN
Bh il — >EH.

AERESE | MRILBRERY , FRET -5,

4 b | REEMBupdater_logs:open terminal:CLI->tail->((&#%updater_logs A RN B E ., )iE
H& fE E #T B S ER R HF1T,

HE#51THELL "Received remote command to signal a manual update s TBA%R :

Mon Jul 15 19:14:12 2019 Info: Received remote command to signal a manual
update

Mon Jul 15 19:14:12 2019 Info: Starting manual update

Mon Jul 15 19:14:12 2019 Info: Acquired server manifest, starting update 342
Mon Jul 15 19:14:12 2019 Info: wbrs beginning download of remote file
"http://updates.ironport.com/wbrs/3.0.0/ip/default/1563201291.inc"

Mon Jul 15 19:14:12 2019 Info: wbrs released download lock

Mon Jul 15 19:14:13 2019 Info: wbrs successfully downloaded file
"wbrs/3.0.0/ip/default/1563201291.inc"

Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs applying component updates

Mon Jul 15 19:14:13 2019 Info: Server manifest specified an update for mcafee
Mon Jul 15 19:14:13 2019 Info: mcafee was signalled to start a new update

Mon Jul 15 19:14:13 2019 Info: mcafee processing files from the server manifest
Mon Jul 15 19:14:13 2019 Info: mcafee started downloading files

Mon Jul 15 19:14:13 2019 Info: mcafee waiting on download lock
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http://updates.ironport.com/wbrs/3.0.0/ip/default/1563201291.inc
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Web %55 &1 I & H AR BB IR1E -
PR :
-10-6.0
-5.95.9

DVS

DVS
6.0-10.0
RBRRE :

-10-9.0 drop

-8.95.9

6.0-10.0
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-10-6.0

-5.90.0 Web
Sk 43 KB O K 2 A EE 7
ROFEHURLECiscoERER B RN EARBREFTINN, BEESHELNBEL,

I{AIRE L1k R SRYURL?
1| BEFEOHAE  ERLERE — >HEE,

Access Policies

Add Policy... |

Pratocals and
Orger  Group User Agemis URL Filtgrimg | AppEcations  Objects Anti-Malwarg and Reputation Deleta

Global Policy

s No biocked items  Monitor: B6 | Mondtor: 356 Mo biocked items | Advanced Makware Protection: Enabled
Tdentification Prafile: All

Anki-Malware Scanning: Enabled

Click on the URL Filtering section in the required Policy

2B FREBE "ROEHNURL) #2,

Uncategorizod URLE: | | Momitoe B
Dot Action for Update Cotegaries: (1 Losnt Restnctive [E]

3BEFTEREZ— , BlMonitor. BlockzWarn,

4. SubmitF1CommitE X,

R EERAER MM ?

AILECLIFER U T EHMMEIER : updateconfig

WSA.local (SERVICE)> updateconfig

Service (images): Update URL:

Webroot Cisco Servers



Web Reputation Filters Cisco Servers

L4 Traffic Monitor Cisco Servers

Cisco Web Usage Controls Cisco Servers
McAfee Cisco Servers

Sophos Anti-Virus definitions Cisco Servers
Timezone rules Cisco Servers

HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:

Webroot Cisco Servers

Web Reputation Filters Cisco Servers

L4 Traffic Monitor Cisco Servers

Cisco Web Usage Controls Cisco Servers
McAfee Cisco Servers

Sophos Anti-Virus definitions Cisco Servers
Timezone rules Cisco Servers

HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Update interval for Web Reputation and Categorization: 12h
Update interval for all other services: 12h

Proxy server: not enabled

HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Webroot

- Web Reputation Filters

- L4 Traffic Monitor

- Cisco Web Usage Controls

- McAfee

- Sophos Anti-Virus definitions

- Timezone rules

- HTTPS Proxy Certificate Lists

- Cisco AsyncOS upgrades

Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
(1>

et LENEEREMAREENNER  EFERRMAZMEENERBHHTERNIER
o AIFEAEAIES MBS ER

HEGUIL : RFETE — >ABNERRE,



Upgrade and Update Settings

Automatic Updstes: Update Interval for Web Reputaticn and Cabeperization: 1Fh
Updabe Interval for All Difer services (Mol Incheding Async0S): 13h
Upgrade Motification i | Evsbled

Renting Table: | Management
Updabe Server (lst): | Dymamac [Oscs Usdste Server)
Updiaste Server [images): Dynamic (Caco Update Server)
Preay Serves:  Not Enabled

Edit Update Settings
to change the value

Bt Updata Sattings... |

Edit Update Settings

Categorination

Updste Ieterval fod AN CRbes Sivviies | [13h
[Nt Dractuiting AEyn00S1:

MARURLSIARRR/RBE ?

B ARMROEHWET |, Cisco TALOSHURLEFEERRE, SEELZRNEBEBRAMBEA
EERAEETANNE, HIF S LUEHURLIEB I B EXURLER , ZERIEENFHREER
EFAFMFHIERERZRE LERE/EE , YETRBURLERZEERER T2 EE(WSA)SEILRE
FURLIBEBREMNE R T HEIX,

EBURLIIANARE/RRE  FHTUTSE -

1. £ B EHZURLE BB URL,

FEGUIF , B4 EWeb Security Manager -> Custom and External URL Category.



«lias Cisco S370

CISCO Web Security Appliance

e e J—

Authentication

Identification Profiles

Upgrade and  seas Policies

Reporting

Web Policies

UL R TR R LT Decryption Policies _
Routing Policies ‘al for Web Reputatic
Access Policies 3l for All Other servi

Overall Bandwidth Limits

Data Transfer Policias

Cisco Data Security o Update Server)
e e = o0 Update Server)
External Data Loss Prevention

Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

Custom and External URL Categories

Define Time Ranges and Quotas
Copyright © 2003-2018 ¥ Statement
Bypass Settings

L4 Traffic Monitor

2.Add Category:

Custom and External URL Categories

Order | Category Category Type Last Updated Feed Content Delete
1 | googledrive Custom (Local) N - i}
2 | Trusted URLs Custom {Local) N/A - i}



Custom and External URL Categories: Add Category

Edit Custom snd Dxtarmal URL Catagory

Vame: wEET =
T = Insert the sites that you want to
Categery Type: | Lacal Custom Categesy ] *______———____'_ WhiteliSt

webbiaied Lo
wbsindcom

In case you want to whitelist a
____ specific page or subdomain,

= hovanoed | Reguisr Expression: —

e you can use the regex part

o, J0.0.0.0, JOU1-AJ000: 1:: 0, waarmp. com. |

Ener gumt FeQUlsr Sares i Do bng.

=3 —— Submit Changes

4.URL(— >— > URL)

Access Policies

Add w... I
Pratocels and
Order  Group User Agaris URL Filtering = Applcations  Objects Anti-Malwarne and Reputation Delete
Global Web Reputation: Enabled

Policy -
Idantiication Profile: Al | Ve Bocked kems. | Monkor: 56 Monitor: 356 | Mo blotked items

Click on the URL Filtering section in the required Policy

Access Policies: URL Filtering: Global Policy

Custom and External URL Category Filtering

No Custom Categories are included for this Policy.

[ Select Custom Categories... |

6. ERMURLIBIBEREF SIEREEE , MTFAAR.

Select Custom Categories for this Policy

Category Category Type Setting Selection |
testcat Custom (Local) Exclude from policy
WHITELIST Custom (Local) || Include in policy




7.E&RRE "PHIERIPRIEEE |

"RFFEERE) . MREFLEURLEBIFRMSIZE , Fi§ T1RE
JRER TER,

Access Policies: URL Filtering: Global Policy

Custem and External URL Category Filtering

Thase RL Catepories sre defined a8 grewy memberghip crifenia, Al sther calepavics

#T et apiicabic for By palcy

Bloek Radisnet Allew T L Wars L F Quots-Baied  Time-Baied
(=] 4] (4] £ i [x]
Category Cabegory Type Select all Sednct Ml Selet ol Sedect all Select 3l [Unavailabie)
) WHITELIST Centom [Loc) o -
Salect Cuttom Catecories i |
I| |
\

!
Chose the Allow Action to Whitelist

Chose the Block Action to Blocklist
Chose the Monitor Action to keep as default

8. SubmitFCommitE X,
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