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interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host nane Pi xfirewal

fixup protocol ftp 21

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol snmtp 25

fixup protocol sqglnet 1521

nanes

!--- Define the access 1list to enable split tunneling.
access-list 101 permit ip 10.10.10.0 255.255.255.0

10. 10. 8. 0 255. 255. 255. 0 access-list 101 permt ip

10. 10. 11. 0 255. 255. 255. 0 10.10.8.0 255.255.255.0 /---
Define the access 1list to avoid network address !---
translation (NAT) on IPsec packets. access-list 102
permt ip 10.10.10.0 255.255.255.0 10.10.8.0

255. 255. 255. 0 access-list 102 permt ip 10.10.11.0
255. 255. 255. 0 10. 10. 8. 0 255. 255. 255. 0 pager lines 24 ntu
out si de 1500 ntu inside 1500 ntu intf2 1500 !/---
Configure the IP address on the interfaces. ip address
outside 172.16.10.1 255.255.255.0 i p address inside
10. 10. 10.2 255.255.255.0 no ip address intf2 ip audit
info action alarmip audit attack action alarm !/---
Create a pool of addresses from which IP addresses are

assigned !--- dynamically to the remote VPN Clients. ip
| ocal pool vpnpool1l 10.10. 8. 1-10.10. 8. 254 pdm history
enabl e arp tinmeout 14400 !--- Disable NAT for IPsec

packets. nat (inside) O access-list 102 route outside
0.0.0.0 0.0.0.0 172.16.10.2 1 route inside 10.10.11.0
255.255.255.0 10.10.10.1 1 tinmeout xlate 3:00: 00 tinmeout
conn 1:00:00 hal f-cl osed 0:10: 00 udp 0:02: 00 rpc 0:10: 00
h225 1:00: 00 tinmeout h323 0: 05: 00 ngcp 0:05:00 sip

0: 30: 00 sip_nedia 0:02:00 timeout uauth 0:05: 00 absol ute
aaa- server TACACS+ protocol tacacs+ aaa-server RADI US
protocol radius aaa-server LOCAL protocol |ocal no snnp-
server |ocation no snnp-server contact snnp-server
conmuni ty public no snnmp-server enable traps fl oodguard
enable !/--- Permit packet that came from an IPsec tunnel
to pass through without !--- checking them against the
configured conduits/access lists. Sysopt connection
pernmit-ipsec !--- Define the transform set to be used
during IPsec !--- security association (SA) negotiation.
Specify AES as the encryption algorithm. crypto ipsec




transformset trnsetl esp-aes-256 esp-sha-hmac !---
Create a dynamic crypto map entry !--- and add it to a
static crypto map. crypto dynam c-map map2 10 set
transformset trnmsetl crypto map napl 10 i psec-isaknp
dynamic map2 !--- Bind the crypto map to the outside
interface. crypto map napl interface outside !--- Enable
Internet Security Association and Key Management !---
Protocol (ISAKMP) negotiation on the interface on which
the IPsec !--- peer communicates with the PIX Firewall.
i saknp enabl e outside isaknp identity address /---
Define an ISAKMP policy to be used while !---

negotiating the ISAKMP SA. Specify !--- AES as the
encryption algorithm. The configurable AES !--- options
are aes, aes-192 and aes-256. !--- Note: AES 192 is not

supported by the VPN dient.

i sakmp policy 10 authentication pre-share

i sakmp policy 10 encryption aes-256

i sakmp policy 10 hash sha

i saknmp policy 10 group 2

i sakmp policy 10 lifetime 86400

!--—- Create a VPN group and configure the policy
attributes which are !--- downloaded to the Easy VPN
Clients. vpngroup groupnarketing address-pool vpnpool 1
vpngroup groupmarketing dns-server 10.10.11.5 vpngroup
groupnmar keting wi ns-server 10.10.11.5 vpngroup
groupnmar keti ng defaul t-donain orgl. com vpngroup
groupnmarketing split-tunnel 101 vpngroup groupnarketing
idle-time 1800 vpngroup groupmarketing password ****xx*x*
telnet tineout 5 ssh tineout 5 console timeout O
termnal width 80

Crypt ochecksum c064abce81996b132025e83e421eelc3 : end

AR FHERET  BREREERESISAKMPRIEIF T ER Eaes-192, VPNEF i A X BN
aes-192,

AE  ZRHRAY , FEFAIKERE X E & a5 Hisakmp client configuration address-poolFlcrypto
map client-configuration address., 182 , HRABFIRA (SXRESHRE ) , EEHHTTELE,
33 72 7] LA fiE Fvpngroup address-pool s 4 18 & 2 i 3 31t St
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# ¥PN Client | Create New ¥PN Connection Entry ' |

Connection Entry: | Connect to Pl

LD escrption:

Host: 117216.101

Authentization ITranspnrt Backup Servers I Dial-Up |

' Group Authentication

M arne: grouprnark.eting

Paszword: s

Confirmn Pagsward; | ==

" Cerlificate Authentication

M ame: I ll

[T Send CA Cetificate Chain

Eraze zer Paszword | Save I Cancel
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- RERRENAREITE RS "Connected toy , BIRERIKE B
# VPN Chent - Version 4.0.3 (A) e 18] =]
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s & B X R

[hebeta

Connecton Eriries ||:¢ﬂ'.¢m | Log |

L Lonnect o PIX 172.16.10.1 IPSec/UDP
—

Connacted to "Connect bo PIX". 'IF Address: 10.10,8.1 T
o>

AR ERRERT , —BEIER , VPNEFHRSR/NMEEWindows TEFE T AN RFEFTLBHN
FASHE R, M Fclosed-lockBl/RAEVPNE PR E B R,

FEPIXBh X & L, i€ Lshowdn & A A A BR 7R B M ERAVARRE,

X : Output Interpreter Tool(EMEME FFEA) X EFE Lshowin & , E A FFEMRAshowdn T
H Y 2 47 o
- show crypto ipsec sa — BRPIX L FT A E#lIPsec SA, ItH B BB TR ERHSHENE

BRIP 3 HE EEE’JIPiniJJ: ZR 3t | Pith 31k A1 97 T SA 2 8 PR B9 AN R S AR

Pi xfirewal | #show crypto ipsec sa

interface: outside
Crypto map tag: mapl, local addr. 172.16.10.1

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (10.10.8.1/255.255.255.255/0/0)
current _peer: 172.16.12. 3:500

dynam c allocated peer ip: 10.10.8.1

PERM T, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0O
#pkts decaps: 25, #pkts decrypt: 25, #pkts verify 25
#pkts conpressed: 0, #pkts deconpressed: 0O
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#pkts not conmpressed: 0, #pkts conpr. failed: O, #pkts deconpress failed: 0
#send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.10.1, renpte crypto endpt.: 172.16.12.3
path mu 1500, ipsec overhead 64, media ntu 1500
current outbound spi: cbabdOce

i nbound esp sas:
spi: 0x4d8a971d(1300928285)
transform esp-aes-256 esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: napl
sa timng: remaining key lifetime (k/sec): (4607996/28685)
IV size: 16 bytes
replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: OxcbabdOce(3417034958)
transform esp-aes-256 esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: napl
sa timng: remaining key lifetime (k/sec): (4608000/28676)
IV size: 16 bytes
replay detection support: Y

out bound ah sas:

out bound pcp sas:

- show crypto isakmp sa — B R ¥ F 8 2 BBEMNISAKMP SARYAREE,

Pi xfirewal | #show crypto :l.sakmp sa

Tot al 1

Enbryonic : 0
dst src state pendi ng created
172.16.10.1 172.16.12. 3 QWL I DLE 0 1

REREDE A

RERENEA TR NG EEE TR,
iE Edebugtn & A BN BEBRVPNER E B,

at : BidebuglE T Bl . FBRBEB@MDebuglE THEEEH.

- debug crypto isakmp — B~ EEBEMISAKMP SARI 2 EHIPsecB M. TEISAKMP SAF ™
HAR , PIXATREEE#EZISAKMP SAH B 2 Al ZBEZRER "FoER, E%€., —BEREE
ISAKMP SA , siE i@ IPsecB. F& , EEERBREZ <8 , TRESEEXSEES

, tndebugi & Fr 7o
crypto_i saknmp_process_bl ock: src:172.16.12. 3, dest:172.16.10.1 spt: 500 dpt: 500
OAK_AG exchange
| SAKMP (0): processing SA payload. nessage ID = 0


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

| SAKMP (0): Checking ISAKMP transform 1 against priority 10 policy

| SAKVP: encrypti on AES- CBC

| SAKMP: hash SHA

| SAKVP: default group 2

| SAKMP: extended auth pre-share (init)

| SAKVP: life type in seconds

| SAKVP: life duration (VPI) of 0Ox0 0x20 Oxc4 0x9b
| SAKVP: keyl engt h of 256

!--- Proposal is rejected since extended auth is not configured. | SAKMP (0): atts are not
acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKVP: encrypti on AES- CBC

| SAKIVP: hash MD5

| SAKVP: default group 2

| SAKVP: extended auth pre-share (init)

| SAKVP: life type in seconds

| SAKVP: life duration (VPI) of 0Ox0 0x20 Oxc4 O0x9b
| SAKVP: keyl engt h of 256

!--- Proposal is rejected since MD5 is not specified as the hash algorithm. | SAKMP (0): atts
are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKVP: encrypti on AES- CBC

| SAKMP: hash SHA

| SAKVP: default group 2

| SAKVP: auth pre-share

| SAKVP: life type in seconds

| SAKVP: life duration (VPI) of 0Ox0 0x20 Oxc4 O0x9b
| SAKVP: keyl engt h of 256

!--- This proposal is accepted since it matches ISAKMP policy 10. | SAKMP (0): atts are
acceptable. Next payload is 3

| SAKMP (0): processing KE payl oad. nessage ID = 0

!-—- Output is suppressed. OAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM I DLE

| SAKMP (0): processing SA payl oad. nessage | D = 3348522173
| SAKMP . Checking IPSec proposal 1

| SAKMP: transform 1, ESP_AES

| SAKVP: attributes in transform

| SAKVP: aut henti cator i s HVAC- MD5

| SAKVP: key length is 256

| SAKVP: encaps is 1

| SAKVP: SAlife type in seconds

| SAKVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b
!--- This proposal 1is not accepted since transform-set !--- trmsetl does not use MD5. | SAKMP
(0): atts not acceptable. Next payload is O

| SAKMP (0): skipping next ANDed proposal (1)

| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_AES

| SAKVP: attributes in transform

| SAKVP: aut henticator is HVAC SHA

| SAKVP: key length is 256

| SAKVP: encaps is 1

| SAKVP: SAlife type in seconds

| SAKVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b
!--- This proposal is accepted since it matches !--- transform-set trmsetl. |SAKMP (0): atts

are acceptable.
| SAKMP (0): bad SPI size of 2 octets!
| SAKMP : Checking | PSec proposal 3

!-—- Output is suppressed.



- debug crypto ipsec — R B EIPsec SAHERIE A
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.16.12. 3

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 12, hmac_alg 1) not
support ed

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 12, hnmac_alg 1) not
support ed

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 12, hnmac_al g 2) not
support ed

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 12, hnmac_alg 1) not
support ed

| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nsg.) dest= 172.16.10.1, src= 172.16.12. 3,
dest _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
src_proxy= 10.10. 8. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transform= esp-aes-256 esp-sha-hmac ,
l'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x4
| PSEC( key_engi ne): got a queue event...
| PSEC(spi _response): getting spi OxfbOch69(263244649) for SA
from 172.16.12.3 to 172.16.10.1 for prot 3
| PSEC( key_engi ne): got a queue event...
I PSEC(initialize_sas): |,
(key eng. nsg.) dest= 172.16.10.1, src= 172.16.12. 3,
dest _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
src_proxy= 10.10.8.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transform= esp-aes-256 esp-sha-hmac ,
l'i fedur= 2147483s and O0Okb,
spi = Oxfb0cb69(263244649), conn_id= 2, keysize= 256, flags= 0x4
I PSEC(initialize_sas): |,
(key eng. nsg.) src= 172.16.10.1, dest= 172.16.12. 3,
src_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
dest _proxy= 10.10.8.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transform= esp-aes-256 esp-sha-hmac ,
l'i fedur= 2147483s and Okb,
spi = Oxda6c054a(3664512330), conn_id= 1, keysize= 256, flags= 0x4
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