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&t : $8MCommand Lookup Tool(EMREERE F)ERABA TR FEANHEHESEN.
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Checkpoint
VPNS000 17218124.35/28 172.18.124.154i28  Firewall
Concentrator "RTPCPVPN"
"cisco_endpoint” J' 172.18.124.34i128 |172.18.124.157i28

\ Internet /
Router

192.168.1.1/24 10.32 50.50/24
' I I I
Network Network
192.168.1.Xi24 10.32.50. X124
“inside_cisco" "cpinside"
pEL U
AERSFEALERE,

Cisco VPN 5000 Concentrator

[ 1P Ethernet 0:0 ]

Mode = Rout ed
Subnet Mask = 255.255.255.0
| PAddr ess = 192.168.1.1
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[ General ]

| PSecGat eway

[ IKE Policy ]

Et her net Addr ess = 00: 00: a5: €9:¢c8: 00

Devi ceType = VPN 5002/ 8 Concentrator
Confi guredOn = Ti neserver not configured
Confi gur edFrom = Conmmand Li ne, from Consol e
Devi ceNane = "ci sco_endpoi nt"

172.18.124. 34

Protection = SHA DES &

[ Tunnel Partner VPN 1 ]

KeylLi f eSecs = 28800

Local Access = "192.168. 1.0/ 24"
Peer = "10. 32.50. 0/ 24"
Bi ndTo = "ethernet 1:0"
Shar edKey = "ciscorul es"
KeyManage = Auto

Transform = esp(sha, des)
Part ner = 172.18. 124. 157
Mode = Main

[ 1P VPN 1]

Nurber ed = Of

Mode = Rout ed

[ I'P Ethernet 1:0 ]

| PAddr ess = 172.18.124. 35
Subnet Mask = 255. 255. 255. 240
Mode = Rout ed

[ IP Static ]
10.32.50.0 255.255.255.0 VPN 1 1

Configuration size is 1131 out of 65500 bytes.

Checkpoint 4.1B5 X &

SERA T BB LAEL i Checkpoint 4.185 K &

1. i Properties > Encryption A& E & B IPsecE F5 /R , L EBEKeyLifeSecs = 28800 VPN
Concentratoréas 5 — 2, EXE : #Checkpoint Internet Key Exchange(IKE)4£ 2 E R B A&



Properties Setup

High&wailsbilty |  IPPoolMAT | Accesslists | Desktop Securty |
Securty Paolicy ] Tratfic Control ] Services ] Log and Alert ] Security Servers ]
Authentization ] S MDefender ] LDAF Encryption l ConnectControl ]

SKIP M arual IPSEC

[~ {Enable Expartable SKIR _

: 5P allocation range [hes):

Change SEIP Session Key :

Everny |1 n Seconds [0 for infinity) From |'I a0

ar

Every 10485760 Bytes (0 for infirity] To i

IE

Renegotiate [KE Security Azzociations every |'| 4410 minutes

Henegaotiate IPSEC Security Aszociations every |EEEEIEI gseconds

Ok, Cancel Help

=n
aX 18 o

. i##EManage > Network objects > New ( ZXEdit ) > Network , A EBREARIH( "
cpinside. )BBEMBY R, =L SPeer = "10.32.50.0/24" VPNEHREH S,



Metwork Properties |

General | MAT |

Mame:

P Address: [103250.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

* |ntemnal ¢ Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

3. i##Manage > Network objects > Edit A #7#8VPNE # 85 /£ Partner = <ip>@n & g @RI B
( TRTPCPVPN, BREY ) RN E R, ELocation Fi&#ZInternal. i#{EGateway/EA ! 5l
- ¥&EModules Installed T #YVPN-1 & FireWall-1FManagement Station.



Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
l_ Flood(z ate-1 Wersior | 4.1 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

4. iE1#Manage > Network objects > New ( ZREdit ) > Network , &VPNEE #2519 7136
("inside_cisco") B El B ¥ R, iEFERFSLocalAccess = <192.168.1.0/24> VPN



Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

P Address: [192.166.1.0 Get address |

Met Masgk: |£05.205.255.0

Comment: Color: I ] vl

|' Lacation: |' Broadcast:

" Intemal @ Esxtemnal it Allowed O Dizallowed

ak. Cancel Help

Concentratorig & o

5. iZ#ZManage > Network objects > New > Workstation , £ &B( "cisco_endpointy )VPNEH
BEEMEE R, EREFIREHAVPNEHRESH Toutsides NE(EARES
, 172.18.124.352|PAddress = <ip>f M IP#iit), fELocation T iE#ZEExternal, E1{E
GatewaytE A E B, 5 : BFMEVPN-1/FireWall-1,



Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. i###Manage > Network objects > Edit AR B & 2N 2 ( B4 "RTPCPVPN. ) VPNE
B, =5 , BEHM K ALETHRETBERERMEE (BA "cpinsides ) AF. &
Encryption schemes defined T , IBIFIKE , #A#% 1% — T Edit.



Workstation Properties |

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 4 | "I
— Domair: — Encmyption gchemes defined: ——
O Walid Addresses(of Interfaces) r ||'%‘| Manual IPSEC
+ Other: r SHIP
inzi I [ Pz
[T Exportable for SecuRemote Edi... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

7. BIKEB M E R ADESIZEMSHA15%E , LABESHA_DES_G2 VPNEFEG T —H. & :
G2, =iEDiffie-Hellmanff 152, ERIESP , BRWEHEST 'G2, =& 'G1y . ERATER
E : BUHEZEAggressive Mode. iZH Supports Subnets, 7EAuthentication Method T &



Generall Interfacesl SNMF‘I MNAT I Certificates  WPM |.-5'-.uthE 1 | "I
|

General |
— K.ep Negotiation Encryption Method(z): - — Hazh Method: —
I~ MDE

r CAST
r IDES IF SHAT

— Authentication Method:
W Pre-Shared Secref Edit Secrets...
[T Public Key Signatures [Eatfigure..

[T Supports Aggresive Mode W Supports Subnets

ak. I Cancel Help

Pre-Shared Secret,
8. #& — T Edit Secrets AR EFE L €18 , LI{EEESharedKey = <key> VPN Concentratorip 5 —




Workstation Properties

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I
|

IKE Properties h
Gereral |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

cizco endpoint

Bt

E dit

Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

.
9. i##EManage > Network objects > Edit A #®%§ 'cisco_endpointy; VPNE ., £DomainT , i#
FOther , RZRBIFVPNEFREEMEE ( A" inside_cisco" ) BIAHEL, TEEncryption schemes

defined T~ , IBIEIKE , A% & — TEdit.




Workstation Properties |

Generall Interface&l SNMF'I MAT - WPN |

— Domair: — Encmyption gchemes defined: ——
€ Disabled M B2 Manusl IPSEC
O Walid Addresses(of Interfaces) ~ & _
+ Other: r SHIP
I % inzide_cizco j
I | Exportatie fan Secut eminte Edi... |
= et ot Legang
I | it rafhe Eentel Legaig

aFk. I Cancel Help

10. EIKEB M FE RN ADESMBZEFSHA1HE |, LAEESHA_DES_G2 VPNEF G T — B, XX :
G2, RigDiffie-HellmanfB152, FERIEYF , REREHES 'G2, =% 'G1, . BEHUT
R IE : BUHIEEAggressive Mode, #EH Supports Subnets, #EAuthentication Method T &



Generall Interfacesl SNMF‘I MAT I Certificates  WPM |.-’-'-.uthE 1 | "I
|

General |
— Key Negotiation Encyption Method(z]: - — Hazh Method:
™ MDE

r CAST
I &= 30es I SHAL

— Authentication Method:
I Pre-Shared Secret Edit Secrets...
[T Public Key Signatures [Earfigure..

[T Supports Aggresive Mode | Supports Subnets

k. I Cancel | Help |

Pre-Shared Secret.
11. 2 — T Edit Secrets \FR EFB L A £ , SI{EEESharedKey = <key> VPN Concentratorip % —

IKE Properties X |
General |
Shared Secret
—Shared Secrets List;
Shared Secret
RTPCFWFM i £ i
Remove
]S Cancel |
Ok, Cancel | Help |
ES)

12. £ "RERESE, REP , MA—FRE , HPRMEEH A Tinside_ciscos M T
cpinsides (#¥m@ )., SetService=Any. Action=Encrypt#ITrack=Long.



?‘5"'FITP['P'UFH - Check Pomnt Policy Editos
File Edit “iew Manage Policy ‘Window Help
HERo | lfae E558 65 EEFgils o BEERY&

55 Secuity Policy - Standard | £ Address Translation - Standard | ¥ Bancwidtn Poiicy - Standard |

m Source |D351ina’riun | Service | Action
% ineide_cisco % Cpingide —f::
I ' cpinside £, inside_cisco @ Any Encrypt Dj Long
< I
For Help, press F1 RTPCPYPM |ReadAniite

13. 7 "#4E, EET , B—T#HEMEncryptE R , A%I1EZIZEdit properties SAFL & 11 2 SR #%

frity Palicy - Standard | {59 Address Translation - Standard | FEF Bandwidth Policy - Standard |

P P10 Hiost Pt | dap-Servers @ Idap ]E_ﬂ[ accept

Pl PV Hiost Pt | ogical-Servers *w |oad_agent accept

=

ﬂ dest-unreach Edit Erierration
b echo-reply

E echio-reguest accept

S iemp-proto

HHp
m info-reqly @ drop
e INTD-FEE

—% inzide_cizco % Cpinside ] —
n i
B cpinside S inside_cisco ©) any EW

@ Ay @ &y ‘5’“.‘,5 miask-rephy E e reject

Loy AT ——

gy |

wl

14. EEIKE , A% E— TEdit,
Enciyption Properties |

General |

— Erncryption zchemes defined: —

- o

" I Manual IPSEC

™[] SHIP
™ [y Pz

ak. Cancel Help

o=

L]

15. 7£ TIKEBM. REH , EdUE LB M L B Transform = esp(sha , des)VPN Concentratorfp



T £ "Eif, T, RENZE+EHTEBMEESP). MEEREEEADES , ERTEME

ASHA1 , MAFFNEEREEANIBVPNEFREEME (BA "cisco_endpointy ). #&—T
IKE Properties |
General |

Tranztorm:
L‘}S % Encryption + Data Integrity [ESF)
™ Data Integrity Only [&H)

E ncrpphion &lgarithnn: DES |

D ata [nkegriby

Allowed Peer Gateway:

[T Usze Perfect Forward Secrecy

aF. Cancel Help

r()}(J ( EEEE ) o
16. BLERE B , 7ECheckpointiZE F1iZ#ZPolicy > Install LA 5558 2 3K,

e

BRI EERARIERNBRERERF.

RER: AR

VPN 5000 Concentratori [EHEER b5

BHEFESRT E(EHEEREFFERA)OIT)XERE Eshowin T, EAOITREshowds & i i 49 5 #7

o

Bi¥EE : £/ debug BT 28 , FFL 2B EE Debug ETHEEEH.

. vpn trace dump all — EEREBEMECER N VPNERNEN , SIEEHEEE. VPNiRR, HE
BHERIPHu, EETHEESHRNENR , URERLEEBNBER TERREHBRNEENR
B EXRITHR,

- show system log buffer — B RAL HFETEN AR,

. show vpn statistics — B REAE. SEBHENLERAURRENAES, ERAEECESE K #|
TEeoOESEKRARENSY . F2RREBEHTHIH . )(Current Active) — E BISE ENEAR
o Negot — EHIHEERE. Hgh water — B EXEFREUARZ A HESEHEHFE B Running
Total — ﬁbﬂi%ﬁﬁ&@fﬁﬁi%ﬂ’ﬂﬁﬁﬁ%ﬁo Tunnel m—fﬁﬁ%iﬁﬂ@@ﬁﬁo Tunnel Starts —
K@ﬁﬁﬁﬁ;ﬂ%{o Tunnel Error — Hjiﬁﬂlﬂ@ﬁ%(o

- show vpn statistics verbose — B RISAKMPIH AT EAUR EZ FEEBRFETERA.

MR
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EERER LANREPEE S EMEBHABERE  KETRERBEREBHNREAFRBEL
@3, MBEVPNEREKRBEARE , ABETES KN, Sl WR4$10.0.0.0 /24§110.0.1.0
/%%W%ﬁ%ﬁ%k@ﬁﬁ@ﬁ¢,ﬁbﬁT&E%ﬁ%mﬂammo

RER4.185 JURRER

i1& &Microsoft Windows NT& %, HRERBIREESRREPASRMERE BLong(WFZR12FFIR) , &
WHIERNREREAFGREASTERALE, TEBUTHXNEIREFMENFAR -

C:\ W NNT\ FWL\ 4. 1\ f wst op
C\WNNT\ FW\ 4. I\ fw d -d

EF—REP .

C:\WNNT\ FW\ 4. 1\ fwst art

BHU TR T LURRRER LR ERBI(SA):

fwtab -t IKE_SA table -x
fwtab -t | SAKMP_ESP_ table -x
fwtab -t inbound_SPlI -x
fwtab -t | SAKMP_AH table -x

TEAre you sure ? (=R SHERE ? ) o

54 i HH R B

ci sco_endpoi nt #vpn trac dump all

4 seconds -- stepmmgr trace enabled --
new script: lan-lan primary initiator for <no id> (start)
manage @ 38 seconds :: lan-lan-VPNO: 1:[172.18.124. 157] (start)

38 seconds doing I2lp_init, (0 @0)
38 seconds doing |2l p_do_negotiation, (0 @O0)

new script: | SAKMP secondary Main for |an-lan-VPNO: 1:[172. 18.124. 157] (start)
38 seconds doing isa_i_main_init, (0 @O0)

manage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @ 38 seconds :: lan-lan-VPNO: 1:[172.18.124. 157] (start)
38 seconds doing isa_i_main_process_pkt_2, (0 @0)
manage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @ 38 seconds :: lan-lan-VPNO: 1:[172.18.124. 157] (start)
38 seconds doing isa_i_nmain_process_pkt_4, (0 @0)
manage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @39 seconds :: lan-lan-VPNO: 1:[172.18.124. 157] (start)

39 seconds doing isa_i_main_process_pkt_6, (0 @0)
39 seconds doing isa_i_nmain_|last_op, (0 @0)
end script: | SAKMP secondary Main for lan-lan-VPNO: 1:[172.18.124.157], (0 @0)
next script: lan-lan primary initiator for lan-lan-VPNO: 1:[172.18.124.157], (0 @O0)
39 seconds doing |2l p_phase_1 done, (0 @O0)
39 seconds doing |2l p_start_phase_2, (0 @0)
new script: phase 2 initiator for lan-1lan-VPNO: 1:[172.18. 124. 157] (start)
39 seconds doing iph2_init, (0 @0)
39 seconds doing i ph2_build_pkt_1, (0 @0)
39 seconds doi ng i ph2_send_pkt_1, (0 @0)
manage @ 39 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @39 seconds :: lan-lan-VPNO: 1:[172.18.124. 157] (start)
39 seconds doing i ph2_pkt_2 wait, (0 @O0)
39 seconds doi ng i hp2_process_pkt_2, (0 @0)



39
39
39
39

end script:
next script:

seconds
seconds
seconds
seconds

doi ng
doi ng
doi ng
doi ng

phase 2 initiator for

i ph2_build_pkt_3, (0 @O0)
i ph2_config_SAs, (0 @0)
i ph2_send_pkt _3, (0 @0)
i ph2_l ast _op, (0 @0)

39 seconds doing |2l p_open_tunnel, (0 @O0)
39 seconds doing |2l p_start_i_maint, (0 @O0)

new script:

initiator

mai nt enance for

39 seconds doing imt_init, (0 @O0)
| an-1an-VPNO: 1: [172. 18. 124. 157]

manage @ 39

seconds ::

ci sco_endpoi nt #show vpn stat

I'n
Negot

(done)

Tunnel
K

| an-1an-VPNO: 1: [172. 18. 124. 157],
lan-lan primary initiator for |an-lan-VPNO: 1:[172. 18. 124. 157],

| an-1an-VPNO: 1: [172. 18. 124. 157]

Tunnel
Error

(0 @0)

Tunnel
K

Tunnel
Error

Current
Active
Users 0
Partners 1
Tot al 1
| OP slot 1:
Current
Active
Users 0
Partners O
Tot al 0

H gh Runni ng Tunnel
Wt er Tot al Starts
0 0 0
1 1 1
1 1 1
H gh Runni ng Tunnel
Wt er Tot al Starts
0 0 0
0 0 0
0 0 0

ci sco_endpoi nt #show vpn stat verb

Current
Active

I'n
Negot

Tunnel
K

Tunnel
Error

Users 0
Partners 1
Tot al 1

Stats

W apped
Unw apped
BadEncap
BadAut h
BadEncr ypt
rx P

rx I PX
rx O her
tx IP

tx | PX
tx O her

| KE rekey

VPNO: 1

1

1

3

O O ©wWwo oo

w

o O O

H gh Runni ng Tunnel
Wt er Tot al Starts
0 0 0
1 1 1
1 1 1

I nput VPN pkts dropped due to no SA: 0

I nput VPN pkts dropped due to no free queue entries:

| SAKMP Negotiation stats
Adm n packets in
Fast switch packets in
No cooki e found

Can't insert cookie

I nserted cookie(L)

P O OO M

0

(0 @0)

(start)



Inserted cooki e(R)
Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted O
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Admi n queue full
Priority queue full
Bad | KE packet

No menory

Bad Admin Put

| KE pkt dropped

No UDP PBuf

No Manager

Myr w no cookie
Cooki e Scavenge Add
Cooki e Scavenge Rem
Cooki e Scavenged
Cooki e has ngr err
New conn limted

O O o o

[eNeNeNel SielNelNeNeNeNe e Ne Neo e Neo e Ne Neo NoNeo e e Neo No oMo No

|OP slot 1:

Current In H gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners O 0 0 0 0 0 0
Tot al 0 0 0 0 0 0 0

Stats

W apped
Unw apped
BadEncap
BadAut h
BadEncr ypt
rx P

rx I PX
rx O her
tx IP

tx | PX
tx O her

| KE rekey

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O
| SAKMP Negotiation stats

Adm n packets in 0
Fast switch packets in 3



No cooki e found

Can't insert cookie

I nserted cookie(L)
Inserted cooki e(R)
Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted O
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Admi n queue full
Priority queue full
Bad | KE packet

No menory

Bad Admin Put

| KE pkt dropped

No UDP PBuf

No Manager

Myr w no cookie
Cooki e Scavenge Add
Cooki e Scavenge Rem
Cooki e Scavenged
Cooki e has ngr err
New conn limted

R
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