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Configuration | User Management | Growp
Save Mendedly

This section lets you configee groups A group i3 & collection of users treated as a smgle enbity,

Chele thee Add Group baton 1o add a group, or select a growp and chck Delete Group or Modify Growp. To moddy other growp parensters, chek Modify Auth. Servers, Modify Acct.
Servers Modify Address Poals oo Modify Clisnt Updsts

Artinag

Current Graups

(hepty | _cancel |

Artribute Value [Tnherit? Dreseription
IPSec SA|| ESP-XDES-MDE 3 F  [Select the growp's IPEec Secunty Assocmabon
TEE Fu:ld.mmy]_ i.-“ i supponied by ceribcale =] | B [Select whether or not to vabidate the identty of the peer usng the peer's certificate
TKE Keepalives| = F  |[Check to emable the wie of IRE keepalives for members of ths group
hm"‘fﬁ:; ] F [ Check to neauthensicate the user on an [EE (Phase. 1) relcey
Tusnel Type|| Remale Access =) F  [Select the type of banel for thes growp. Update the Femote Access parameters below az needed
Hemate Access Parameters
Group Leck| ™ F  |Lock users mbo os grogp.
AuthenSeation m r Select th a.l.lmmxm method for memsbers of this group. This parsmeter does not apply to Individual Uper
e Anthentication
[PComp| FaDiLs F  |Select the method of [F Compressmon for meembars of this group
5 Check to nhate the exchange of Mode ConBgurabon parameters with the chent. Thes nuest be checked £ versior 2.5 (o
e = gglﬂnmun ~ earber) of the the Aluga/Cisco chent are beng used by membiers of tes growp
Framel

3. IRMBFLEEVPN 30021 F 8 & F i L RUA L Thek |
Reqmre Interactlve Hardware Cllent Authentication ,

FEHEIHW ClientEE , R EBA
REIE— T Apply.

Hardware Clieni Parameters
Attribute Vahe |Inherit? Description
waumfx =] r Check to requre the hardware clent to be mberachwely authenbcated ab each commechon alfempt
Heguire Individual User Authentication| ™ F  |Theck to requre users behmd a hardware chent to be authentcated
User Ldle Timeoat| 30 F  |Eaber the sesnon wdle breeout m mromisbes. Tee O For no lrmeout.
Cistn TP Phone Bypass| ™ P Check to allow Cisco IP Phenes to bypais Indindual Tser Authenbeabon bebend a hardware

chent

__Aopy | _Cancel |
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Authentication > Add.
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Configuration | System | Servers | Authentication

This sectron lets wou configure parameters for sereers that muthenticats users
You should have a properdy configured BADIUS, HT Doman, or SD1 server to access, of you can configure the mtermal server and add users to the intemal databage.

Cheke the Add button to add a server, or select a server and chek Maodily, Delete, Move, or Test

Aunthentication
Servers Actions
Int=mal {Imemal) Add I
Modity |

1]

2. 7% "Add, &F L , B AERADIUSHIRZFHENE , ARE—TAdd, AT REERATE

o
Server Type: RADIUS

Aut hentication Server: 172.18.124.96

Server Port = 0 (for default of 1645)

Ti meout = 4

Reties = 2

Server Secret = ciscol23

Verify: ciscol23

Configuration | System | Senvers | Authentication | Add

Confipure and add a user authentication server.

Server Type Im Selecting fafernal Server will let you add users to the mternal user database.
Authentication Server |1721812496 Enter IP address or hostname.
Server Port[0 Enter 0 for default port (1645)
Timeout |-1_ Enter the tmeout for this server (seconds),
Retries |27 Enter the number of retnes for this server,
Server Secret |"""""“ Enter the RADTUS server secret.
Verify [ Be-enter the secret.
Add | Cancel |

Bi B Cisco Secure NT RADIUS{AlfRES
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tseo Surews —— External User Databases
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Setup
IEmup -
Set .
ﬁ L External User Database Configuration '? |
iﬁh Shared Profile
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Hetwark
Configrstion NISINIS+
o Sustem. LEAP Proxy EADIUS Server
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3}3 | Eden e RADIUS Token Server
= AEEE
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Chcl here to create a new configuration for the Windows FT/2000 database

ﬁicﬁgmﬂfﬁﬁﬁm Cancel |
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t‘-mm s External User Databases

Edit
E User
Setup

E g:::pp | Configure Unknown User Policy 4

T bbb Tse this table to define how users will be handled when they are not found in the

CisceSecure Database.
Mot work
Configuration

& Fail the attempt

e Sustem
"%‘ Configuration g Check the followmg external user databases
Interface Extarnsl Databases Salacied Detsbusas
Ehl Configuration

Radius’NT Fasaward Exp
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1. HI{¥Configuration > System > Servers > Authentication, ZZZHIRADIUSHIRRES , REB IR
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Thus secton lets you configure parameters for servers that authenbicate users

Tou should hawve a properdy confgured BADIUE, FT Dosain, of SDI s&rver to acceds, of gou Caf Cod

nare the wternal server and add users to the siternal databage
Chek the Add button to add a server, or select a server and chck Modify, Delete, Move, or Test
Anthentic ation
Bervers Actions

Irtemal (intarnal)

Madify

REREE

Test

2. HBERRE , BALHNTHEREZBNEE , ARE—TOK, T ROIFERENTE RS
tREBNERAEZR jfrahim, , BBA cisco123, o



Enter a username and password with wiach to test. Please wait for the operation to complete or timeout.

User Name jfrahim

Password |“““"“"‘°""“‘

oK | Cencal |

3. MREEMHEBERTEIER , BEZWE —FEE TAuthentication Successfuly ( B3B3 KD

@ Authentication Successfil

Continue ‘
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{8 ARADIUS I Rl 54 2 1R B HA ShRE R BEBEN T8, & (D B 58

1. MREEEFAKRRE LERERE  FEUEY , MEETABRARRREAEENER. B
FREBHEYESRN TIRE ) HE , i#i2User must change password at next logon ( £/
ETRBARLAENER ) 21T , ARHEE "0OK, (BE).



m Comsolel - [Console Root\ Active Directory Users and Gompuiters [jazib pjazib.ciscocom] jazibcscocomilsers] . 0

|%8) Corscle Window Help
|| dcton vew Favortes || &= = BE XEFE 2 0B BTEE

Tree | Favorites | Mame | Type lazib Frahim Properties e 1x
T €] rdmiristra... Lser
I:I& m:‘ﬁt WS 3 ffcert Publs.., Security Gro...  Diabn | Environment | Sessions | Femaote cantrol | Temminal Sarvices Profila
s i eciny € cisco ¢, os... User General | Address  Account IFrnﬂl | Telephones | Organization | Member Of
= @jmbcsoo.com  \eBnocadming  Security Gro..,
& Buith €lDreupdat..  Security Gro...  Userlogon name:
# (22 Computers ¢Doman A.. Security Gro... [irahn [@jazib cisco.com =

&l Doman Contrale (fBDoman €., Security Gro...
(22 Foreignsecurityer [€8Doman €., Security Gro.., User logon name (pre-yindows 2000)

=3 Usars flComan G...  Secirity Gro.., —
fl0oman Us... Security Gro.., I N jehir
EDEnterprise ... Security Gro..,

€Group Foll...  Security Gro... LogonHows | LogonTo. |

B Guest Liser

f ISR _JAZL., liser I Acsauintis e sl e

£ DAAM_IAZ .. User :

Jaz Frahim  Lser \cooum apfions:

ﬁkrbl:gt Liser E Usermust change password ab nexd lngon j
E0netShow ... Security Gro... ™ User cannot change password

;E.u.s andl.. L;e:;w Gro... " Password never axpires
ﬂ‘schema A.. Security Gro.., [T Store password using reversible encryption ﬂ
Telnterriet... Liser b
| Account expires
1+ Mewar

 End of I Thursdey . Janwary 03 2002 j

(o ] comce | ey |

2. MBIVPNEFif , AREHB I FEF RS,
# Cisco Systems ¥PN Client

| Cigeo Sverems
Conng User Authentication for lab

% @ Enter Usermname and Passward.

lsermame:
——Mjfrahirn
Pazzward:
|r_'litiI Bttt
C
'ﬂlﬂ::-l [T Save Password
Dlamain;
[J4Z1B-4D5]
ok I Cancel |
Cannect Close |
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User Authentication for lab

@ Your pagsword expired

Mew Pazsword:

[

Confirrn Pazswornd:

QF. I Cancel
il e
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