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Inside netwaork
10.77.241.128
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Cutside network
172.16.1.0
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Client-to-A58 Tunnal
Client to Intemet via ASA Tunnel

Internet

XE  WEESDFERANIPHRL S R Internet L REES A H. ©MRRFC 1918 , EAEREFIRE
FER,

£ FIASDM 5.2(2)IASA 7.2(2)E &
FERBRERYEARE (HINNEER ) BEEES,

Bt . F2 B AASDM#EITHTTPSEAR |, LU{E A EFASDMEEBASA,

EE  BRIEFSUEYE |, BRITREER —EASANE LA WebVPNFASDM, BRAFHMEEN ,
B7EE — N EASA L BFAASDMAWebVPN,

3
¥

SERUATSEE , UMEEASAHE EER FRISSL VPN:

1. i##Z£Configuration > Interfaces , %%+ Enable traffic between two or more hosts
connected to the same interfaceBxEX 5 % , LA AFFSSL VPNREE AR LR —JTHE
2. % —T "Apply. o
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Security
Level

Ethernet0 outzice Yes 01721611 2552552550
Ethernet0r2 Mo
Ethernet0rs Mo
Marnagementi0 Mo

g% Please wait...

Pleaze wait while A50M is deliveting the comimand(z] to the

E device...
|

Parzing running configuration...

Interface Matme Enabled P Address Subnet Mask

Rl |

[ Enable traffic between tvwo or more interfaces which are configured with zame security levels

(F Enable traffic between two ar more hozts connected to the same interfan:ej

Apply

Reset

AE  UTRERNVCLIEESGT :
3. i##Z£Configuration > VPN > IP Address Management > IP Pools > Add , A& 5

@& Add IP Pool

Mame: vianpool

Starting IP Address: 192.168.10.1

Ending IP Address: 192.168.10.254
Subnet Mask: M55 2552550 \ 4
vpnpoolf 1Pt 1kt OK Cancel Help

4.3 —T TApplys . X : UTREMHWCLIREDS :



5. BRAAWebVPN:iE1EConfiguration > VPN > WebVPN > WebVPN Access , AR EZEA N M
» ¥#&—T "Enable) . i#™Enable Tunnel Group Drop-down List on WebVPN Login Page
BT, A ERERLognEEmFEEESBMNAE,

Zonfiguration = VPN = WebVPR = WebVPHN Access

|—__,'.. WEN Wizard ~WebVPN Access
[
%ﬂ—ﬁ IKE Configura access parameters for WebVPN.
i IR ipsec
E-Gp P Address Mansgement
ﬁ—ﬁ' Assignment
E: P Pools — | PT—— |
= wietven L o
—{IH Proxies
Auto Signan
Cache
Ciorbert Rewrite
Java Trusipoirt
Prnw E‘.’FIMS Port Murmnber: I;43
Servers and URLs
Port Farawarnding Crafauik e Timneout: FEH:I:] seconds
Wiebpage Customiza
ACLs Max. Sessions Limk: E
Encoding
SSL WPN Clent WebVPN Memory Sze:  [50 [ of total physical memary ¥ |
S50 Servers
-5 E-rvil Proey (Fmrmﬁmmmmemmme ]
| me |
= | i i

#—T TApplys . ##EConfiguration > VPN > WebVPN > SSL VPN Client > Add , SL{E#E
ASAHRYREIECIERE P #TIESSL VPN ClientBR 1,



= A00 551 ¥PN LIENC Lmage

Flazh S%C Image:

i,

= Browse Flash Dialog

Cancel

| EBrowvse Flash.l.

Upload. ..

Help

Falder=s

2 diski:

File Marme:

File=

_ FileMame - zize (hytes) Date

" crypto_archive azdm-603 hin G851 ,212 011
aza803-k3 hin 14,635,003 0117
admin.cfg 1,220 09s3
anyconnect-win-2.00.. 2635734 oM
azdm-602 hin G059 764 011
azar22-kd hin g,012,832 oz2M
azdm-522 hin 5,623,105 oz2M
aza802-k3 hin 14,524 416 0117
ale_punning.cty 1 fid n9:3

zzlclient-win-1.1417...

zziclient-win-1.1.4 179 pkg

ik

Cancel

Fefresh

B—T "OK. (#%E ).



A% Add 55L ¥PN Client Image

dizkl:rzziclient-win-1.1.4 173 pkg J Browze Fl§

Flazh SV C Image: [

a4 Cancel Help

o ¥&—TSSL VPN ClientZ&H 5 #.
Configuration = WPM = WehVvPN = SSLYVPN Client

-

] —S5L VPN Client
?; ;,:;{-;neral Configure SEL WPN Client parameters.
B psec ( )
= .

By I Acichess Menagement [V Enable SSL VPN Client

= i
Assignment SSL WP Client Images

1P} IP Poals
P dizk0: fzzIclient-win-1.1 .4 173 pkg

EE UTREMWCLIEESD S :

6. Bl B/ KK : ;#{EConfiguration > VPN > General > Group Policy > Add(Internal Group
Policy) , SAE L & A clientgroupfy A EB#H K . 12— T General HE , A% EFEWebVPNEREY
J7 8 LARR FH WebVPNYE & P2 B 15 7E o

E= Add Internal Group Policy

Matme: | In:lientgrn:uup
Psec | Cliert Configuration | Cliert Fireweall | Hardware Cliert | mAC | wiebven

Check an Inherit checkbox to let the corresponding setting take itz value from the default group policy.

Tunreling Protocals: ™ Inkherit [T Psec | W webvPre | [ L2TP over IPSec

Fitter: v Inherit I ll famage. . |

% — T Client ConfigurationE % , A 1% — T General Client ParametersE . #Split Tunnel
Policy T~ $7i2 8 #i&#1ZTunnel All Networks , LAEFIE ER SR RIKPCEIB Z 2R E S,



[ Add Internal Group Policy

Idarme: Iclier'ltgmur:'

General] IPSec [C"Eﬂt Cmfiguratimj' Client Firewsll | Hardvweare Client | nac | webven |

Check an inherit checkbox to [t the corresponding setting take = value from the default growp policy .

(General Cliert Parameters)| cisco Client Parameters | Microsoft Cliert Parameters |

Eanner: ¥ Inherit Edi Earrier
Default Domain: v Inherit
Split Tunnel DNS Names (space delimited): ¥ Inkerit
............ \\l

Spitt Tunnel Policy: [ ihee  |Tunnel &1l Networks J ]
Spiit Tunnel Metwork List V ihert | =] wenag |
Addreszs pools

¥ Inherit

#— TWebVPN > SSLVPN ClientE# , AZIBZFLUTIEIE : $RUse SSL VPN ClientiZ18

, BUEZE A InheritBREV A , AE IR — T OptionalEiZ#%, BB AERRESHZERS
TEISVC, AlwaysiZBIE A REESSL VPNERHABAESVC T EEIRE THE., HiKeep
Installer on Client Systemi®18 , BUHEZFInheritBREN G 2 , AR IE— T YesE BRI BT/
FSVCHEBRBEEFIHREM L, Rt , BXEBIERE , HTEEASAKSVCEETREIZE
Fi, BRRKEFRBLRAMEERNEREAERSR , LBES—EFHENEE, 8RR
Renegotiation Intervali#1E , BUEEH InheritdE , BUEZEF Unlimited BREX G 38 , i A EHT4E
BREM2uNoEY, IX . BRHSRNEVNEERERERFIRIGELREM, HR
Renegotiation Methodi#18 , BUHIZE R InheritB&REN T8 , A& X — TSSLE Rz, FX : K
iR A A E AR EMSSLRER B A ENHEEMLNHPEE, SSLVPNEFmBEENT
& i =



#= Edit Internal Group Policy: clientgroup

Mame: I-:Emlgrnup
seneral | IPSec | Cliert Configuration | Client Firewal | Hardware Client | Nac [webven

Configure WehVPR attributes using the following tabs .

Check an Inherit checkbox to ket the corresponding setting take itz walee from the default group policy.

Functions | Content Fitering | Homepage | Port Forwarding | Cther (SSL VPN Cllerh| auto Signon |
Use SSL WPN Client: [ Inherit " Alwvays " Mever

Keep Installer on Client System: [ Inherit " Mo

Compression v Inherit " Enable " Disakile
Keepalive Messages: ¥ Inherit [T Enakle [rteryEl: I secor
~Hey Renegotistion Settings
Renegotiation Interval [ Inherit I Unlimited { 30 mlnu‘cas]
Renegotistion Method: [ Inherit " More " New tunng
~Dead Peer Detection
Gateway Side Detection: ¥ Inherit ™ Enable Irteryal: SECOH
Client Side Detection: ¥ Inherit [T Enakle InteryEl: SECO]

Ok Cancel Help

B—T "OK, , AR&E®E—T "Apply. o
Configuration = YFN = General = Group Policy

| €7 VPN Wizard | Group Policy
=07 General

#8 VPN System Ogtions
o Cliertt Upaste

o oE
_ﬁm referenced by VPN tunned groups: and user accounts.

Marsmge VP groun policies, A VPN group policy is a collection of user-criented atiributevalie
iy ke stored internally on the: desice o externally on & RADIUS server. The oroup policy infi

—@ Uzers
1 ‘i* Detault Tunnel Gakeyw

2+ Tore Labs Integrity S e Tunneling Protocol AbA Server Group
] tgk KE Internal  |weebvpn
]I-‘ 1 psec DfEGrpPolicy (System Defa.. Internal  L2TP-PSec JPSec A -

AR UTRSHNCLIEES T :
7. i®Z#EConfiguration > VPN > General > Users > AddSA 2 37 9 5 F & 1R F ssluser 1,
8.#%—T "TOK., , REZE—T "Applys



= Add User Account

PN Palicy | wekvPn |

=ername: | s=luzer] |

F'EISSWDFD‘ Itttttttt

Confirm Passward: I********|

[ User autherticated uzing MSCHAP

Privilege level iz uzed with command awuthorization.

Privilege Level: | F | |

0] 4 I Cancel | Help

EE : UTRERNCLIGS :
9. i#1EConfiguration > Properties > AAA Setup > AAA Servers Groups > Edit.
10. BIFTA MRS LOCAL , A& IR — TEdit,
1. % "B HARSFE) HEARP , ZB-THALHMERERERN SR , REE "HK
EFRBL XAEHB A6,
12.%—T "OK, (®ZE).



Configuration = Properties = A&A Sefup = AR Server Groups

- Startup Yizard ASA SErver oups
gl AAA Sehup

AAL Server Groups

— &gl Auth, Prompt
—E LDAP Attribute Map
T anti.Spooting
- arp i Edit LOCAL Server Group
gl Aubo Update
o= Clent Update
FEY Certificate This feaure alirws b0 specily the macdimum rumber of taled aitempis to allow before
P Device Access IOCHING DU @ Ler and dafry SCCESE t0 the wzer. This it ks appiicable only when local
AAR Acoass dalabage i used jor suthonboation.
] HTTES RS0
-l Secure Shel i"" Erisie: Local Liser Lockoud, :I
3 Teinet Add
— 8 virtusl Access Mascmum Attemets: 16 )
F— 38 Device Administration —= EdE
E DHCP Services
[ DS slote
gl High Aveilabilty and Sced
@l Fadover Have
| E Frﬂmrﬂ CH C!'I‘.H | |'w |

AR UTREWWCLIGS :

13. BLiERZE#H : ;& Configuration > VPN > General > Tunnel Group > Add(WebVPN

access) , LA — B R AsslgrouptI #B2iE . #Z— TGeneralEH , A% 1L — TBasicEH
» $EGroup Policy T $i7i%# & 7% Eclientgroup.

@ Add Tunnel Group

Matme: |Isslgrnup | Twpe: ||Wehvp%

zeneral | Wik PR I

Configure general access attributes from the following sub-tabs.

.ﬂ-.uther'din:atinnl Authorization An:n:u:uuntingl Client Address Assighment | Advanced

roup Paolicy: n::Iier'utgr'n:u.Jp:n ]

[ |Strip the reslm from usernatme before passing it on to the A&58 server

#— T Client Address AssignmentE & , A% ik — TAddLA 5 B 7] A tb ikt vpnpools




& Add Tunnel Group

Marme: Isslgrnup Type: Iwebvpn
WtV |

Configure general access attributes from the followwing sub-tabs.

Eiasin:l .&Lﬂher‘rtic:atiunl Authorization | Accourting [C”E”t Address Assignment I Aelvanced

To specify whether to use DHCP ar address pools for address assignment, go to Configuration = WPk
= IP Address Management = Assighment.

DHCP Zervers

IP Address: fcdd ==

[Delete

Addrezs Pools
To configure interface-zpecific address pools, go to the Advanced tab.

Available Pools Azsigned poals

[Add == ] |

% —TWebVPNEE , A% % — T Group Aliases and URLsE %, E5IBERREARSZ , R
BE-TAIGEHFIEE "BA, BEELENERBESD,

General

Configure WebPH access sttributes from the following sub-tabs.

Basic I MetBIOS Servers [GFDUF' Aliazes and URL: | 'vWeb Page

Group Aliases

Alias: Acld] ==

F Enable

B—T "TOKL, , REHE—T Applys . X¥& : L TREFMNCLIRESRT :

== Remove

14. BLiENAT:##ZConfiguration > NAT > Add > Add Dynamic NAT Rule , JA S 55 f5E A A ERIP s

1172.16.1. 585k B A S ER A TRE,



g% Add Dynamic NAT Rule

—Real Address

Interface: Iinside

P Address: b.n.n.n

Metmask:  [0.0.0.0

—Dynamic Translation

Interface: Iu:uutside

g add [ Edt [[] Delete

T SEECT
"z

Foal L

AOOFESEES Fool i |

MAT Options... |

Ik

ancel Help

H—T "OK), (HE ). &

£ Configuration > NAT > Add > Add Dynamic NAT Rule , LA S5 F S\ ERIP e ik
172.16.1. 58 # 3K B /A 5 #8538 192.168.10.0M R &



@= Add Dynamic NAT Rule

~Real Address

Interface; oLt zicle

[
P Address: 1192.1658.10.0 LI J
[

Metmask:  [235.2352535.0

~Dynamic Translation

Interface: Iu:uutside j

dp add [ Edit [ Delete

~elect | Paoal 1T | Addrezzes Pool |

MAT Options... |

‘ Ok | Cancel | Help |
E_—F rOKJ i Eﬁﬁ-‘:— i o

onfiguration = MAT

& add - [ Edit ﬂ'DﬂHs| + & | s 2@ —||q ﬁr.j]"Enubmg.mFgm,urm

Fiter: [-Select-- =1 Filter || Rule Query. .
Real Translated

e 15 Source | Destination ertace | Address

oL sicle

#—T "Applys . T : ATRERWCLIEENT :

ASA 7.2(2)CLI

Cisco ASA 7.2(2)

ciscoasaf#fshow running-config
: Saved

ASA Version 7.2(2)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted

names
I




interface Ethernet0/0

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.192
!

interface Ethernet0/1

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
!

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
same-security-traffic permit intra-interface

! --—- Command that permits the SSL VPN traffic to enter
!--- and exit the same interface. access-1list 100
extended permit icmp any any pager lines 24 mtu inside
1500 mtu outside 1500 ip local pool vpnpool
192.168.10.1-192.168.10.254

!--- The address pool for the SSL VPN Clients. no
failover icmp unreachable rate-limit 1 burst-size 1 asdm
image disk0:/asdm-522.bin no asdm history enable arp
timeout 14400 global (outside) 1 172.16.1.5

!--— The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 1 0.0.0.0 0.0.0.0

!--- The NAT statement to define what to encrypt !---
(the addresses from vpn-pool). nat (outside) 1
192.168.10.0 255.255.255.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:0

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:

timeout uauth 0:05:00 absolute

group-policy clientgroup internal




!--—- Create an internal group policy "clientgroup."
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

!--- Enable webvpn as tunneling protocol. split-tunnel-
policy tunnelall

!--— Encrypt all the traffic coming from the SSL VPN
Clients. webvpn
svc required

!--—- Activate the SVC under webvpn mode svc keep-
installer installed

!--—- When the security appliance and the SVC perform a
rekey, they renegotiate !--- the crypto keys and
initialization vectors, 1increasing the security of !---
the connection. svc rekey time 30

--- Command that specifies the number of minutes from
the start of the !--- session until the rekey takes
place, from 1 to 10080 (1 week). svc rekey method ssl

! --—- Command that specifies that SSL renegotiation takes
place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

!--- Create an user account "ssluserl." aaa local
authentication attempts max-fail 16

!--- Enable the AAA local authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snmp-server
location no snmp-server contact snmp-server enable traps
snmp authentication linkup linkdown coldstart tunnel-
group sslgroup type webvpn

!--- Create a tunnel group "sslgroup" with type as
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created.
default-group-policy clientgroup

!--- Associate the group policy "clientgroup" created.
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

!--- Configure the group alias as sslgroup-users. telnet
timeout 5 ssh timeout 5 console timeout 0 ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp inspect skinny inspect
esmtp inspect sglnet inspect sunrpc inspect tftp inspect
sip inspect xdmcp ! service-policy global_policy global
webvpn

enable outside

!-—-- Enable WebVPN on the outside interface. svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1




!--- Assign an order to the SVC image. svc enable

!--- Enable the security appliance to download SVC

images to remote computers. tunnel-group-list enable

!--- Enable the display of the tunnel-group list on the

WebVPN Login page. prompt hostname context

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e : end

ciscoasa#

fFFISVCE I SSL VPNELR
SERATHER , UEEASAEISSL VPNELR,

1. EWeb2IE 85I Addressi@ i 18 AASA WebVPNTEHURLER P31, 40 :

https://<IP address of the ASA WebVPN interface>

2} WebV¥PN Service - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Eack . > |£‘ £| ='_‘:" f.._ESEarm ;\J

Address | 8] https:f172,16.1.1/+webvpr+findex, html

Cisco SysTEMS

- WebhVPN Service

Flease enter your username and password.
USERNAME: |
PASSWORD:
GROUP: sslgroup_users v
Login Clear

2 MAGAEABANER , RERE "H THHESEPEZEMENE,
Login

Flease enter your username and password.
USERNAME: =zluser

PASSWORD: llllllll|

GROUP: | sslgroup_users
Login Clear
XX : THESSL




VPNE FimZ gl , AT BT ZRActiveXEKE,
File Edit “iew Fawvorites Tools  Help

- i — _'._
OEack T s \ﬂ ﬂ ;‘J / ' Search " Favorites \Eﬁ

Address ﬂj https: /172, 16,1, 1/CACHE/skc/1 findex. html

Brsco SrsTEms

PPN, SSLVPN CUENT for WEBVPN

The installer is downloading the Activex,
Please wait...

Lseful Tips
B EAR
Gisco STSTEMS
WA, SSLVPN CUENT for WEBVPN
Please wait while the S5L VPH connection is
established.
R RILEEE AR B SLERRER

i) Cisco Systems SSL ¥PN Client Recycle.E

The 55L WPM connection has been established,

BERUATHEE : o .
3. BERE EWT ERITEIPEHRENECREE TR, Cisco Systems SSL VPN Cllentﬁnﬁ
F B R B RMSSLESRNE~N.



o Cisco Systems S55L VPN Client

Gnzcn STsTEME

SSLVPN CLENT for WEBVPN

FStatistics | RBaoute Detail&] Aot ]

Addrezs Information 55L Information
I:Server: 172.16.1.1 j Cipher: ADES SHA-T
(Client 192.168.10.1 ) Versiar TLSw1
Bytes Tranzport Information
aent: 5471 Local LAM: Dizabled
Recerved: Bed [5 plit Turneling: Disableg
Frames Connection Information
Sent: s Tirme: 0. 00: 55
Received: 12

Close Disconnect
a Cisco Systems 551 VPN Client

Riged STETEME

SSLVPN CLENT forWEBVPN
Statishics About ]
Local LAM Routes Secure Houtes

Metwark, Subnet Mask b azk
0.0.0.0 0.0.0.0

m Disconnect




2 Cisco Systems 55L VPN Client

Cisen SYSTEME

WM. SSLVPN CLENT forWEBVPN
Statistics] Route Detals l

Cisco SYSTEMS

SSLVPN CLIENT
. forWEBVPN

Wersion 1.1.4.179

Create a fully secure connection
anywhere anytime

SECURE REMOTE ACCESS.NMOW.

& Copyright 2004-2008 Cisco Systems, Inc. All rights reserved. Cisco, Cisco Systems
and the Cisco Systems Logo are registered frademarks of Cisco Systems, Inc. andfor
its affiliates in the United States and ceriain other countries.

m Disconnect

R

ERAXEHAR , BEEENEERE EEER.

WHERFIES(EHEEREFER)OIT)XERE Eshowin . EAOITHRshowds T & H Y 25 4

- show webvpn svc — B R #FEASARIGE IR PHISVCERER,

ciscoasaf#fshow webvpn svc

1. disk0O:/sslclient-win-1.1.4.179.pkg 1
CISCO STC win2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49.43

1l SSL VPN Client(s) installed

. show vpn-sessiondb svc — TR E B E BISSLIERHNEF

ciscoasa#show vpn-sessiondb svc

Session Type: SVC

Username : ssluserl

Index 1

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1
Protocol : Svec Encryption : 3DES

Hashing : SHAl

Bytes Tx : 131813 Bytes Rx : 5082

Client Type : Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Client Ver : Cisco Systems SSL VPN Client 1, 1, 4, 179

Group Policy : clientgroup


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Tunnel Group : sslgroup

Login Time : 12:38:47 UTC Mon Mar 17 2008
Duration : Oh:00m:53s

Filter Name

. show webvpn' group-alias — B REEEANCEERI B,

ciscoasaf#fshow webvpn group-alias
Tunnel Group: sslgroup Group Alias: sslgroup_users enabled

. EASDMHA | i#1ZMonitoring > VPN > VPN Statistics > Sessions LA #2173 5 BIASAH E &
WebVPNEEHEH.
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- vpn-sessiondb logoff name <username> — A FF A IHIEE LA EBBHSSL VPNEH,
ciscoasa#vpn-sessiondb logoff name ssluserl
Called vpn_remove_uauIth: success!
webvpn_svc_np_ tear_down: no ACL
NFO: Number of sessions with name "ssluserl" logged off : 1

B4 , &7 LU F & S vpn-sessiondb logoff svelR#& IEFTESVCEEE. X : tNRPCHE A FH
HARERIE T | SSL VPNIELR AT LR 1E

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc)
Called vpn_remove_uauth: success!

webvpn_svc_np_ tear_down: no ACL

ciscoasaf#fshow vpn-sessiondb svc
INFO: There are presently no active sessions

Debug webvpn svc <1-2556> — 2L ENlFWebVPNEH AR T 5,

Ciscoasa#debug webvpn svc 7

ATTR_CISCO_AV_PAIR: got SVC ACL: -1
webvpn_rx_data_tunnel_connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: 172.16.1.1"



Processing CSTP header line: 'Host: 172.16.1.1°'
webvpn_cstp_parse_request_field()
..input: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4, 179'
Processing CSTP header line: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4,
179"
Setting user-agent to: 'Cisco Systems SSL VPN Client 1, 1, 4, 179
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Version: 1'
Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()
..input: 'X-CSTP-Hostname: tacweb'
Processing CSTP header line: 'X-CSTP-Hostname: tacweb'
Setting hostname to: 'tacweb'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
Processing CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
webvpn_cstp_parse_request_field()
..input: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5E8BE70B1486
D5BC554D2"
Processing CSTP header line: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2 "
Found WebVPN cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1
486D5BC554D2"
WebVPN Cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2"
Validating address: 0.0.0.0
CSTP state = WAIT FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS
No subnetmask... must calculate it
SVC: NP setup
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1
SVC ACL ID: -1
vpn_put_uauth success!
SVC: adding to sessmgmt
SVC: Sending response
CSTP state = CONNECTED

EASDM# | iZ#EMonitoring > Logging > Real-time Log Viewer > View A 15 ENBEE 4, Bk
TOIEER T EIBASA 172.16.1.57E Internet R AISVC 192.168.10.1 F1Webfa fR2510.2.2.2 2 G AY
SFEEA.
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