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« Firepower eXtensible fE¥ X #% (FXOS)
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1. TEMRA6.xF |, EfBIEEEEWeb T HE LM system > Health > Monitor 5455RIHealth Monitor &

ERFAREFEYRAEARERENEE , FR—TITROEHE

Status Count
4 Error 0
! Critical 1 L
& Warning 0
& Recovered 0
& Mormal 1 3
Disabled 1 L

p By IREEREEBITENERATE  IBRENREFERTETHINRT, NREHEQS K KEFER
B



EEBBENApplianced|d , BRERRHFMEANEBENEE. RFNKE RHedth Monitor ApplianceE Ho
24E Generate Troubleshooting Files, FR#t#& 88 R Troubleshooting OptionssE HH & O .

Qi All Data KEVG R , UELE B SFARMERERNERSE , AAEBEBIZESHR , LETHRE :
Troubleshooting Options

Please select the data to include:

o All Data
i =nort Performance and Configuration
,Eﬂ Hardware Performance and Logs
,Eﬂ System Configuration, Policy, and Logs
,Eﬂ Detection Configuration, Policy, and Logs
,Eﬂ Interface and Metwork Related Data
,Eﬂ Discovery, Awareness, VDB Data, and Logs
,Eﬂ Upgrade Data and Logs
o All Database Data
o All Log Data
,Eﬂ Metwork Map Information

Mote: This may take several minutes.

Generate | | Cancel

258 Generate , EEEROERBIEHRESR,

p BR ERAexH , BT ERTKREFHERERBR , FEME Message Center icon ( BEMRHKz EHEIE
) >Tasks

TERRART .0+ A& R FEHEBRAE R



o ERIEEEEWe/HE LK System > Health > Monitor LAZ5Health MonitorE .

o TEEMREREL  BEVIHMFMCEE, A% | iBIE View system & Troubleshooting Details #1H, EXEREFTE AR
WRFFMERRE  WTEMT

— T i
aluts, Firepower Management Center /o aaass  Poksss  Devices apect e e Deply 0 PG @ admine
Last 1 b
T Taoees

2 Avg CPU

»  BHE Generate Troubleshooting Files, FR#fA%# 7R Troubleshooting Optionss& Hi & M o

alials, Firepower Management Center

cisco Overview Analysis Palicies Devices Ohbjects AMP Intelligence

Monitoring Health; FMC @ Not Available

Hide
T Home Troubleshooting & Links
- -
VD8 |Generate Troubleshosting Files]| Health F
SRU Advanced |roub ting Alerts

@ Addison_Primary_SFR

«  AEAll Data EAHR , LAELBESFHATRABERNRE , IR ERKMARRETENHES.



Troubleshooting Options ) 4

Please select the data to include:
All Data

® Snort Performance and Configuration
Hardware Performance and Logs
System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data

® Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs

All Database Data

All Leg Data

M MNetwork Map Information

Deployment Logs

i This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks,

o]

«  BE Generate , EEPOERBEHRER,



TH6.xIR P FEHEBRIE R

ETEERANHEEHFREREEN , FEIFVMCENEEREER., ERF6xP , BREEELBWNE > Tasks L Message
Center icon ( Deploy#Systemz R 1E ) LAFHE Task StatusE.

#E6.XLE :

Deploy i  System Help» admin w

Deployments e 7

20+ total 0 wa 1] 0 re 20+ success 0 f Message Center
w" Generate Troubleshooting Files Im 252 X -

Generate troubleshooting files for firepower.servertest.com.
Click to retrieve generated files,

—BEBERHEERER  EHRESERSE Completed, B UK IEEEENIEBEEZYENITHE, 2—T Click toretrieve
generated files BEV BRI BRI RUTHER, BRGUE— tar.gz BRETRHEEHERE,

TR7.0+iRFHFEHERRIER

ETHERNHEHBREREA , FEIFMCENEKREER., E7xXRP , EMFEEREWebNE > Tasks LK Message
Centericon ( "2F#E S, M "RiF, ZHEHRE ) LG TEHAREE, (Tesk Statug) HH

Deploy @ @ ¥+ @ admin~

‘ Deployments Upgrades @ Health Tasks ‘_j Show Notifications

| 1 o4l O wrliting 0 manning 0 retrying m 0 Tailures Filter

|
& Gensrate Troubleshooting Files

Generate troubleshooting files for irepower.aperia.local sm s X
Chck to retrieve :;le-ne-rale.:ﬁ files

Mo more older tasks

—BEBLERHEIRESR | ERRESE RS Success, #— T Click toretrieve generated files B W LB B ERRERUTRER
o BESUE— ta.gz BRETHIEHER,

EFAFMCHWeb M HERFMCHIFTDHEHRER , F2BNIERCSMPEIRER.
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H04aIE FA FDM RS Web /M

ERBEHERIER

EFDMBEEF , BE = Troubleshoot [EFREE Request fileto becreated #2488 , tN FEFTT :

aliali X P i o = =
Cisco - - N ! Manitaring Policies Objects Device: Firepower-1010 L4

Made Softwary VDB trusicn Rule Update High Awailabiity
Ciseo Firepower 1010 Threat Delense E6.0-90 3200 2020-07-16-001-w71 Hot Configured

B
5]
[

=
LI

Interfaces Rauting Updates System Settings

1 static route Geolocation, fule, VOB, System Upgrade, " il
Enabiled 4 od 9 Spcuity Inteligonce Foeds
View All Interfaces > View Configuration > View Gonfiguration >
Smart License Backup and Restore Troubleshoot

Last Backup: 25 Jun 2020
View Gonfiguration 3 View Canfiguration » REQUEST FILE TO BE CREATED See more
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

ncludos: FloxConlig, Smart CLI
Mo connections | 1 Group Policy

View Configuration > Configure > Wiew Configuration »

L s

#BBBIETEIR Request filetobecreated #E#% , EET—REE , ERERERTREEE—B/NRTEZEK.

It can take up to 1 hour to generate the
troubleshooting file depending on the device

load.

212 Request fileto be created ####% , Troubleshoot A K ERAEREFERER, BANEIEFEREDEEILEFE,



Troubleshoot

@ Requested See Task List

PIHRMESEIRIES Task List > running SAHEFEH, Troubleshoot THFERBHEITH.

admin
Administrator

aluiln Firepower Device Manager @ o - y— @ 3
CISCO i Maonitoring Paolicies Objects Device: Firepower=1010

Task List

el Il fnished tasks
8 tatal 1 running 0 completed 0 failures Lredete all inshed tas
MNama Start Time End Time Status
Troubleshoot 18 -“-'J'-';I 2020 _
09:19 AM lﬂ Tazk execution started

EEKTEAE , CHEREERTE Task Listhy Completed B A+,



Task List

shate all finished tasks
& total 0 nunning 1 completed 0 fallures ENmita st et
Name Start Time End Time Status Actions
Troubleshoot ® alca6?as-
18 Auwg 2020 18 Aug 2020 chTd-11e9-85ce-
09:19 AM 0926 AN BidSb0%9e07 80
troubleshoot.targz
TERBEHRIESR

Ef1%5) Troubleshoot #8740 , HERRERMERT LR, Z1Z Download £ , WebBIES B RER, BERRURENEL
Troubleshooting file B9,

EREUE— tar.gz BERTHIEWRE,

% AR REBESEH B U ANREERERRERNEE,

Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

{2 Rerequest fileto be created 3R &R BA4E BT HY B FEHEBRIE 2R,

% Mgt UEBESEH AT ANEREELERUITERRN,



Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

wn{aEACLI

MREACEANEI S FHEBNERGE , WABLFEERREWDTH , REEERENRERECHFEEREE , IFEE
R HERRIESR, HEBIBRT , BULEAEKENCLIRERBEHRER.,

Firepower &2 H/0

TEFirepower B F L AT an S U E BB HERRIE R ¢

<#root>
admin@FMC:~$
sudo sf_troubl eshoot. pl

Starting /usr/local/sf/bin/sf_troubleshoot.pl... Please, be patient. This may take several minutes.
Troubleshoot information successfully created at /var/common/xxxxxx.tar.gz

Firepowerg& &

HEFirePOWERKE/EENMERZERE LM AU T ST ERHREHRER

<#root>
>

syst em gener at e-t r oubl eshoot al |

Starting /usr/local/sf/bin/sf_troubleshoot.pl... Please, be patient. This may take several minutes. Th



Firepower eXtensible fE¥E Rt (FXOS)

ETFAEX TIEBELASAKIFirepower 4100/9300FFirepower 2100

BT B B Fireponer TREE L RA(FXOYBMMEHBEE, BLRER  SEEEAZS ARCH)ERILEEB 0L,
N i Fx0S 260+ AB B RN BB R E £ R EER.

HEAFXOSCLI%E |, SBREHITUTTRUERER -

«  Firepower 4100519300 ( FXOSKRA&{ER2.7 ) :
fprm

<{froot>
FP4150#

connect | ocal - ngnt

FPr4150(Tocal-mgmt)#

show t ech-support fprm detail
Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 1)

ATT1 tech-support subsystem tasks are completed (Total: 1l[received]/1[expected])

The detailed tech-support information is Tocated at workspace:///techsupport/20170116170843_FP4150_FPRM

FP4150(Tocal-mgmt)#

HEFE AFirepower F B EBAERBEHRER. B , RREATFERBEN R EBERBEHRESR,

<#root>
FP4150(Iocal-mgmt)#
show t ech-support ?

chassis Chassis fprm Firepower Platform Management module Security Module



»  Firepower 410019300 ( #FXOSHRA2.7TRESIRA ) :

<ttroot>
FP4150#

connect | ocal - mgnt

FP4150(Tocal-mgmt)#

show t ech-support fprm detail

WARNING:

show t ech-support fprmdetail command is deprecated.

Pl ease use show tech-support chassis 1 detail command i nstead.

HEFXOSHRA2. 7R EFRAF , formiEEHRER TS ERER I RERT -

<#root>
FP4150(] ocal-mgmt)#

show t ech-support chassis 1 detail

Initiating tech-support information task on FABRIC A ...

o HTEFAERTFEHASARFirepower 2100 :

<#root>

fpr-2120#

connect | ocal - ngnt



fpr-2120 (I ocal -ngnt)#

show t ech- support ?

fprm FPRM

fpr-2120 (local -ngnt) #

show t ech-support fprm detail

fpr-2120_FPRM
The showt echsupport file will be |ocated at workspace:/techsupport/20221212103515_ fpr-2120_FPRM tar. gz
Initiating tech-support information task on FABRIC A ...

S 5 : Firepower 2100 R A M NEEH B B R,

EERHSPHRERR  SUNEIAEPRIIT. BT T URER

<#froot>

FP4150(Tocal-mgmt)#

dir workspace:/techsupport



1 9912320 Jan 16 17:10:07 2012 20170116170843_FP4150_FPRM. tar

Usage for workspace://
4032679936 bytes total
43540480 bytes used

3784286208 bytes free

FP4150(Tocal-mgmt)#

Firepower 1000/2100F1% 2 f5 A #3100 ( %FTD )

i FACLISHH B connect fxosin & B4R EIFX OSap <shell :

<#froot>

connect fxos

E#R 3l ocal-mgmtas 5 shel |36 4 BB FEHFBRIE R -

<#root>

fpri1150#

connect | ocal - ngnt



fpr1150(local-mgmt)#

show t ech-support fprm detail

fpr1150.abb.local_FPRM
The showtechsupport file will be located at

wor kspace: / t echsupport/20221212091405 _f pr1150. abb. | ocal _FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
WARNING: *** /mnt/disk0/smart-log/ is missing **%*
WARNING: *** /tmp/softraid_env.xml is missing
WARNING: *** /tmp/nvme_build.log is missing ***

WARNING: *** /tmp/sed_build.log is missing ***

WARNING: *** /opt/cisco/platform/logs/QAT is missing **%*
Completed initiating tech-support subsystem tasks (Total: 0)

a

ekk

fpr1150(local-mgmt)#

di r workspace:/techsupport/

1 5776262 Dec 12 09:14:15 2022 20221212091405_fpr1150.abb.local_FPRM.tar.gz
Usage for workspace://

159926181888 bytes total

16198488064 bytes used

143727693824 bytes free

7% £ 8 HF AR AR RIR R IR IR A AR AR -

<#root>



fpr1150(local-mgmt)#

copy wor kspace: /techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

FEEK T #ASARIFirepower 1000/2100F122 2 B35 X 183100

BFFXOSKET :

<#root>

ciscoasa#

show f xos node

Mode is currently set to appliance



f8 F connect fxosadmintn FIEAREIFX OSH shell :

<#root>

ciscoasa#

connect fxos admn

Configuring session.

Connecting to FXOS.

% FEESETXERT , connect fxosadmindi S T E R EHRadmin Lt F3XHEH,

E#7 Bl ocal-mgmit s 4 shel | 3 4 B B BEHEBRIE =R

<#root>

firepower-2130#

connect | ocal - mgnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-2130(local-mgmt)#

show t ech-support fprm detail



firepower-2130_FPRM
The showtechsupport file will be located at

wor kspace: / t echsupport/20221212093206_fi repower-2130_FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 0)
firepower-2130(local-mgmt)#

dir workspace:/techsupport/

1 6902474 Dec 12 09:32:12 2022 20221212093206_f1irepower-2130_FPRM. tar.gz
Usage for workspace://

167921864704 bytes total

318324736 bytes used

167603539968 bytes free

ERNYEHRER , BREASARGIE

<#froot>

firepower-2130(local-mgmt)#

exit

firepower-2130#



exit

Connection with FX0S terminated.
Type help or '?' for a 1list of available commands.

ciscoasa#

dir flash:/fxos

Directory of disk0:/fxos/
6902474
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)

297718806 -rw-

e E SRR RE

<#froot>

ciscoasa#

=i fE AR 2R

09:32:12 Dec 12 2022 20221212093206_f1irepower-2130_FPRM.tar.gz

copy di sk0:/fxos/20221212093206_f i r epower-2130_FPRM tar.gz ?

cluster:
diskO0:
diskl:
flash:
ftp:

running-config

scp:
smb:

startup-config

system:
tftp:

Copy
Copy
Copy
Copy
Copy

to
to
to
to
to

cluster: file system
disk0: file system
diskl: file system
flash: file system
ftp: file system

Update (merge with) current system configuration

Copy
Copy
Copy
Copy
Copy

to
to
to
to
to

scp: file system

smb: file system
startup configuration
system: file system
tftp: file system



ERCLI BRI HRIES
ERRRRFXOSENEIBMZ 5, BREUTEE

o A ERE ERB AR BB T AL RRETHENER, flm , MREBSecure ShelERER | ERML A AR EEAH
BIE ((E22 ) BELR.

« BHNEMXANITRLER(SCP)IRHK. B EMEBE LK B & ESSH/SCPAIRERHKE, BR , Ciscof XEEMBEE
SCPIfRERHI ZEMEL &

Firepower B P

TEFirepower B F OB AN T o S VSR MIEHERRER -

<#froot>

admin@FMC: ~$

sudo scp troubl eshoot _fil e_nane username@lesti nati on_host:

destinati on_f ol der

Firepower &

HEFirePOWEREEMERZERBE LM AU T o U ERBIEHRER

<#froot>



file secure-copy hostname usernane destination_fol der troubl eshoot file

% R EHRBIF , hostname 5| B EERHE MO EBRIPHUE , username IEERFHEM ENERENERE
destination_folder $§E R K E# L8 BERE , troubleshoot_file 15 TE A b i FE HE BR AR 3R LAME 1T 8,

Firepower eXtensible fEZ R (FXOS)

ETFAEX TIEBEIASARIFIrepower 4100/9300FFirepower 2100

ES R E R R Firepower \TEEEERH(FXOS) R B A ERS | SEEFirepowerE B LIETHSG S ¢

<#root>

FP4150(Iocal-mgmt)#

copy wor kspace:/techsupport/filename scp://usernane@ paddr ess

Firepower 1000/2100Ff1%& 25 X 1E3100 ( FFTD)

fiE FACLISHH B connect fxosin B 4& EIFX OSap $rshell :

<#root>

connect fxos



JE 4% Bl ocal -mgmt s T I8 B R HE BRAE RAE R BE i @ BR 2

<#root>

fpr1150#

connect | ocal - mgnt

fpr1150(Tocal-mgmt)#

copy wor kspace: /techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM t ar. gz

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

#HEER THASAKFirepower 1000/2100F1Z2 2 F5 X 183100

B LAREASAR HIBE RS R I RESR

<#root>



ciscoasatt

dir flash:/fxos

Directory of disk0:/fxos/

297718806 -rw- 6902474 09:32:12 Dec 12 2022 20221212093206_f1irepower-2130_FPRM.tar.gz
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)

7% 52 B HF AR AR SRAE R B IR uR A AR AR -

<#root>

Ciscoasatt

copy di sk0:/fxos/20221212093206_fi repower-2130_FPRM tar.gz ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system
2h

E £ Firepower 4100F193007 4 B FX OS show tech-supporti& 2 , 552 B 7EFirepower 41008193009 4 B FX OS show tech-supportf# 22,
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