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% Cisco Security Manager - Configuration Manager

File Edit View Policy Map Manage Tools Launch Help

K5 Device ¢ Map Policy Policy Bundle J:;; l @I ::,I l j}l =2 l :J:

2.8 ¥Fservices.msciEH |, £ "Log On As, ¥ TRAEER, /casuser , BT~ BIFf R

MName = | Description | Skaktus | Skartup Type | Log On As |
£ Cisca Security Manager AUS database engine CiscotWorks Aus sybase databasze ... Manual Jcasuser
£k Cisco Security Manager Daemon Manager Adminiskrative service for CiscoWork,,,  Started Aukomatic Local Syskem

TERBNR

CmfDbEngine, rptDbEngine. AusDbEngineflvmsDbEngine

casuser -casuerWWindowsCommon ServicesSecurity Manager

3. WindowsE 4 HEE :

B ZI B4R EE> Windows BE>R#t ( =588 8555, &A1)

The vnsDbEngi ne service was unable to log on as .\casuser with the currently configured password

due to the followi ng error:

Logon failure: the user has not been granted the requested | ogon type at this conputer.

Service

vnsDbENgi ne

Domain and account

.\ casuser

Thi s service account does not have the required user right "Log on as a service."



User Action

Assign "Log on as a service" to the service account on this computer. You can use Local Security
Settings (Secpol.nsc) to do this. If this computer is a node in a cluster, check that this user
right is assigned to the Cluster service account on all nodes in the cluster.

If you have already assigned this user right to the service account, and the user right appears
to be renoved, check with your domain administrator to find out if a Goup Policy object
associated with this node m ght be renoving the right.

$H¥CmfDbENngine, rptDbEnginefAusDbEngine [RIEER = ZI B UM EH,
#CSM 4.85% , R EHcasuseriEB{THICSMRTS , EREHITA.
LAUR R HcasusenZE1TH) — L ARFS -

Cnf DbEngi ne, rpt DbEngi ne, AusDbEngi ne and vnsDbEngi ne

CasuserBFEFF TS sLBEIT LIARH , AUFEERELRMEREFFTHE

Log on as a service

BAFTREEYR
MEERAKRT4.85 , FEHEE A casusersk EA R K

Efin F|Computer Configuration > Windows Settings > Security Settings > Local Policies > User
Rights Assignment,

NERRE T ABERBERGPO)WAARE , FRE "HREEMWERE, (rsop.msc).
2)ET A BB A SRRV A ARES |, gpedit. mscEHETRE X,

MR AR ER
S RORESE ¥ IR R S4B 3 B B ¥ H e M HIGPOR AR EE L.

ERARRLETERERMERR , MRAHCGPOREER B UL RMAIBIZ |, BlcasuserAJEEEREAR
TEREE (FECSM 4 82 MR EHA M RERTE ) B B MIER,

HRUTEM—BIERAT , EFCSMBRBEMMEI 28 , Casuser N E AR R EE LAY B S5 MIBR :

- ARBFEFAEZ
- BREROD &
- Anytime Daemon Manager is restarted

MR & casuserfE & RIE K BEHLog on kR , Bl EIRUE MR ( CmfDbENngine. rptDbEngine,
AusDbEngineflvmsDbEngine ) X&) , K BcasuserR B E AR BT BRIV FF AT .

BRRITR

BREERL "EBREE A, B8casusertkF,



1) B Brsop.mscit E f1 | Computer Configuration > Windows Settings > Security Settings > Local
Policies > User Rights Assignment,

ME R ,

Load and unload device drivers Administr ators
Lock pages in memory
Log on as a batch job *5-1-5-21-3541194746- 1005014 778-40 10165564- 1002, *5-1-5-21-3541194746- 1 00501477 5-401 01655641003, %5-1-5-2 1-3941 194746-10050147 75-40101 65564-1004,*35-1-5-21-35

Manage auditing and security log Administrators
Madify an object label

)RR A XNBARR Bcasuser , BIFFADC ( BlEESIER ) LHURBEAXNEAEHE

casuser,

WMERR

Palicy_~ [ Security Setting [
ficcess Credential Manager as a trusted caller
Aiccess this computer from the netwerk Everyone, *5-1-5-21-384L...

Act as part of the operating system
Add workstations to domain

adjust memory quotas For a process LOCAL SERVICE,NETWOR. .,
allow log on locally Administratars,Users,Back. .
Allow log on through Remate Desktop Services Administrators,Remate De...
Back up Files and directories Administratars, Backup Op. ..
Bypass traverss checking Everyone,LOCAL SERWIC .,
Change the system time LOCAL SERVICE, Administ:
Change the time zone LOCAL SERVICE, Administr...
Create a pagefile Administrators

Create a token object
Create global chjects LOCAL SERVICE NETWOR, .
Creake permanent shared ohjects

Create symbolic links Adminiskr ators
Deny access ko this computer From the network,

Deny log on as @ batch job Select this object type

Deny log on as & service IUsErs or Builtin security principals Ohject Types:
Deny log on locally

Deny log on through Remote Deskkop Services Fiom ihis location: 3847194 746-100501 4778-401 01 65564-1009

Enable computer and ussr accounts ko be trusted | WIN-EZFFE00MCAS Locations. ARG

Force shitdown from a remote systsm Ente the o . .
Generate securlty audts Erter the object names to select [examples]:

Impersonate a client after authentication casussi Check Names
Increase a process warking set
Increase scheduling priority

Load and unload device drivers
ks ey Abvrced. Carce

Local Secuity Seting | Explain |

Log an &5 & batch job |
[ Log on s a service *5.1.5-21-3841194746-1... e s @ T —
Manage auditing and security log Administratars
Madify an obect label
Madify firmware environment values Administrators
Perform wolume maintenance tasks Administrators
Profile single process Administrators
Profile system performance Administrators, NT SERVIC
Remove computer From docking station Administrators
Replace a process leval token LOCAL SERVICE,METWOR. ..
Restors flles and directaries Adrministratars, Backup Op... oK Cancel e
Shut down the system Administrators,Backup Op...
synchronize directory service data
Take ownership of Files or ather objects Administratars

GPOEAEREMME , — BEREMAKRFLER , FBXRER,
o AT LAFE AR #5 28 - 98 5 4,17 3 Bh A 5K B I

EFRBTEENETERLERHEE, BARLAMERE ( CmfDbEngine. rptDbEngine,
AusDbEngineflvmsDbEngine ) B R IEIT R ¥
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https://technet.microsoft.com/en-in/library/jj134201.aspx
/content/en/us/td/docs/security/security_management/cisco_security_manager/security_manager/4-8/installation/guide/IG/inserver.html#81254
/content/en/us/td/docs/security/security_management/cisco_security_manager/security_manager/4-8/installation/guide/IG/xtrouble.html#pgfId-1081316
https://blogs.technet.microsoft.com/musings_of_a_technical_tam/2012/02/13/group-policy-basics-part-1-understanding-the-structure-of-a-group-policy-object/
https://technet.microsoft.com/en-us/library/cc957141.aspx
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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