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825 1 Threat ResponseEEH , & — Tintelligence > Indicators , A% #$Source T HIBEE
PublicEE k BPrivate, EX4BAFEZR—T "EIUERESE) Ef. €A TIERH[EIE, BER
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- SecureX | Threat Respomse  investgate  Snapshoms  Incidents  Inceliigence

Iy Ll sy i ! Privats indcators

Juscigesmaents Inchicators

Inchic-mces Ificators describa a patomn of behawics of & sot of corditions which indicate malicious Batuicr, Leam Mone [5
Crnata i -
Eiigh‘“l'ﬂ;ﬂ- Craabd Incicnc

Fopds Thiga=InieSgpenca - URLd }: Source: Private
Indicator Modified

Threat=-Inteliggence-URLs

SRMIBE Finvestigate R 5| 128 , WL ERENT MU BRERMIBES Y. ATREBW
, BERURL https://malicious-fake-domain.com FARLLELE R fl. 3= — TiInvestigate X EFRAET K. WA
W ERE , EBURLEEXRA, #EBELABLETHHEUEM LETUNRE | REFIZE T YIE.
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Create Judgement

Jagubaar TG

S BR41% — TLink Indicators , RE RS EB2HIBBIRIE, BREIRIZEAMalicious , RAEBIBEMNEE
AEEEE "B, . REE—TCreatelZift. 31 , URLLZEEIntelligence > Indicators >
View Full Indicator FA] &,
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Create Judgement

Create & new Juedgemant for domainomaticlous-fake ~domadn.com

Indicators® &

Threat=Inteliggeance=-URLs

Dispogition®
Malicious

Euxpiration®
3 3| Days

Threat-Inteliggence-URLS et indicator

Description D https://private.intel. amp.cisco.com
Indicator containing URLs we wish to block
Producer Cisco - MSSP - Jobarrie
Short Description Source
Indicator containing URLs we wish to block
Create Date 2023-01-30T22:47:21.076Z
Likely Impact Last Modified 2023-01-30T22:47:21.0552
Expires Indefinite
Revisions 1
Kill Chain Phases
Confidence High
Saverity High
Judgements TLP Red
Judgement Type Start/End Times e
malicious-fake-domain.com ® Domain 2023-01-30T23:34:24.5...
Malicious 2023-03-02T23:34:24.5...
5  perpage Showing 1-1 of 1
Ennda

$W5E B Zintelligence > Feeds , A& IR — T Create Feed URL., EETitleffL , AR RIESER
2/ 3 MIndicator. FE{RAG "EH (Output) FTHLZERZABEME K REE—T "f#7E.
(Save)o



Create Feed URL

Titie* @@

Threat-Intelligence-TH=-URLs

Indicator® "
Thraat-inteliggence-URLs - Indicator containing LRLS we wish to block
Output @
Chsgrvablos
Expiration® '
January 30, 2023
Forever

Ao with the LIRL will b abbe 1o view this fised,

Ho6FEF Lintelligence > Feeds TEMY TR , RBIZX—TRBERFMEEMR. Z— TURLTEHET
BB T B URL,

{@, SecureX | Threat Response  Iwesigate  Snapshots  Incidents  Inteligence

Intelligpance [ Foaeds

Judgements Feeds
Inddicators Thesa feeds wene created or Saved from privabe Sources. Anpone with the URL can view the feed,
1z
Sightings Create Feed LIRL
Feds Search *
Feed Created &
Threat-Inteligence-TR-URLs 2023-01-31T00:33:26.28BF
Observabbes Admin El meno meno 2
Tithe: Theaat=Irgelbgancs-TR-URLs
Dutput: Oinsd rvalhes
Crpatid; 2023=-01=31T:33: 26, 3882
Creator Admin El meng mong 2
Exgriraticn:
URL: hitega: [ peivai. int ol areg, cigso, come 44 3stn Teedfead - 1 631550 -8 1 Sa-4n0e - 0038- 1018301 454 79w, D T s cBbpo B0n - Te 1 2-4380-a307 - 75101 dopdc 20
Show JSON
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- >EFEURL

- TXF, (Type)> MEEVFEIESR, (Select Flat File)

- RB>EEURL

. Url >BY £ TCreate SecureX Threat Response Feed, #34 #IURLEEES,
FZ#1 (Name)>BELRASENTMNEE

- Action > Select Block

- B ER>EEI0DE (ARRBRBRRNVREER )
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S BATER Threat Intelligence Director BAEEIREBA RIFTRERRHARRE (FTDsEE ), BE
ZIntegrations > Intelligence > Elements:

Analysis Policies Devices Objects Integration

TID Detection

Q The system is currently publishing TID cbservables to elements. Click Pause to stop publishing and purge TID
observables stored on your elements.

Pause Resume
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This site can't be reached

malicious-fake-demain.cem took too long to respond
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= Checking the connetion

& Checking the proxy and the firewall

= Running Windows Mebwork Diagnostics
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Firewall Management Center

Overview

Analysis

Security-Related Connection Events e s

No Search Constraints (Edit Search)

Security -Related Connections with Application Detais

Table View of Security-Related Connection Events:

Jump to...

+ First Packet

v H0E3-01-31 092403
F023-01-31 092403
F0FI~01-31 09:24:03

= IOFI=01-31 093402

* 2023-01-31 09:18:33

TP =TT AR TR

FTD LINAFERRAFFZEBR S ERERR LW T
Intelligence T BE {5 F Snort 5| 2

Lagt Paciot

2023-01-31 05:24:03
I023-01-31 0%:24:03
I0FI-01-31 0%:24:03
INFF-01=31 09:24:03
I073-01-31 0%:18:33

TOTFRT =TT AR TR

Action

Black
Elock
Elck
Bk
Biack

Rlank

Roason

URL Biock
URL Block
URL Block
URL Blgck
URL Block

BB Rinek

J— =i
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10855
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Integration

Sacurity
imuliigencn
Catagary

TID URL Block
TID URL Block
TID URL Bleck
TID URL Block
TID URL Block
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URLKYRE.
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Security  Security
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Bockmark This Page | Reporting | Dashboard | View Bookmark
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AR, SnortB|EJZEAFE—MEERG , UESMNBREERNOME  KMERBERIY. BE
HREFAEER , BESEEFTD LINABER FHEEF.

7: 18:28:46.965449 0050. 56b3. fd77 0050. 56b3. de22 0x0800 Length: 571
10.5.5.5.63666 > 10.31.124.250.443: P [tcp sum ok] 2993282128:2993282645(517) ack 2622728404 win
1024 (DF) (ttl 128, id 2336)

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

El apsed tine: 1926 ns

Config:

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in i d=0x14745cf3b800, priority=13, dommi n=capture, deny=false

hi t s=553, user_dat a=0x14745cf 4b800, cs_i d=0x0, |3 _type=0x0

src nmac=0000. 0000. 0000, nmask=0000. 0000. 0000

dst nmac=0000. 0000. 0000, nask=0000. 0000. 0000

i nput _i fc=Insi de, output_ifc=any

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

El apsed tine: 1926 ns

Config:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x14745c5c¢5c80, priority=1, dommi n=permit, deny=fal se
hi t s=7098895, user_dat a=0x0, cs_i d=0x0, |3_type=0x8
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000

dst nac=0000. 0000. 0000, mask=0100. 0000. 0000

i nput _i fc=Insi de, output_ifc=any

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

El apsed tine: 3852 ns

Config:

Addi tional |nfornation:

Found flow with id 67047, using existing flow
Modul e information for forward flow ...
snp_fp_inspect _i p_options
snp_fp_tcp_normalizer

snp_f p_tcp_proxy

snp_fp_snort

snp_f p_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_f p_adj acency

snp_f p_fragnent

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_inspect _i p_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_f p_tcp_proxy

snp_fp_snort

snp_f p_tcp_proxy



snp_fp_tcp_normalizer
snp_f p_adj acency
snp_f p_fragment

snp_i fc_stat

Phase: 4

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

El apsed tine: 31244 ns

Confi g:

Addi tional |nfornation:
Application: 'SNORT | nspect’

Phase: 5

Type: SNORT

Subt ype: appid

Resul t: ALLOW

El apsed tine: 655704 ns

Confi g:

Addi tional |nfornation:

service: HITPS(1122), client: SSL client(1296), payload: (0), msc: (0)

Phase: 6

Type: SNORT

Subtype: SI-URL

Result: DROP

Elapsed time: 119238 ns

Config:

URL list id 1074790412

Additional Information:

Matched url malicious-fake-domain.com, action Block

Resul t:

input-interface: Inside(vrfid:0)

i nput -status: up

input-line-status: up

Action: drop

Ti me Taken: 813890 ns

Drop-reason: (si) Blocked or blacklisted by the SI preprocessor, Drop-location: franme
0x000056171f f 3cOb0 fl ow ( NA)/ NA

RER: AR
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https://www.cisco.com/c/zh_tw/support/docs/storage-networking/security/214859-configure-and-troubleshoot-cisco-threat.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/threat-intelligence-director.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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