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sthail |dentity Services Engine

Home + Context Visibility » Operations » Policy ~ Administration » Work Centers
» System  » Ildentity Management =~ Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM
———
<]
Network Devices Network Devices
Default Device

"’ Edit rﬂ]};Add % Duplicate G;‘Import @prcrt °Ge1erate PAC x Delete
Device Security Settings

Name & IP/Mask Profile Name: Location Type

No data available
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Network Devices
Default Device

Device Security Settings

BEESWARKREREHL AR

S B 2.1.3— T Submit,

Network Devices List > SWA

Network Devices
* Name | SWA |
Description | |
IPAddress  =| *IP: | 10.106.38.176 7

* Device Profile 3 Cisco = &

Software Version |:I

* Network Device Group

Location Al Locations © | [ SetToDefaut |
IPSEC [No © | [ SetToDefaut |
Device Type |All Device Types () | | Set To Default |
« RADIUS Authentication Settings
RADIUS UDP Settings
Protocol  RADIUS

* Shared Secret | gypese

| (LShow ]




¥ |+ RADWS Authentication Settings

RADIUS UDP Settings

Protocel RADIUS

* Shared Secret |....... | Show

Use Second Shared Secret || &

Show
CoA Port | 1700 | [ SetToDefault
RADIUS DTLS Settings i
DTLS Required ] i
Shared Secret |radius/diis i
CoA Port [2083 | [ setToDefault
Issuer CA of ISE Centificates for CoA @ect if required (aptional) - | i

DNS Name

General Settings
Enable KeyWrap [ (i
® Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format ®/ ASCI | HEXADECIMAL

I | TacACS Authentication Settings
[ sHuP Seftings

O | Advanced TrustSec Settings

T e | Cancel

RXEHREERE

TSR3 BUMENERESHE. EfE/Administration > Identity Management > Groups > User
Identity Groups > + Add.
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élu's'élo' Identity Services Engine Home » Context Visibility » Operations » Policy « Administration » Work Centers

» System  ~ Identity Management ¥ Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identities Groups External Identity Sources Identity Source Sequences ¢ Settings

Identity Groups User Identity Groups
= "Edit SAdd | 3 Delete v | @alImport e Export =
» [ Endpoint Identity Groups Name a  Description
» || User Identity Groups ] & ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
O Employee Default Employee User Group

5% GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group

00

S GuestType_Contractor (default) Identity group mirroring the guest type
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il Identity Services Engine

Home b Context Visibility » Operations » Paolicy ~ Administration » Work Centers
b System  ~ ldentity Management » Metwork Resources  » Device Portal Management  pxGrid Services » Feed Service  » Threat Centric NAC

b ldentities  Groups  External ldentity Sources  Identity Source Sequences b Settings

I
Identity Groups User Identity Groups > New User Identity Group
& D) Identity Group
v = v kéé' *Name | SWA Admin
» || Endpoint identity Groups Description SWA Admin JSE Local

» | User Identity Groups

=
BMERESH

Home: v Context Visibility » Operations + Policy - Sdministration v Work Centers

» System | - ldentity Management » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

¢ ldentities  Groups  External ldentity Sources  ldentity Source Seguences v Settings

Identity Groups User Identity Groups = New User Identity Group

s ) Identity Group
| v v & *MName | SWA ReadOnly
» [ Endpoint Identity Groups Description Iﬁ\_’};‘g Read Only User Group ﬁ|
* | User ldentity Groups
S ALL_ACCOUNTS {default) | cancel |
:‘l Employes

£ GROUP_ACCOUNTS {default)
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aluili - |dentity Services Engine

» Context Visibility » Operations » Policy ~ Administration » Work Centers
» System = ldenlity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
+ |dentities  Groups  External Identity Sources  Identity Source Sequences » Settings
—
(<]
Network Access Users

Users

Latest Manual Metweork Scan Results

,' Edit ‘{IF'Md E}angez Status aF'ImW"t Isf.J Export = x Delete Et]Duplfcntu
Status Name a  Description First Name Last Name Email Address

Mo data available
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Wil Identity Services Engine Home v Context Visibility v Operations » Policy - Administration » Work Centers
+ Threat Centric NAC

» System = - Mentity Management » Metwork Resources  » Device Portal Management  pxGrid Servicezs  » Feed Service

= ldentities  Groups  External identity Sources  lentity Source Sequences  » Settings
I
L <]
MNetwork Access Users List = New Network Access User

Users
* Network Access User

Latest Manual Metwork Scan Results

*Hame | adminuser

Status Enabled

Email |

» Passwords

Password Type. | Internal Users -
Password Re-Enter Password
* Login Password | eesesese | | T | | Generate P

BMERESERE

S ER 5.2. 7 User GroupsEh 2 #i#ESWA Admin,

v Account Disable Policy

[0 Disable account if date exceeds | 2024-03-28 (yyyy-mm-dd)

v User Groups

* [SWA Admin ol

e

#Admin GroupZ BLisAdminfE A &
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ot Identity Senvices Engine Home » Context Visibility » Operations + Policy ~ Administration

» System | - dentity Management » Network Rescurces v Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~ldentities  Groups  External ldentity Sources  |dentity Source Sequences ¢ Setlings
I
[ <]
Network Access Users List = New Nebwork Access User

* Network Access User

Users

Latest Manual Network Scan Results

* Name | rouser

Status Enabled »

Email |

~ Passwords

Password Type: | Internal Users -

Password Re-Enter Password
* Login Password | [TITTITL] | | [TITTITL] | | Generate Password | i
Enable Password | | | | | Generate Password | i

BMABERE

BR 5.4 7t User GroupsZBs HiEESWA ReadOnly,

v Account Disable Policy

[J Disable account if date exceeds | 2024-03-28 (yyyy-mm-dd)

v User Groups

* [SWA ReadOnly o)
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’I=I|'s'élo" Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiing  Posture  Client Provisioning = Policy Elements

Dictionaries  » Conditiocns  ~ Results

o
Authorization Profiles > New Authorization Profile
» Authentication . ~
Authorization Profile
~ Authorization *Name | SWA Admin
Authorization Profiles Description
Downloadable ACLs " Access Type |ACCESS_ACCEPT |
+ Profiling Metwork Device Profile &k Cisco -
» Posture Service Template 0

» Client Provisioning Track Movement O

Passive ldentity Tracking G

AREESEREENRERERSR

$B 6171 "ESHREBEHREL P, EfiFIRadius > Class—[25] , #i A{EAdministrator , AR%&E—T
Submit,

+ Advanced Attributes Settings

|Raci_.:s:ﬂass @ =|Administratn:r
o

+ Attributes Details

Access Type = ACCESS _ACCEPT
Class = Administrator
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'éluls:élc:' Identity Services Engine Home » Context Visibility » Operations » Administration

Policy Sets  Profiing  Posture  Client Provisioning = ~ Policy Elements

Dictionaries » Conditions ~ Results

» Work Centers

<]
Authorization Profiles > New Authorization Profile
» Authentication . .
Authorization Profile
~ Authorization *Name | SWA ReadOnly |
Authorization Profiles Description |
Downloadable ACLs * Access Type | ACCESS_ACCEPT v
» Profiling Network Device Profile A Cisco | w | £33
» Posture Service Template [

b Client Provisioning Track Movement Oa

Passive Identity Tracking OaG

K

ARBECREENREREER

BB 718" &1 H AReadUserfYRadius : Class , M 3EAdministrator,

i

(aif

» Advanced Attributes Settings

|Ra:i.l5:[l1-ass @ =|F'.eadL.Iser
i

» Attributes Details

Access Type = ACCESS ACCEPT
Class = ReadUser
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Policy Sets ~ Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets

+ Status Policy Set Name Description Conditions

Search

» Work Centers
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Conditions Studio

Library Editor
Search by Name Radius-NAS-IP-Address
PR0assOFERARCLOE" Q Equals v 10.106.38.176 E]
E Catalyst_Switch_Local_Web_Authentication (7 Set to'Is not' Duplicate @
[E] switch_Local_Web_Authentication @
Switch_Web_Authentication @
New AND  OR
; 5 wired_802.1x @
Wired_MAB @
E Wireless_802.1X @
[E] wireless_aAccess @
B wireless_maB @
WLC_Web_Authentication @

S &
18 D SEEBE L RS WAMB S 5 B

S ER 8.2.#%— T Save,

Policy Sets Reset Policysot Hitcounts I Reset ¥ save ]

+ Status Palicy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions Wiew
r @ SWiA Access Q  Radius NAS.IP-Addross EQUALS 1010638 176 Dofault Natwork Access Ay e} >
() Default Default palicy sat Datault Matwork Access x| 4 o e >
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W Authorization Policy (0)

+
Status Rule Name
Search
e ® SWA Admin
38 INT% A SR BE R4

Conditions

——-'9"'

HER 9.2 MEMRMACEBERBERERE S HERN FDESWA admin, 1E

Conditions Studio
Library

Search by Mame

PEDacFeAECLOE T

BYOD_is_Registered

Catalyst_Switch_Local_Web_Authentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPv2

EAP-TLS

Guest_Flow

MAC_in_SAN

Network_Access_Authentication_Passed

Nen_Cisco_Profiled_Phones

Mon_Compliant_Devices

Switch_Local Web_Authentication

000D 00000000 D

ESDRERRY

®

S

@

@

@

6]

Editor

=
&=

Click to add an attribute

Select attribute for condition x

s ofler s PrERrBECLO L =

£
=
&
£
-

Dictionary Attribute D Info
All Dictionaries v Altribute D

AD ExternalGroups @

CWA CWA_ExternalGroups @

|dentityGroup Description @

IdentityGroup Name @

InternallUsar IdentityGroup [6)

PassivelD PassivelD_Groups @

D @

S ER 9.3.[@ TR B I EFEUser Identity Groups : SWA admin.



Conditions Studio
Library

Search by Name
PEOacecREFPERACLORL T
BYOD _is_Registered @
Catalyst_Switch_Local Web_Authentication (@)

Compliance_Unknown_Devices

©

Compliant_Devices

EAP-MSCHAPvZ

EAP-TLS

Guest_Flow

MAC in_SAN

MNetwork_Access_Authentication_Passed

Non_Cisco_Profiled_Phones

Non_Compliant_Devices

@ @ @& &8 &8 @ @ e e

Switch_Local_Web_Authentication

Scroll Down abd Select Identity Group Name

S ER 9.4 3 — T Use,

Conditions Studio
Library

Search by Name
PBE0aedFRFERECLOEF

[E BY0D is_Registered @

Catalyst_Swilch_Local_Web_Authentication (D)

[E] compliance_Unknown_Devices @
E Compliant_Devices @
E EAP-MSCHAPv2 @
B Eap-TLs 6]
E] Guest_Flow 6}
B MAC_in_SAN @
E Network_Access_Authentication_Passed  (7)
E Non_Cisco_Profiled_Phones @

BESWAEE S £ /A E BN RERK

Editor

IdentityGroup-Mame

& Equals ~ Choose from list o type i

ser [dentity Groups GuestType_Contractor (defaul
Set to'Is not' Save
User ldentity Groups:GuestType_Daily (default)
User Identity Groups:GuestType_SocizlLogin (default)
| User Identity Groups:GuestType_Weekly (default)

' User Identity Groups:OWN_ACCOUNTS (default)

User ldentity Groups:SWA Admin

User Identity Groups:SWA ReadOnly

Editor
@
IdentityGroup-Name
a2 Equals ~ * User |dentity Groups:SWA Admin HH
Set to 'Is not" You can only select 1 itam

New AND OR
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REBH,

2R E R 4 LA T B Dictionary Identity GroupFAttribute Name Equals User Identity Groups :

ReadOnly , A#& % — TUse.

Conditions Studio

SWA

Library Editor
irch by Nam
IdentityGroup-Name
¢B0selmE AECLOET a Equals v = User Identity Groups:SWA ReadOnly fi
BYOD_is_Registered @ Setto'ls not' Duplicate

Catalyst_Switch_Local_Web_Authentication (@)

0Om Do o

Compliance_Unknown_Devices @
New AND OR
Compliant_Devices @
E EAP-MSCHAPY2 6)
B eap-TLs 6]
E Guest_Flow @
E MAC_in_SAN @
@ Network_Access_Authentication_Passed @
E Non_Cisco_Profiled_Phones @

S

EEIARCEREANRERE

$SER 11. 9 Bl &S ER BIF% EAuthorization Profile , A% 1% — T Save,

Policy Sets =» SWA Access Reset Policysat Hitcounts m

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits.

@ WA Accoss Q@  Radus NASIP.Addross BGUALS 10,108 30.178 Datault Natwork A22o3s

3 Authentication Policy (1)
* Awthorization Policy - Local Exceplions
¥ Authonzation Policy - Global Exceplions

w Autherization Palicy (1)

Results
= "
Status Rule Marme Conditions Profiles Securily Groups
rd @ SWA Raad Only & IdontityGroup-Namo EQUALS Usar ldantity Groups:SWit RoadOndy = SV Read Oy + S
£ @ FA Admin & IdentityGroup-Name EQUALS User Identity Groups:SWa Admin = SWA Admin + R
@ Dafauit = Derrphccoss + -

BERERBEER

Hits Agtions
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B8 2 fEExternal Authenticationd 3% — T Enable,

Cisco Secure Web Appliance Secure We
S100V
by Reporting Web Security Manager Security Services Metwaork System Administration
Users

All
ACCE.II"ItS User Name Full Name User Type Account Status Passphrase Expires Delete
D admin Administrator Administrator Active nfa

| Enforce Passphrase Changes |

Local User Account & Passphrase Settings
Account Lock: | Mot configured.
Passphrase Reset: | Not configured.

Passphrase Rules: | Reguire at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

s

|

Second Factor Authentication Settings

Two Factor Authentication is disabled.

FESWAR RSB0 & 17 B =&

S B 3. 7ERADIUSTIARES T M Z B P AISERIPH#b 3t SRFQDN |, W AE S B2 ISEREFH &
LIRSk

S BR 4.7 Group Mapping¥i#1EMap external authenticated users to multiple local roles,
S B 4.1.7F "RADIUS CLASS Attribute ; 1z # & A Administrator , #A#&i#1£Role Administrator,

HBR 4.2 7ERADIUS CLASS Attribute#{ F ¥ AReadUserit ZEA B FEE T,



Fa Cisco Secure Web App"ance Secure Web Appliance is getting
S100V

. ] Reporting Web Security Manager Security Services Network System Administration

Edit External Authentication

External Authentication Settings

Enable External Authentication

Authentication Mode: [ Password based Authentication v |

Authentication Type: | (RADIUS v |

Protocol | UDP v |

RADIUS Server Information: ' | paniys Server Hostname | Port Shared Secret Timeout | Authentication Certificate Add Row
value protocol
(in
seconds)
|10.106.38.150 |1812 senne |s [PaP ~] |selectany v | &
External Authentication Cache Timeout: (?) |0 seconds
Group Mapping: | (&) Map externally authenticated users to multiple local roles. (recommended)

RADIUS CLASS Attribute Role (7) | Add Row

] administrator | Administrator w i

IReadUser [ Read-Only Operator v | |}

RADIUS CLASS attributes are case-sensitive,

() Map all externally authenticated users to the Administrator role.

RADIUSfRBRBRHI SN ER & t BR TR L B
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ER B, ¥ APassphrasefRetype Passphrase , #1158 & % E 4R F{E M S ZBRADIUS R R 2%
, AIEENFE T EEITGUIER.



AR REFEEELERFRINETMADBMEERES  cRERKFEHERFE BESecure WebZHEE
FESENAMFERE,

Users

USEer...

When RALC xcept "admin” are disabled, If all RADIUS services fail, local user accounts will be used for authentication,
All
L

Accounts User Name Full Name User Type™* Account Status Passphrase Expires Delete
O adminuser Admin User Administrator Active nfa i
| rouser RO User Read-Only Cperator Active f W
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= Steps
Overview
11001 Received RADIUS Access-Reguest
Event 5200 Authentication succeeded .
11017 RADIWE created a new session
Username adminuser 11T Generated a new session ID
1504 raluating Policy G
Endpoint Id 049 Evaluating Policy Group
15008 Evalating Service Selection Policy
Endpoint Profile 15048 Queried PIP - Radius. NAS-IP-Address
Authentication Policy SWA Access >» Default 15041  Evalualing kentiy Policy

22072 Selected identity source sequence - All_User_ID_Stores
Authorization Policy SWA Access == SWA Admin

15013  Selected identity Source - internal Users
Authorization Result SWA Admin 24210 Looking up User in Internal Users IDStore - adminuser

24212 Found User in Internal Users IDStore

22037 Awuthentication Passed
1503 Evaluating Autherization Pobey

Authentication Details Selected Authorization Profie - SWA Admin

22081 Max sessions policy passed
Source Timestamp 2024-01-28 17:28:31.573 SRRl Tl smssins pulcy passes
22080 Mew accounting session creéated in Session cache

Received Timestamp 2024-01-28 17:28:31.573 11002  Returned RADIUS Access-Accept
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