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Switch
PC Running YPH Client 1.1 Device

VPN#E Fii1.1588%E

Net wor k Security policy:
1- Myconn
My ldentity = ip address
Connection security: Secure
Renote Party ldentity and addressing
I D Type: | P subnet
10.21.1.0 (range of inside network)
Port all Protocol all

Connect using secure tunnel
ID Type: |P address
99.99.99.1
Pre-shared key = ciscol234

Aut henti cation (Phase 1)
Proposal 1
Aut henti cati on nethod: pre-shared key
Encryp Al g: DES
Hash Al g: M5
SA life: Unspecified
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Key G oup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

2- Ot her Connections
Connection security: Non-secure
Local Network Interface

Name: Any
| P Addr: Any
Port: All

AR R A Xauth® , BEEAEERERIRARATNEER(LLEHT Tping -t #4444,
HRRBER

User Authentication for 3660
User nane:
Passwor d:

AELAG
73 Xauth 9 25 F B AL S

Current configuration

!

version 12.1

service timestanps debug uptime
service timestanps | og uptine

no service password-encryption

!

host nane goss- e4- 3660

!

!--- Required for Xauth. aaa new-model
AAA aut hentication login default Iine
!--- Defines the list for Xauth. AAA authentication
login xauth list local

username john password 0 doe

1

menory-size i onem 30

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

cns event-service server

!

!--- Defines IKE policy. Default encryption is DES. !---
If you want to have 3DES encryption for IKE and your

image is !--- a 3DES image, put "encryption 3des" under
the ISAKMP !--- policy configuration mode. !--- This
must match the parameters in the "Authentication (Phase
1)" proposal !--- on the VPN Client. crypto isakmp
policy 10

hash md5

authentication pre-share
!--- Wildcard pre-shared key for all the clients. crypto




isakmp key ciscol234 address 0.0.0.0 0.0.0.0

!--- Address pool for client-mode configuration
addresses. crypto isakmp client configuration address-
pool local ourpool

!--- Define the IPsec transform set. !--- These
parameters must match Phase 2 proposal parameters !---

configured on the client. !--- If you have 3DES image
and would like to encrypt your data using 3DES, !--- the
line appears as follows: !--- crypto ipsec transform-set

ts esp-3des esp-md5-hmac. crypto ipsec transform-set
mypolicy esp-des esp-md5-hmac

! --—- Create a dynamic crypto map that specifies the
transform set to use. crypto dynamic-map dyna 10
set transform-set mypolicy

1
!--- Enable the Xauth with the specified list. crypto
map test client authentication list xauth_list

! --- Enable ModeConfig initiation and response. crypto
map test client configuration address initiate

crypto map test client configuration address respond

! --- Create regular crypto map based on the dynamic
crypto map. crypto map test 5 ipsec-isakmp dynamic dyna
1

interface FastEthernet0/0

i p address 10.21.1.48 255. 255.255.0

ip nat inside

dupl ex auto

speed auto

!

interface FastEthernet0/1

i p address 99.99.99.1 255. 255. 255.0

i p Nat outside

no i p route-cache

no i p nroute-cache

dupl ex auto

speed 10

!--- Apply the crypto map to the public interface of the
router. crypto map test

1

interface Ethernet2/0

no i p address

shut down

!

interface Ethernet2/1

no i p address

shut down

!

!--- Define the pool of addresses for ModeConfig (see
reference !--- earlier in this output). ip local pool
ourpool 10.2.1.1 10.2.1.254

i p Nat pool outsidepool 99.99.99.50 99.99.99. 60 net mask
255. 255. 255. 0

i p Nat inside source route-map nonat pool outsidepoo

ip classless

iproute 0.0.0.0 0.0.0.0 10.21.1.1

no ip http server

1

access-list 101 deny ip 10.21.1.0 0.0.0.255 10.2.1.0
0.0.0. 255

access-list 101 pernmit ip 10.21.1.0 0.0.0.255 any
route-map nonat permnit 10

match i p address 101
!




line con O

transport input none
line aux O

line vty 0 4

password ww
|

end
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BHEE : 5 debug FES 281 , FEE 2B EE Debug ETHEEE .

- debug aaa authentication — # T~ B BAAA/TACACS+E BTN E
- debug crypto isakmp — ETREBIKESHHEE.

- debug crypto ipsec — # R IPsecEH,

. debug crypto key-exchange — B R B 2 EZEHE(DSS) NI XHUE ..
. clear crypto isakmp — 15 € E/EBREVIERR

- clear crypto sa — filBRIPsecZ £ B35,

5 588 tH R B

%III

goss- e4- 3660#show debug
General CS:
AAA Aut henti cation debugging is on
Crypt ogr aphi ¢ Subsyst em
Crypto | SAKMP debugging i s on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging i s on
gosSs- e4- 3660#term mon
goss- e4- 3660#
01:37:58: | SAKMP (0:0): received packet from 99.99.99.5
(N) NEW SA
01:37:58: | SAKMP: | ocal port 500, renpote port 500
01:37:58: I SAKMP (0:1): Setting client config settings
627D1E3C
01:37:58: ISAKMP (0:1): (Re)Setting client xauth Iist
xauth_list and state
01:37:58: | SAKMP: Created a peer node for 99.99.99.5
01:37:58: | SAKMP: Locking struct 627DLE3C from
crypto_i knp_config_initialize_sa
01:37:58: | SAKMP (0:1): processing SA payload. nessage ID =0
! -—— Pre-shared key matched. 01:37:58: ISARKMP (0:1): found peer pre-shared key
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matching 99.99.99.5
01:37:58: | SAKMP (0:1): Checking | SAKMP transform 1
against priority 10 policy

01: 37: 58: | SAKVP: encrypti on DES- CBC
01: 37: 58: | SAKMP: hash MD5

01: 37:58: | SAKMP: default group 1

01: 37:58: | SAKMP: auth pre-share

! -—- ISAKMP policy proposed by VPN Client matched the configured ISAKMP policy. 01:37:58: ISAKMP
(0:1): atts are acceptable. Next payload is 0
01: 37:58: Crypt oEngi ne0: generate al g paraneter
01:37:58: CRYPTO ENG NE: Dh phase 1 status: O
01:37:58: CRYPTO ENG NE: DH phase 1 status: O
01:37:58: | SAKMP (0:1): SA is doing pre-shared key authentication

using id type |1 D_| PV4_ADDR
01:37:58: | SAKMP (0:1): sending packet to 99.99.99.5 (R) MV _SA SETUP
01:37:59: | SAKMP (0:1): received packet from 99.99.99.5

(R) MM_SA_SETUP
01:37:59: | SAKMP (0:1): processing KE payl oad. Message ID =0
01:37:59: CryptoEngi ne0: generate al g paraneter
01:37:59: | SAKMP (0:1): processi ng NONCE payl oad. Message ID = 0
01:37:59: | SAKMP (0:1): found peer pre-shared key matching 99.99.99.5
01:37:59: CryptoEngi ne0: create | SAKMP SKEYID for conn id 1
01:37:59: | SAKMP (0:1): SKEYID state generated
01:37:59: | SAKMP (0:1): processing vendor id payl oad
01:37:59: | SAKMP (0:1): processing vendor id payl oad
01:37:59: | SAKMP (0:1): sending packet to 99.99.99.5 (R MV KEY_EXCH
01:37:59: | SAKMP (0:1): received packet from 99.99.99.5

(R) MM_KEY_EXCH
01:37:59: | SAKMP (0:1): processing |ID payload. Message ID =0
01:37:59: | SAKMP (0:1): processing HASH payl oad. Message ID =0
01:37:59: CryptoEngi ne0: generate hmac context for conn id 1
01:37:59: | SAKMP (0:1): processing NOTIFY | NI TI AL_CONTACT protocol 1

spi 0, message ID =10
01:37:59: | SAKMP (0:1): SA has been authenticated with 99.99.99.5
01:37:59: | SAKMP (1): ID payl oad
next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
I ength : 8

01:37:59: | SAKMP (1): Total payload length: 12

01:37:59: CryptoEngi ne0: generate hmac context for conn id 1

01:37:59: CryptoEngi ne0: clear DH nunber for connid 1

! --- Starting Xauth. 01:37:59: ISAKMP (0:1): sending packet to 99.99.99.5 (R) CONF_XAUTH

01:38:00: | SAKMP (0:1): received packet from 99.99.99.5
(R) CONF_XAUTH

01:38:00: |ISAKMP (0:1): (Re)Setting client xauth Iist
xauth_list and state

01:38:00: | SAKMP (0:1): Need XAUTH

01:38: 00: AAA: parse nanme=| SAKMWP idb type=-1 tty=-1

01: 38: 00: AAA/ MEMORY: create_user (0x627D27D0) user='"' ruser=""
port="1SAKMP' rem addr='99.99.99.5" authen_type=ASCl |
service=LOG N priv=0

01: 38: 00: AAA/ AUTHEN START (324819201): port="1SAKM
list="xauth_list' action=LOG N servi ce=LOE N

01: 38: 00: AAA/ AUTHEN START (324819201): found list xauth_list

01: 38: 00: AAA/ AUTHEN START (324819201): Met hod=LOCAL

01: 38: 00: AAA/ AUTHEN (324819201): status = GETUSER

01:38:00: | SAKMP: got call back 1

01:38: 00: | SAKMP/ xaut h: request attribute XAUTH TYPE

01:38:00: | SAKMP/ xaut h: request attribute XAUTH MESSAGE

01:38:00: | SAKMP/ xaut h: request attribute XAUTH_USER NAVE

01:38: 00: | SAKMP/ xaut h: request attribute XAUTH USER PASSWORD

01: 38:00: CryptoEngi ne0: generate hmac context for conn id 1



01:38:00: ISAKMP (0:1): initiating peer config to 99.99.99.5.
I D = 944484565
01:38:00: | SAKMP (0:1): sending packet to 99.99.99.5 (R} CONF_XAUTH
01:38:02: | PSEC(decapsul ate): error in decapsul ation
crypto_i psec_sa_exists
!-—- The user has delayed the input of the username/password. 01:38:05: ISAKMP (0:1):
retransmitting phase 2 CONF_XAUTH
944484565 ...
01:38:05: ISAKMP (0:1): incrementing error counter on sa:
retransmit phase 2
01:38:05: ISAKMP (0:1): incrementing error counter on sa:
retransmit phase 2
01:38:05: ISAKMP (0:1): retransmitting phase 2 944484565 CONF_XAUTH
01:38:05: ISAKMP (0:1): sending packet to 99.99.99.5 (R) CONF_XAUTH
01:38:08: ISAKMP (0:1): received packet from 99.99.99.5
(R) CONF_XAUTH
01:38:08: ISAKMP (0:1): processing transaction payload
from 99.99.99.5. Message ID = 944484565
01:38:08: CryptoEngi ne0: generate hmac context for conn id 1
01:38:08: | SAKMP: Config payl oad REPLY
01:38:08: | SAKMP/ xauth: reply attribute XAUTH TYPE
01:38:08: | SAKMP/ xauth: reply attribute XAUTH USER_NAME
01:38:08: | SAKMP/ xauth: reply attribute XAUTH_USER_PASSWORD
01:38: 08: AAA/ AUTHEN CONT (324819201): continue_l ogin
(user='(undef)")
01: 38: 08: AAA/ AUTHEN (324819201): status = GETUSER
01: 38: 08: AAA/ AUTHEN CONT (324819201): Met hod=LOCAL
01: 38: 08: AAA/ AUTHEN (324819201): status = GETPASS
01:38:08: AAA/ AUTHEN CONT (324819201): continue_l ogin
(user="john")
01: 38: 08: AAA/ AUTHEN (324819201): status = GETPASS
01: 38: 08: AAA/ AUTHEN CONT (324819201): Met hod=LOCAL
01: 38: 08: AAA/ AUTHEN (324819201): status = PASS
01:38:08: | SAKMP: got call back 1
01:38:08: CryptoEngi ne0: generate hmac context for conn id 1
01:38:08: ISAKMP (0:1): initiating peer config to 99.99.99.5.
I D = 944484565
01:38:08: | SAKMP (0:1): sending packet to 99.99.99.5 (R} CONF_XAUTH
01:38:08: | SAKMP (0:1): received packet from 99.99.99.5
(R) CONF_XAUTH
01:38:08: | SAKMP (0:1): processing transaction payl oad from 99.99.99. 5.
Message | D = 944484565
01:38:08: CryptoEngi ne0: generate hmac context for conn id 1
01:38:08: | SAKMP: Config payl oad ACK
! --- Xauth finished. 01:38:08: ISAKMP (0:1): deleting node 944484565 error FALSE
reason "done with transaction"
01:38:08: | SAKMP (0:1): allocating address 10.2.1.2
01:38:08: CryptoEngi ne0: generate hmac context for conn id 1
01:38:08: ISAKMP (0:1): initiating peer config to 99.99.99.5.
ID = -2139076758
01:38:08: | SAKMP (0:1): sending packet to 99.99.99.5 (R) CONF_ADDR
01:38:08: ISAKMP (0:1): received packet from 99.99.99.5 (R) CONF_ADDR
01:38:08: | SAKMP (0:1): processing transaction payl oad
from99.99.99.5. Message ID = -2139076758
01:38:08: CryptoEngi ne0: generate hmac context for conn id 1
01:38:08: | SAKMP: Config payl oad ACK
01:38:08: ISAKMP (0:1): peer accepted the address!
01:38:08: | SAKMP (0:1): adding static route for 10.2.1.2
01:38:08: |ISAKMP (0:1): installing route 10.2.1.2 255. 255. 255. 255
99.99.99.5
01:38:08: | SAKMP (0:1): deleting node -2139076758 error FALSE
reason "done with transaction"
01:38:08: | SAKMP (0:1): Delaying response to QM request.
01:38:09: | SAKMP (0:1): received packet from99.99.99.5 (R QV.IDLE



01:38:09: |ISAKMP (0:1): (Re)Setting client xauth Iist
xauth_list and state
01:38:09: CryptoEngi ne0: generate hmac context for conn id 1
01:38:09: | SAKMP (0:1): processing HASH payl oad.
Message I D = -1138778119
01:38:09: | SAKMP (0:1): processing SA payl oad.
Message I D = -1138778119
01:38:09: | SAKMP (0:1): Checking I PSec proposal 1
01:38:09: | SAKMP: transform 1, ESP_DES
01: 38: 09: | SAKMP: attributes in transform
01: 38: 09: | SAKMP: aut henticator is HVAC MD5
01:38:09: | SAKMP: encaps is 1
01:38:09: validate proposal O
!--- Proposed Phase 2 transform set matched configured IPsec transform set. 01:38:09: ISAKMP
(0:1): atts are acceptable.
01:38:09: | PSEC(val i date_proposal _request): proposal part #1
(key eng. nsg.) dest= 99.99.99.1, src= 99.99.99.5,
dest _proxy= 10. 21. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 2. 1. 2/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transform ESP-Des esp-nd5- hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
01:38:09: validate proposal request 0
01:38:09: | SAKMP (0:1): processi ng NONCE payl oad
Message I D = -1138778119
01:38:09: | SAKMP (0:1): processing | D payl oad.
Message I D = -1138778119
01:38:09: |ISAKMP (1): ID IPV4_ADDR src 10.2.1.2 prot 0 port O
01:38:09: | SAKMP (0:1): processing | D payl oad.
Message I D = -1138778119
01:38:09: I SAKMP (1): |D_|I PV4_ADDR SUBNET dst 10.21.1.0/255.255.255.0
prot 0 port O
01:38:09: | SAKMP (0:1): asking for 1 spis fromipsec
01:38:09: | PSEC(key_engine): got a queue event...
01:38:09: | PSEC(spi _response): getting spi 3339398037 for SA
from99.99.99.5 to 99.99.99.1 for prot 3
01:38:09: | SAKMP: received ke nessage (2/1)
01:38:10: CryptoEngi ne0: generate hmac context for conn id 1
01:38:10: | SAKMP (0:1): sending packet to 99.99.99.5 (R QWL.IDLE
01:38:10: | SAKMP (0:1): received packet from 99.99.99.5
(R} QVLIDLE
01:38:10: CryptoEngi ne0: generate hmac context for conn id 1
01:38:10: ipsec allocate flow O
01:38:10: ipsec allocate flow O
01:38:10: ISAKMP (0:1): Creating IPSec SAs

01: 38: 10: inbound SA from99.99.99.5 to 99.99.99.1
(proxy 10.2.1.2 to 10.21.1.0)

01: 38: 10: has spi 0xCr70B2B95 and conn_id 2000
and flags 4

01: 38: 10: outbound SA from 99.99.99.1 to 99.99.99.5
(proxy 10.21.1.0 to 10.2.1.2)

01: 38: 10: has spi -1679939467 and conn_id 2001
and flags 4

01:38:10: | SAKMP (0:1): deleting node -1769610309 error FALSE
reason "saved gm no | onger needed"
01:38:10: | SAKMP (0:1): deleting node -1138778119 error FALSE
reason "qui ck node done (await()"
01:38:10: | PSEC(key_engine): got a queue event...
! --—- IPsec SAs created. 01:38:10: IPSEC(initialize_sas): ,
(key Eng. msg.) dest= 99.99.99.1, src= 99.99.99.5,
dest_proxy= 10.21.1.0/255.255.255.0/0/0 (type=4),
src_proxy= 10.2.1.2/0.0.0.0/0/0 (type=1l),
protocol= ESP, transform= ESP-Des esp-md5-hmac ,
lifedur= 0s and Okb,



spi= 0xC70B2B95(3339398037), conn_id= 2000,
keysize= 0, flags= 0x4
01:38:10: IPSEC(initialize_sas): ,

(key Eng. msg.) src= 99.99.99.1, dest= 99.99.99.5,
src_proxy= 10.21.1.0/255.255.255.0/0/0 (type=4),
dest_proxy= 10.2.1.2/0.0.0.0/0/0 (type=1l),
protocol= ESP, transform= ESP-Des esp-md5-hmac ,
lifedur= 0s and Okb,
spi= 0x9BDE2875(2615027829), conn_id= 2001,
keysize= 0, flags= 0x4

01:38:10: IPSEC(create_sa): sa created,

(sa) sa_dest= 99.99.99.1, sa prot= 50,
sa_spi= 0xC70B2B95(3339398037),
sa_trans= ESP-Des esp-md5-hmac , sa_conn_id= 2000

01:38:10: IPSEC(create_sa): sa created,

(sa) sa_dest= 99.99.99.5, sa prot= 50,
sa_spi= 0x9BDE2875(2615027829),
sa_trans= ESP-Des esp-md5-hmac , sa_conn_id= 2001

01:38:10: | SAKMP: received ke nessage (4/1)
01:38:10: | SAKMP: Locking struct 627DLE3C for | PSEC
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