M{AEAEFI Shell§ 22 EEH Mo TEES|N
ZREER WA E RS i 5 M58

B &

5N

BE

R R

EFIZAZR

# B E X HT I8 FI 5| 853815

msr

A STRE AN B AT 6E FAEF| Shell#&Secure Malware Analytics®# & 5|8 F ik 848 X I g ik B 42 =X 518
FS|EEENS R,

Lh |

BB TEM R , BIOSEER RBERREE :

Appliance

UEFI: Built-1in EFI Shell

UEFI: IP4d 0100 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection
Enter Setup

T and 1 to move selection
ENTER to select boot
ESC to boot using defaults

EWERGIR | ATHEMASIEEAREER  SYEEAT—SHNMEHSE,
BRAER
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SR BKVMT EFERINBERFNEE  WEHAARENEHNOKVME, MRCIMCHTAA
EEE , Bl LERAERKVM,
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lattorm LD LZ2iMg

Clsco IMC IFwd Address :
Cisco IMC MAC Address :
rocesszori(s) Inte 1 Heon
lotal Memor 1 st

Memary Operat lng Speed 2400 Whz
Enterlng boot selection menud...
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Please select boot device:

Appliance

UEFI: Built-1n EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection
Enter Setup

T and 4 to move selection
ENTER to select boot device
ESC to boot using defaults

SRS HEMW R FEMBETRT K ZBIRESCUE AEFI Shell,
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UEFI Interactive 2hell wZ.0. UEFI w2.40 (American Megatrends, O0x000S0008), Revizion 1.02
HManping tahle
305 Alias(s):HDZ9a0b: shikl:
PoiRoot (Ox0) Poi 0w, 0m2) APoi (0x0, 0x0) /Ctr L0=0) /Sesi (0R0, 001 HDCL, GPT, TA03FECE-TERL-4DAB-961C-AESE2EB 196 0F , 0xB00 , (xd
0o000)
f=1l: Alias(s):HDZ3bOR: ;blkS:
PCIROOL{0x0)APCLI0xE , 0x2)APCL{0KO, 0x0) ACtr L{Ox0 ) /20 li0xl, 0x0) FHD €1, GPT, CESAFEEE-C 149-4 184 -B744-EB 1SC003305E , Qi) , x4
0oooo)
hiko: aliasis):
PoiRnot (0x0) Poliowe 0x2)Pol(0x0, 0x0) ACTe LI0x0) ASes i C0Ra, 0w
blkd: Alias(=):
PoiRoot (0x0) APolidxd, 0x2)PoL(0md, 0wl ) ACtr L{0=0) /Sceii0ml, Onid)
blkZ: Alias(s)h:
PciRoot (0x0)Pel(0x2,0x2) AFel(0ox0, 060} ACtr L{0x0) /Scsli0=0, 0x0) FHD (2, GR T, 300AS3CT-04F4-dd03-BA03-35DZDCCAZASF , 0xd00800,
DX 00000 )
bik3: Alias(s):
PoiRoot (0x0) Pl 0w, 02 APol(0=0, 0x0) /Cte 1{0=0) AScsle0xh, 0x0) AHDOZ, GRT, DSREAS1IE-S5F9-4648-9277-0E4AB9B4 3065 , OxB00B00 ,
0xDSREFDF)
blkE: Aliasis):
PeiRoot {0x0)/Pol(0xe,0x2)Fel (0K, 0:0) ACtr L{0x0) /Scsli0xl, 0x0) FHD (2, GP T, EDSA0467-3BFD-dDCF -A4053-0S TCECRAFA LE , Qxd00 800,
Dx2EIABCFOF )
Press ESC In 5 seconds to skip startup.nsh or ang other key to continue,
hellsr

SBR7, ki ZFERIVAREF—EERIRKPHIRecovery B #%,

S ER8. B FI B .

zshell» fsi:

fsi:vwy dip

Directory of:

037162022 i y meta_contents.tar.xz
10/26/2020

122172016

04,30/2021 030 ,¢ recovery.rosfs

=l

Feithetihs

Directory of:

12/21/2016 4P { 4,09

2102016

04/30/20281 0 [ 4,096
0 File(s) 0 bytes

fel:wefih: cd Recovery

glovef ivRecoveryw: dir

Directory of: fsl:ivef [NRecovery®
1272172018 & c q,096
1272172016 | 4 (4
0453042021 : 18,255, 144

18,255,144 bytes

S$ER9 . #1Ti Sfs1:\efi\Recovery\boot.efi




FER10.RERMBERERR.
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»¥ help
COHNANDS :
conf igure shoulset: View or nodify confliguration variables
conms — listeninglopenlall: Show open connectloms
destroy-data Reset appliance to be a target For the restore process
exit Exit tgsh.
graphi | Following content until the next empty line is treated as a Graphill guery to run
halt Halt appliance
help List availahle commands, or ’Iu.-lp COMHAND' for details.
netconf g Update configured wetwork settings
netconfl ig-app ly Modify active network configuration to match saved settings
netinfo routes|firewall laddrslstats: Show network configuration and status
opadmnin import lcheck: Sync from, or validate, wew configuration Format
passud Change passuord for this account
ping ping [-c count]l [-1 interfacel host: ping a renote host
powerof { Power off appliance
rehoot Reboot appliance
reconf igure sinpleluith-reinstall: Nondestructively rerun configuration in single-user mode, with or without precedin
g reinstall
service {statuslstartlstoplrestart} [suc—namel: Toggle ThreatGRID seruvices
support-mode status|startIstop: Toggle support node
traceroute Deternine the path used to a network location
version Shous appliance version
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CISCO

Clsco IMC IFwd Address
Cisco IMC MAC Address :

rocessori(s) Inte I He
lotal Memor 1 5l =

Memary Operat lng Speed 2400 Whz
Enterlng boot selection menud...




SERA RERARE.

Please select boot device:

Appliance

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigahit Network Connection

Enter setup

T and | to move selection
ENTER to select boot device
ESC to boot using defaults

S EBR5. 58 FBoot Options , REIEJEKZP , A% iEIEAdd New Boot Option.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Main Server Management Security Options
Setup Prompt Timeout & alfAdd a new EFI hoot
Check controllers [Enabled]  |option to the boot order

health status
UEFI Boot Options [Enabled]

Boot Option Priorities

Boot Option #1 [Appliance]
Boot Option #2 [UEFI: Built-in EFI
Shell]
Boot Option #3 [UEFI: IP4 0100 ++ Select Screen
Intel(R) I350 Gigabhit I Select Item
Network Connection] Enter Select Field
Boot Option #4 [UEFI: IP4 0101 +/- Change VYalue
Intel(R) I350 Gigabit F1 General Help
Network Connection] F9 BIOS Defaults
F10 Save & Exit
ESC Exit
» Delete Boot Option v

5 E86.12FAdd boot option , A% # ARecovery,



Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Add boot option

Add boot option

S BR7 12 #FPath for bootis 1H % 1F IF #EAVFile System,



Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Options
Add New Boot Option Enter the path to the
boot option in the
Add boot option Recovery format

fsx:\path\filename.efi

Boot option File Path
ct a File System

K

(0,0)\HD(Part1,Sig7303f

PCI(2|2)\PCI(0|0)\DevicePath(Tuype 1, SubTupe 5)S
5)SCSI(1,0)\HD(Partl,Sigce5af

PCI(2|2)\PCI(0|0)\DevicePath(Type 1, SubType 5)

S
v
21

I
I

Tl Select Item
Enter Select Field
+/-  Change Value
F1 General Help
B BIOS Defaults
F10 Save & Exit
ESC Exit

S ER8.1EE<efi>. <Recovery>#Fl<boot.efi>,

a File to Boot




Select a File to Boot

Recoveryy

Select a File to Boot

S ER9.1# F Create,



fptio Setup Utility - Copyright (C) 2019 American Megatrends,

Create

HR10.BUMBIEEE,



Aptio Setup Utility - Copyright (C) 2019 American Megatrends,

Create SUCCESS

fully

HB12 L+ — #2145 RecoveryiZ H L HE BN R



fptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Boot Option #2 [Recovery]

S ER13. 8E £ Save & Exit , A% iE1ESave Changes and Exit.



Aptio Setup Utility - Copyright (C) 2019 American Megatrends, In

Save Changes and Exit

HER14 TERRE R



fAptio Setup Utility - Copyright (C) 2019 American Megatr

Save Changes and Exit

Save & Exit Setup

Save configuration and exit?

SER15. REIEFRE,
BHEHEET  F2REZEERHE I MEEEEER.
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