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show running-config router

show route

show ospf neighbor
show ospf interface
show ospf database
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OSPFE =
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2. #— T RoutingE %

3. m—TEMRIEEM LHOSPF,

4. &#Process 1AM AOSPFELE., FIDAMEFRRN N EMELERHTREERE.
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Device Routing Interfaces

Process 1 ID: 1

OSPF Role:
ASBR v

Process 2 ID:

D5PF Role

AERE

Inline Sets

Enter Description here

DHCP VTEP

Advanced

Enter Description here

6. (e ) EXEBHHHEFID, BIZFOSPF role3Zi##IAdvanced , A% iZZERouter IDIEAIP

addressiETHEE.

Advanced

General

MNon Stop Forwarding

Router ID
P Address
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Edit Area

Area Range Wirtual Link

QSPF Process:

1 v

Area D0
0

Area Type:
Mormal v

betric Value:

Matric Typae:
i ¥

Available Network + C Selected Notwork
0, Search A 311.000 24

0.0.0.0 10,3,11.0_27
10.10.10.0_24

1 24 1897 1
£ ¢ Viewing 1-100 of 142 3 3

Artherticatinm:

(& 1502 EY

B
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Edit Redistribution o

OSPF Process™: | 1 -

Route T'l_.lpa:- BGP v |

AS Number*: | 312

Optional

Internal
Externall
External2
NSSA Externall
MNS5A External2
Use Subnets

Metric Value: |

Metric Type: | 2 v |

Tag Value: |

Flnl.nean:: v i

| Cancel I
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LU TESERR , tMRFAREEESEESSE —EAESEH AR IEEH, WREEE

ABRLE#1T,

BREAFEFEETEE
At ThRE,

1. EfBOSPF EiEEiBE |

2. H—THH

3. #—TOSPF,

4. EEEZB>E,
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. OSPFiER
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sx3

AR

.
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Edit InterArea i

OSPF Process:*

K a
Area ID:*

0 d
PrefixList:*

' filter_4.4.4.0 v [+

Traffic Direction:
[ Inbound >

‘ Cancel \ OK




6. MREEREBREE , FRESRE10, RFERIUFHFE , B BU#EObjects > Object
Management > Prefix Lists > IPv4 prefix list > Addi2 2 hn 5% =8 22 31 % sk o

7. B—TH#M%E .
8. EANTHIUEEFERE !

« R

« IP fusit

- BifF

- RPBAFERE (HE)

Edit Prefix List Object

Name

filter_&.4.4.0

* Enftries (2)

5 4 4400724 (- Block 7 i
A i ¥ I, N e i) —
10 0.0, 0,00 QT -

BRI
9. B—THREREFERE.
10. E—THRERFRIELE.

ITHE 5|8

HWRSHEOSPFIEENHE , TAMERE LR,

1. BB EOSPF 5 & , &M ElDevices > Device Management > Edit device,
2. B—THRH

3. #®#—TOSPF,

4. BENE>HE M.

5. ZBMEB UM EIE
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BIX0SPF HeloBEXBRA T HERE BN MERRK. ELENSRTRENEREE, MRE
BEdeadERARKEIREMENheloBR S (LALEE ) , AIZMBESLHEEAMRE,

FEEEERT |, HelloBRA10¥ |, DeadEfE 2HellofEIfEHIMN{E |, BN40%, ELRBESE 2 BHE
PCE,

Transmit Delay:

1 \

Retransmit Interval:
5 |

Dead Interval:

HEREE
MTU Ignore-OSPF

MTU ignoreBREX 5 R 2 —EiEIE , ARERXHRBENEZBHMTUT L mEHROSPFREE
EEXSTARTHREE, BRREMTULE, , RAERMRET , DBDEMECEEE , KMMNEZESEHEE
o BR , REMERIUHIE D thiRIE,



Interface®

‘ inside v ‘

Default Cost:
10 \

Priority:

! \

MTU lgnore: | |

MTUZ B R ER B
B
BRI LVGEE=BTREFNNHOSPFEMERRE, HRIBERT , TRASHRE.

- BIR- AXERG
« MD5 - IMD5# %

BREAMDSERASNRE  BATRRERHZEMNMEERE,
BLEMDS5 IDFMIMD5&8R , REE—THREETRT.



authentication:

| MDS5 -
+ Add
MDS Id MDS Key
L #* i
MD5% i &

MD5& 8= A S ERKIB S ERFBHMEN N M5B £ X EITHE,
— A% CLIERE
T~

Z RSt mEERRA

BGP neighbor Area 0 Areal
AS 312

1?215111{24.5 0.3.11.1/.

24 10.3.11.2/24 6.11.1/24 10.6.11.2/24 192.168.4.1/24
L — p==l==1

External FTD Internal FTD Internal Router

g ]
ZRUTHEE :

- OSPFEAZEFTD, AIBFTDFAZBEEHEF LERE,

« AEFTDHIZAASBRE R , AZFTDHIZAABR , A ASRBEBRNIAE,
- EFIO0BELRABMAIBFTDOZE , MEFH1ZEILARIBFTDH AZFEHER 2B,
- NEFTDEERS —EEEHNTBGPHEERZ.

- HEARRKI12ENHNBGPHEAME DB EIOSPFH,

« MTUNEMRIEEAEREETERE.
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interface GigabitEthernet0/0

nameif inside
security-level 0

ip address 10.6.11.1 255.255.255.0
ospf message-digest-key 1 md5 #=#*¥*%%*

ospf authentication message-

interface GigabitEthernet0/1

nameif outside
security-level 0

digest

ip address 10.3.11.2 255.255.255.0
ospf message-digest-key 1 md5 #=#*¥*%%

ospf authentication message-

digest

OSPFELEZRFA , #3810.3.11.024GBEHREE0 , #5810.6.11.024GBEHREE1 EANMBE,

EREERKEFEFERAIEARBONALRH, FtFE

192.168.4.044E48 , W H AFFFIEEMRAR.

Process 1 1D
OSPF Role:
ABR v
Process 2 1D
F Role;
Area Redistribution InterArea
|
OSPF Process Area D
1 0
1 1

AEFTDE A AE

Area Redistribution InterAnga Filter Rule
—

DSPF Praciis

REBFTDEREH R

Enter Description here

Filter Rule Summary Address

Area Type
normal

nommal

Summany Addrass Interface

Advanced

Interface

Networks

10,3.11.0_24

10.6.11.0_24

filee_V92 V6E.4.0

3=k oo

BE

Options

false

false

B, RE RS H AR RS

Authentication

none

noneg

Inbound



Edit Prefx List Objact

e
filber_192.168.4.0

* Entries (2)

Sequence No & P Address Permit Min Prefix Length Max Prefix Length

=] 192.1668.4.0/24 @ Block

10 0,0.0,000 = Ao 3z
AZBFTDEIEFE

router ospf 1

network 10.3.11.0 255.255.255.0 area 0

network 10.6.11.0 255.255.255.0 area 1

area 0 filter-list prefix filter_192.168.4.0 1in
Tog-adj-changes

prefix-T1ist filter_192.168.4.0 seq 5 deny 192.168.4.0/24
prefix-1ist filter_192.168.4.0 seq 10 permit 0.0.0.0/0 le 32

SAEFTD

SNERFTDMYARREECLIP R T
ERAMDSEHRENNERE,

interface GigabitEthernet0/0

nameif inside

security-level 0

ip address 10.3.11.1 255.255.255.0
ospf message-digest-key 1 md5 *#*¥*%**
ospf authentication message-digest
|

interface GigabitEthernet0/1
nameif outside

security-level 0

ip address 172.16.11.1 255.255.255.0
!

OSPFEIBRET , B8H10.3.11.024EBE B EHOPHAZFTD,

|



E A LB EIIBGPE S ELEIOSPFHVIE MR

Process 1

OSPF Role:
ASBR

Area Redistribution

DSPF Process

NEBFTDIE A AE

Area Redistribution

OSPF Process

1

AEBFTDEH B MAERE

router ospf 1

v Enter Description hene
! 50
InterAraa Filter Rule Summary Address
Area D Area Type
o nedrrmal
Irberfres Filter Rule Summary Address

Route Type Match

bgp false

network 10.3.11.0 255.255.255.0 area 0

Tog-adj-changes

redistribute bgp 312 subnets

RHGEED

BB ARAREEOSPFREEREH I,

Advanced

Intarface

MNatworks

10.3.11.0_27

Interface

Subnets

e

Dipidong

false

Metric Valuwe

Authantication

Melang

Matric Ty

2

Cast



AE  BEFTDHEHRERZROSPFEEZANERK , W HEEMRFTD CLIF B A B
, show tech files EASRETRELHG T,

show running-config router

It ir & NMERROSPF |, ERSBERMAMENEE,

HECLIFEOSPFHEBAEERE,

show route

show routefl HEE R EBEER O ABENEEE

;&II"

« EIBOSPFE A B L F OB R,
- B ELF RO IARTR.
- BBESEEEMERABEERNNEHSE RO E150 E27 8 , EREURAFMENE 22 5|
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AEBFTDAIshow routeii HEER | BEE=E S HRBASBR#E10.3.11. 10 A EPEE A,

TIERE R EE192.168.4.0/24%¢E — B #8E10.6.11.2 A,

<#root>
Internal-FTD#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of Tast resort is not set

C 10.3.11.0 255.255.255.0 is directly connected, outside

L 10.3.11.2 255.255.255.255 1is directly connected, outside

0 E2 10.5.11.0 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

0 E2 10.5.11.32 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

0 E2 10.5.11.64 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

C 10.6.11.0 255.255.255.0 is directly connected, inside

L 10.6.11.1 255.255.255.255 1is directly connected, inside

0 192.168.4.0 255.255.255.0 [110/20] via 10.6.11.2, 02:19:24, 1inside

RRINVEBFTDH |, ATDABIERE] | BRE10.6.11.0/24#E8/F10.3. 11 2B AL BR T E EHH,
FE b P W AR BT H192.168.4.0/24 , RATRFEBREFTDEREM,

WA, REMEESHN =EBCPEREEEN T EIIOSPFF , ERINEB2EEKH ( WREFTDAR
) o

<#root>
External-FTD#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

C 10.3.11.0 255.255.255.0 is directly connected, inside



10.3.11.1 255.255.255.255 1is directly connected, inside
10.5.11.0 255.255.255.224 [20/0] via 172.16.11.2, 6w5d
10.5.11.32 255.255.255.224 [20/0] via 172.16.11.2, 6ws5d
10.5.11.64 255.255.255.224 [20/0] via 172.16.11.2, 6ws5d

IA 10.6.11.0 255.255.255.0 [110/20] via 10.3.11.2, 02:03:27, 1inside
172.16.11.0 255.255.255.0 1is directly connected, outside
172.16.11.1 255.255.255.255 is directly connected, outside

rNoOwwwr

show ospf neighbor

LS EBRBBOSPFIIZNMERME , URXMERIEERKHE(DR). HAKERHES
(BDR):® £ £t/(DROTHER),

DREEMERLESBIVBREFNE —FRIHAHEBENEE, WRETBIRE , BDRIEREIDRAR,
W SthBER , RACERTMENRBESEID , URENBEHIPHUFNE,

tEBRFERBAE, MREEERER , EEEHNOheloBR AA EH BB R H
, SEE LA B RF R 1£00:404E %2 £/00:30,

MRLKEBE-EST , AIBESEER.

EAREF AR | ISPFTDEBER |, th#EE LR —EBDREMFULLARAE , B A ME A &8 EEE
DR, EAEH. EFNKREEIDS B14510.3.11.1F1192.168.4.1,

<#root>
Internal-FTD#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.3.11.1 1 FULL/DR 0:00:38 10.3.11.1 outside
192.168.4.1 1 FULL/DR 0:00:33 10.6.11.2 inside

show ospf interface

show ospf interfacelil HERFFHENR , WEEZHER T SECEENE LAOSPFETRE,
AR 2kt R ER D 5|

- OSPF#7ID

- BXEHERID

- EE (FA)

« jR&E- DR, BDRZDROTHER
- #EZDRFBDR,

« HellofMDeadt i 25 kR



- WERE
- BOREFAESA

HEAZBFTOMN T —@E@mts , AANERD | htREREEWMEN T LWBDR , BMEENR Eshow

ospf neighbors#y & Ao

<#root>
Internal-FTD#

show ospf interface

outside is up, line protocol 1is up

Internet Address 10.3.11.2 mask 255.255.255.0, Area O

Process ID 1, Router ID 10.6.11.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 10.3.11.1, Interface address 10.3.11.1
Backup Designated router (ID) 10.6.11.1, Interface address 10.3.11.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 0:00:04

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1, Adjacent neighbor count 1is 1

Adjacent with neighbor 10.3.11.1 (Designated Router)

Suppress hello for 0 neighbor(s)

Cryptographic authentication enabled

Youngest key 1id is 1

inside is up, line protocol is up

Internet Address 10.6.11.1 mask 255.255.255.0, Area 1

Process ID 1, Router ID 10.6.11.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 192.168.4.1, Interface address 10.6.11.2
Backup Designated router (ID) 10.6.11.1, Interface address 10.6.11.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 0:00:03

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1, Adjacent neighbor count 1is 1

Adjacent with neighbor 192.168.4.1 (Designated Router)

Suppress hello for 0 neighbor(s)

Cryptographic authentication enabled

Youngest key 1id is 1



show ospf database

It ir 5 E BB ROSPFAY BB ARREIE & (LSA) BLBI R E . B FEEM
BB

LSAROSPFHEEE BIXMEANERH , MABEETERARNA N,
RERNLSAREIE :

S1E- M REKRE- BERARNVEESRID

SE2%- MR BERR AR RE- BRIETE R AR TE R — SRR P ER T E
SR RR SRR G- [EIE58 SRER 2R (ABR)E A LL R IFHY [EE Bk o
SEAE-RBASBHEIXMEE- BIERHE R IXAZR(ASBR)WERHERID,
SE5%E- ASHNERBERR AR RS -TEASBRE HAY /A EBER M

Rt |, TR AT A S FTDEE B o iR R,

- BREZRESET.
- ERIDHIESEIENEEENA,

, EHERE A RESE

- MEIATR  F1EERESTSERENKERID , F2EBE~EE FAEKNDR, EAMH

, 10.3.11.1AR[E150,10.6.11.2A R EH1,

- FIFRERETOMABR 10.6.11.0MEEH18910.3. 11.0FAZEEZW EZEEH,

- SAEERASBRIEMZRID, EiH178410.3.11.1%KERERZENASBR,

- SE5FBRASBREDEMIEH, EASIF , B=MRINERHEMH : 10.5.11.0, 10.5.11.327

10.5.11.64,

<#root>
Internal-FTD#

show ospf dat abase

OSPF Router with ID (10.6.11.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum Link count
10.3.11.1 10.3.11.1 234 0x8000002b 0x4c4d 1
10.6.11.1 10.6.11.1 187 0x8000002e 0x157b 1

Net Link States (Area 0)

Link ID ADV Router Age Seq# Checksum
10.3.11.1 10.3.11.1 234 0x80000029 0x7f2b

Summary Net Link States (Area 0)



Link

10.6.

Link

10.6.
192.168.

Link

10.6.

Link

10.3.

Link

10.3.

Link

10.5.
10.5.
10.5.

MHEAE A

ID

11.

ID

11.

ID

11.

ID

11.

ID

11.

ID

11.
.32
11.

11

64

ADV Router Age Seq#
10.6.11.1 187 0x8000002a

Router Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 187 0x8000002c
192.168.4.1 1758 0x8000002a
Net Link States (Area 1)

ADV Router Age Seq#
192.168.4.1 1759 0x80000028
Summary Net Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 189 0x80000029
Summary ASB Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 189 0x80000029

Type-5 AS External Link States

ADV Router Age Seq#

10.3.11.1 1726 0x80000028
10.3.11.1 1726 0x80000028
10.3.11.1 1726 0x80000028

. BRI EHETEH
- BEfE TEABBEERRE ) (OSPF) 5REtiEE

Checksum
0x7959

Checksum Link count
0x513b 1
0x70f1 2

Checksum
0xd725

Checksum
0x9f37

Checksum
0x874d

Checksum Tag
0x152b 311
Oxd34c 311
0x926d 311


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html
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