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Firewall Management Canter

| FMCv-a
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\ Smart License usage is out of compliance
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Smart License Status mart Software Monager @ C
[I.lsa:;r Authorization ©  Outof CompEance (Last Synchronized On Oct 30 2023) ] Auitt
—1
Prow newod On Aug 16 2023)
[J\-.-::ru' SEC TAC ] " 2
Exr Enabied
Smart Licenses Filter Devices... *

2 Firowall Managoemaent Center Virtual (5)

> Essentials (S)

[ * Malware Defense (5)

. 1120ab (2)
Cisco Firg
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Cigeo Software Central > Smart Software Licensing ] -

Smart Software Licensing SL Product Details Support Help
Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: - . @D Major 745) Minor (@@ Informational  Hide Alerts

General Licenses Product Instances Event Log

By Name By Tag
15 ~ Manage License Tags License Reservation... G Shew License Transactions =}

Advanced Search »

O License Billing Available to Use  In Use Substitution Balance Alerts Actions
{ @® FPR1120 Malware Protection Prepaid 0 7 - 7 © Insufficient Licenses ] Actions »
@® FPR1120 Threat Defense Threat Protection Prepaid 0 ff = =7 © Insufficient Licenses Actions
@ FPR1120 URL Filtering Prepaid 4] 7 - -7 Actions «

€ Insufficient Licenses

Showing All 3 Records

LA, IBE[EATESmart Account >> Alerts R B B3R, MREE 7 "RL PBREERIKRS,

Cisco Software Central > Smart Software Licensing I i - I
Smart Account

Smart Software Licensing SL Product Detals Support Help
Alerts Inventory Convert to Smart Licensing Reports Preferences COn-Prem Accounts Activity

Alerts ) Major (48090 Minor  (#B@) Informational

- 3
[  Sev Alert Type Alert Date Message Source Action Due Actions
’ . Virtual Account —*l:]

(] [x) Insufficient Licenses 2023-0ct-22 The Virtual Account *SEC TAC® has a shortage of FPR1120 URL Filtering license... SEC TAC Mow Actions -
| (H} [ ] Insufficient Licenses 2023-Oct-22 The Virtual Account "SEC TAGC™ has a shortage of FPR1120 Malware Protection li...  SEC TAC MNow Actions =

0 [x) Insufficient Licenses 2023-0ct-22 The Virtual Account *SEC TAC® has a shortage of FPR1120 Threat Defense Thre... SEC TAC Mow Actions -

EAFMCar S5/ E(CLI)
$ B 1. AZIFMC CLI,
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Tess /var/log/sam.log

B T REBUARESRHMRE , EMIERAEHER
Smart Licensing Tech Support info

Smart Licensing Status

—

smart Licensing 1s ENABLED

Registration:
Status: REGISTERED
Smart Account:
Virtual Account:
Export-Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Aug 16 2023 12:04:50 UTC
Last Renewal Attempt: MNone
Next Renewal Attempt: Feb 12 2024 12:84:49 UTC
Registration Expilres: Aug 15 2024 11:59:51 UTC

License Authorization:
Status: OUT OF COMPLIANCE on Sep 22 2823 15:43:12 UTC
Last Communication Attempt: SUCCEEDED on Oct 29 2023 19:37:27 UTC
Next Communication Attempt: Oct 30 2023 87:37:27 UTC
Communication Deadline: Jan 27 2024 19:32:26 UTC

Export Authorization Key:
Features Authorized:
=Nong=

NMRFARERSES , AFFURSERS "CREL

License Usage

License: FTDv Malware 5 Gbps

Entitlement lag: regid, 6¥-18.com,cisco.FTDv=AMP-5G,1.8_ab58febB-caca-45d5-badd-41cB28bddcds
Description: Cisco Firepower Threat Defense Wirtual Malware License, 5 Gbps

Count: 2

Version: 1.8

Status: AUTHORIZED(3)

Status time: Oct 28 2823 @7:37:23 UTC

Request Time: OCt 24 2823 19:14:13 UTC

Export status: WOT RESTRICTED

Soft Enforced: True

MRFAZFATA , AIBES T REBIERAOUT OF COMPLIANCE,




Handle: 9
License: FPR1128 Malware Protection
Entitlement Tag: regid.Z2815-02.com.cisco.FPR1128TD-AMP,1.08_375e2617-5d67-4892-961b-fdaav7af31d8d
Description: FPR1128 Malware Protection
Count: 2

Version: 1.8

Status: OUT OF COMPLIAMCE(4)

Status time: Oct 62 2023 18:08:17 UTC
Request Time: Oct 82 2823 17:59:45 UTC
Export status: NOT RESTRICTED

soft Enforced: True
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Cisco Software Ceniral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reporis Preferences On-Prem Accounts Activity

SL Product Details Support Help

Virtual Account: @ Major §88) Minor @ 'nformational Hide Alerts
General Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation... G—) Show License Transactions FPRA110 Q,
Advanced Search w
License Billing Available to Use In Use Substitution Balance Alerts Actions
@® FPR4110 Threat Defense Malware Protection
Prepaid 25 0 +25
Transfer..
@ FPR4110 Threat Defense Threat Protection Prepaid 25 0 +25 o
@ FPR4110 Threat Defense URL Filtering Prepaid 25 0 +25 Actions -

TRAREFTEFTRNERERIRE , YRHEEAHNAEFTAE,

B8 5.3 — T Show Preview1TER % , AE IR — T Transfer.

aral Licensas Product Instances

Transfer Licenses Between Virtual Accounts

Transfer To Wirlual Accourl
Licerss Balryy Furchased in L
FPR4AT10 Thread Dedense Mahwvans Prodection Prapakd 5 (1]
Manual Eminy L-FPR4110T-THC

NA Fire Powes S5P
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25

5

Showing All 3 Records
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HREREERE K BEESEAMETRENFTE,

FMCv &E7f Al F B /R A Firepower MCvERBEFFAI & , THFMCv300% & 7 7 & B /R A3 Firepower

MCv300%% & 5f Al & o
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"u"il'l.ual A‘NOU“I' - m Major ) Mo - I Ly ial Hide Alerts

Ganagral Licenses Product Instancos Evart Log
By Mame By Tag
- Manage License Tags License Reservation. . [ Show License Transactions Device o
Advanced Search «
O ucensa Billing Avallable o Use  In Use Substiution Balance Alenls Actions
@  Firepower MCv Divice Licensa Prepaid % 27 - ] © Insufficient Licenses Actions =
@  Firepower MCyv-300 Device Licensae Frepaid 5 Z - +23 Actions =

Shawing All 2 Recondy

HEF R AN EERLENFMCEEFEABLH TR, EARHF , FMCv-afE A BEFF A
&, EEFAREFMCE ST AR AE AT,

Firepower MCv Device License in US TAC ®
Overdew Product Instances Event Log Transaction Histony

Product Instance Product Type Licenses usad
FP 1
FP 3
FP 2
FP 1
FP 3

FMCv-8 FP 5]
FP 5
FP 1
FP 1
FP 1

10 ~ Shewing Page 1 of 2 {12 Recoeds) [ |
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Smart License Status Cisen Sman Satvamse Mansger @) C°

Usage Ausharization &  Ouiof Compliance (Last Synchronized On Hov 01 2023 Rie-- Austheorizg

Product Registration: Registered (Last Renewed On Aug 16 2023}

Aasigrad Vitual Arcount: Us Tac

Expon-Controlied Features: Enabled

Smart Licenses FMC Consuming 5 Device count License Pkt Daices. | | it Pevtorm
Uicense TypelDurvice Hame [r— Drvce Type Bomain -

lnw.uwwmm.ml’; @ O of Compliance
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BEWEEREZHHEE
REHEERURLIERE
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Cisco AnyConnect Plus&F o] 3%
Cisco AnyConnect ApexiF o] 3%
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Smart License Status 0 Sman Sofwaro Manager € C*

i}
Smart Licenses Filter Devices.

* Firepower Management Center Virtual {1) (1]
* Base(1)
~ Mabware (1) 0

"I-;?"'-::Tll:iz Cisco Firepower Threat Defense for VMWare - vB.6.7 o Cisco Firepower Threat Defense for VMWVare Global NIA
~ Threat (1) 0

l‘-r':’”-:: -I;n;-) Cisco Firepower Threat Defense for VMWare - w8.6.7 L] Cisco Fin T



/content/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
/content/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
/content/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter

Ci are Ce

tral = Smart Software Licensing

Smart Software Licensing

Merts Inventory Convert to Smart Licensing Reports Preferences

Virtual Account:

On-Prem Accounts

Major 107

Minor

@ Informational

i}

SL Product Details

s

Hide Alerts

By Name By Tag

Advanced Search v

Q,

Actions

General Licenses Product Instances Event Log
- Manage License Tags License Reservation... ﬂ—? Show License Transactions tual Malware Protection
O License Billing Available to Use In Use Substitution Balance Alerts
® Threat Defense Virtual Malware Protection .
Prepaid 0 = 15 O Insu

=515 - FIDRFAT7.OMNEN AN ERF &

ATARE R,

=z

EXRFFAEERTA , XHREE, EFRKRFLEERFTDsHRE. BE

Showing 1 Record

Help

EEMURLBREHER

EFTDVAHREI7 ORBESHRALE  XESEBHEHEIFTDY — B8 , YEAEIBERE, £F
Eiflrh | FTD#R6.6. 7K AE725 , MEEREREERCEENSE,

Smart License Status

Usage Authorization:

Product Registration:

Assigned Virtual Account:

Export-Controlled Features:

Smart Licenses
License Type/Device Name

~ Base (1)

FTDv-Lic

~ Malware (1)

FTDv=Lie

~ Threat (1)

FTDw-Lic

¢

< URL Filtering (1)

Authorized (Last Synchronized On Nov 17 2023)

Registered (Last Renewed On Nov 08 2023)

Enabled

192.168.16.39 - Cisco Firepower Threat Defense for ViMware - v7.2.5

192.168.16.39 - Cisco Firepower Threat Defense for VMware - v7.2.5

182.168.16.39 - Cisco Firepower Threat Defense for ViMware - v7.2.5

art Software Manager @ (O

License Status

In-Compliance

In-Compliance’

In-Compliance

In-Compliance

In-Compliance

In=Compliance

in-Compliance

Filter Devices...

Device Type

Ciseco Firepower Threat Defense for VMware

Cisco Firepower Threat Defense for VMware

Cisco Firapower Threat Defensa for Viware

Domain

Global

Global

Global

Group

N/A

NiA

NfA

Edit Licen

CRBEMFD BRE,




fmev-Lic
Overview Event Log

Description

Firepower Threat Defense

General
Name: fmev-Lic
Product Firepower Threat Defense

Host Identifier:

MAC Address:

PID: FS-VMW-SW-K9
Serial Number: 3

UuID:

Virtual Account:
Registration Date: 2023-Nov-08 18:55:32

Last Contact: 2023-Nov-1T 22:17:11

License Usage

License Billing Expires Required
- Threat Defense Virtual Malware Protection Prepaid . - 1

Threat Defense Virtual URL Filtering Prepaid - 1

Firepower MCv Device License Prepaid - 1

Firepower Threat Defense Base Features Prepaid - 1

Threat Defense Virtual Threat Protection Prepaid - 1

Cisco AnyConnect Plus License Prepaid - 1

Cisco AnyConnect Apex License Prepaid - 1

MREFAERE (RERASEBHOEHMN ) REERWEME , BIZE ROut of Complianceik &,
FERRfR | FREREEIMNERIREF P EEEAEERB N B ET BN NEERBFTDVS0,



Smart License Status

Lisage Authorization: [-]

Product Registration:

Cisco Smart Software Manager

Qut of Compliance (Last Synchronized On Mowv 22 2023) Re=Authorize

Registered (Last Renewed On Nov 22 2023)

ec

Assigned Virtual Account:

Export-Contralled Features: Enabled

Smart Licenses Filter Devices... X Edit Performance Tier Edit Licenses
License Type/Device Name License Status Device Type Domain Group
» Firepower Management Center Virtual (1) In-Compliance
~ Base (1) @ Cutof Compliance
SSE . . @ Out of Compliance Cisto Firepower Threat Defense for VWware  Global N/A
192.168.16.32 - Cisco Firepower Threat Defense for VMware - v7.2.5
~ Malware (1) @ Out of Compliance
FTDve @ Outof Compliance Cisco Firepower Threat Defense for WMware  Global NIA
192.168.16.22 - Cisco Firepower Threat Defense for VMware - v7.2.5
= Threat (1) o Out of Compliance
FiDve @ Out of Compliance Cisco Firepower Threat Defense for VMware  Global NIA
192.168.16.32 - Cisco Firepower Threat Defense for VMware - v7.2.5
= S kv
ERRF B RAR/FROMEEBETESFTAERE,
Cisco Software Central > Smart Software Licensing
Smart Software Licensing SL Product Details Support Help
Alers Inventory Ce 1 1o Smart Licensing Repons Preferences On-Prem Accounts Activity
Virtual Account: @ Majar A8 Minar @ 'nformational Hide Alerts
Genera Licenses 1 Instances ent Log
By Name By Tag
Manage License Tags License Reservalion (3 Show License Transactions FTDv Base 10 Gbps o,
Advanced Search v
License Billing Available to Use  In Use Substitution Balance Alerts Actions
@ FTDv Base 10 Gbps Prepaid 1] o -3 © Insufficient Licenses Actlions -

ABTHEER  FAEVACHERESS
FRAEMUEIFMCHFDM LMW ET , YiSMeEBRAELAHE

BIEFERAVET AR ARE

MREREZFTIRFRAER/UBERE

EiRBWEEE
EEEIJ)‘\& Eo

EfnRIFMC Gear Icon > Smart Licenses > Edit Performance Tier

Showing 1 Record
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Edit Performance Tier (7]

Target Performance Tier :
I ml
FTDv10 - Tiered (Core 4 / 8 GB)
FTDv20 - Tiered (Core 4 / 8 GB) Selected Devices (0)
FTDv30 - Tiered (Core 8 / 16 GB)
FTDv50 - Tiered (Core 12 / 24 GB)
FTDv100 - Tiered (Core 16 / 32 GB)
FTDv - Variable

HRAMRESEZENEEREEBERE. FFaEMERS,

x1
KERK - -
“ < . RA VPNE | At Al R RA VPNEF A7
e (it EEms AN i gm ey (TR T
a PR 5l PID FPID
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II\=/I'It')D\S/ Base 100 5S-BSE-
P K9
FTDVEZH Cisco
100 Mbps AnyConnect
ApexsT o] &
FTDv URLI&jE |FTD-V- .
FTDv5,100Mbps |4%#%/8 GB [100Mbps |50 100 Mbps 5S-TMC Cisco
AnyConnect
PlusFF ] &
FTDVE EBhE :
100 Mbps Cisco
AnyConnect
VPNE AFF A&
Firepower -
FTDVE& R | o' [HBRA VPNEF
= CAR |G &PIDKEA
2 EFiRs] g
FTDvBase1 | DV [He
10S-
Gbps BSE-K9
FTDv10,1Gbps |4#%/8 GB [1Gbps |250
FTDVEE®#1 |FTD-V-
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FTDVR EFrE3
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FTDVEE BT H
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Gbps 30S-TMC

FTDv URLi&JE5
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FTDVEL EPFhES
Gbps

Firepower
FTDVB&RHA | DV
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&
FTDvBase 10 | D V-
Gbos 50S-
P BSE-K9
FTDVEEEE10
Gbps
128%/24 FTDv URLEF&10[FTD-V-
FTDv50,10Gbps | <o 10Gbps [750 Gbps 50S.TMC
FTDVE ZFE10
Gbps
Firepower
FTDVEE BT H
=
FTDvBase 16 | OV
Gbos 100S-
P BSE-K9
FTDVEZ 8816
Gbps
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RELEERE
EEEhE

BB B B B

ERRE EREEY URLiBIE
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REEERR
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FTDVEE EETH
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FTDV-
CAR
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RANHE, EZHENMURLIBEEIE SKU
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HER 1.6 F BB 2851 {Esoftware.cisco.com

SR 2 BB EEFF AR

TRIBELGLATIHEEFHNEESERFE , AEEMEInventory > [Virtual Account Name] >

Product Instances > Actions , A& BhiETransfer > Transfer product Instance,
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Gisco Software Central > Smart Software Licensing -

Smart Soﬂware Licensing 5L Product Detalls Support  Help
1
Alerts  (inventory | Convert to Smart Licensing  Reports = Preferences = On-Prem Accounts  Activity
.ViI"IL.[a| Account: ] ‘m Major 984 Minor @ (nformational Hide Alerts
’ 2
General Licenses Product Instances Event Log
Authorize License-Enforced Features... g FMCvb o,
Name Product Type Last Contact Alerts Actions
FMCyb FP 2023-Nov-22 15:36:10 Actions
; =
Transfer Product Instance Remove
Name: FMCvb (FF)
Transfer v |5

Although its usage will count against the new Virtual Account, the product instance will
not update its configuration until it contacts the Smart Software Manager.

6 Cancel

RBI7 - FMCTE EfERN & RIRFEHIR S F

WMRFMCEFTDARERA EMAEBRFEEM  FRFMCERFTEEZE—T "5, Br , #E2
R EERREIRFMC,

. T =
Smart License Status Cisco Smart SoFSSTE mr 0 &
De-register Firepower Management Center
= from Cisco Smart Software Manager

Usage Authorization: @  Outof Compliance (Last Synchronized On Nov 22 2023) Re-Authorize |

Product Registration: Registered (Last Renewed On Nov 22 2023)

Assigned Virtual Account: Us TAC

Export-Controlled Features: Enabled

BETR, fERNESRFNERIKRFERTE Y EESRBEERPEMFMC,

B8 — RERRFFRBRERGBENETHEERE
EBXTEBARFMCEENRE L IAFMCEENMHEEENKENFTAFE,
NMRREEEHMREFARERIRFPEEHEFITR , AITRESHAFTRBEFANRER.
SR EMINERRFERPIE , LR RS FHZXHE

S ER 2.3 — T Actions >> Remove,



General Licgnses Product Instances Evenl Log

Authorize License-Enlonced Features.., g firepower o,
Name Produci Type Last Contact Alests Actions:
firepower FP 2023-Mov-21 03:28:46 I Failed o Connect I I Actions = |

4
Confirm Remove Product Instance

If you continue, the product instance “firepower” will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.,

Remove Product Instance Cancel
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