EREEHABTNAERESTHEREE
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REEHS
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AR EREA A 3 5 Al A (HA) R E P HY # P& Secure Firewall & & Fr 4848,

DERAF

EX

BRESRERELT EE !
- BRIz RBEEFRT(FMC)

« Cisco Firepower A fE FEfEE R (FXOS)
- BRREBHABREHEFTD)

BRA T
AN AHNERARBIEATHRBMERRA

« Firepower 4110:&1TFX0S v2.12(0.498)
- BEHBIEITCiscor 2P A ME7.2.5



+ Secure Firewall Management Center 2600i€1Tv7.4

- REERHE(SCP)HH

ANFHEARBBBEERETRREANEENEL. XPEAZNAMBERERREAR ( HER
) BVIERERE B, MRIEHVMERIEET |, FERERBEMESTRERNTZE,

BEREMA

KEXEUTIBRE :

Cisco Secure Firewall 1000% %8¢
« Cisco Secure Firewall 2100% 51 £
« Cisco Secure Firewall 3100%& %]
« Cisco Secure Firewall 4100%& %]
« Cisco Secure Firewall 4200% %l
- BRZL2PAMEI3008EE

« BARVMWarel) BERIL 2 A BRI EHE
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BRI Z Bl

AXEEREERAMEBENFXOSHIFTDRAR EFEE.

REHREERE

FTD-HA
w
High Awvaitaksility

FTD-01(Primary, Active) Snort 3 . e ap = FPR4 2:44
LU t__ ok ) Firepower 4110 with FTD 7,25 B Security Module - 1

7 FTD-02{Secondary, Failed) Snort 3 - R411 2:443
il 191 aa =3 Security Module - 1

FEL RGP |, BWEHKE (FTD-02) RN B EAMEE,

AisREEERAERE



BHAERLBREEREENHERE,

FEERECHEERNHERENHD .

SB1HRFMCT B ER, BEEZESystem > Tools > Restore > Device Backups , A%IiZIZIETE

g, #E—T "Download

Firewall Management Center

Dvafview
Backup Management Backup Profiles
Firewall Management Backups
System Information Date Created File Name

Device Backups

System Information Date Created

FTD-02

I Clszo Firepowar 4110 Threat Defense v7.2.5 2003-00-26 2RABM

FTD-01
Cigeo Firepower 4110 Threat Defense v7.2.5

4

2023-09-26 23:47:57

falysis Pelities

Davicas

VDB Version

File: Name

FTD-02_Secondary 2023002623464 6 147

FTD-01_Primary_20230026234637 tar

S B2 #BFTDlE 0 L E R FHFTDA /var/sf/backup/ B & :

2.1f¢test-pc ( SCPEF i ) # a0 8= &S /varitmp/ B #& TRIFTD:

Objects

Integration

VDB Version

build 365

build 365

Deploy  Q, QB 3 @  admin i
Rer
Configurations Events TiD
Storage Location: fvarfsfibackup/ (Disk Usage: 8%)
Location Size (MB) Configurations Events  TID
Local 53 Yes Mo No
Local Yos No No

@test-pc ~ % scp FTD-02_Secondary_20230926234646.tar cisco@10.88.243.90:/var/tmp/

2.27EFTD CLIERERX T , #m3 1ER%/var/tmp/FE B El/var/sflbackup!/:

root@firepower:/var/tmp# mv FTD-02_Secondary_20230926234646.tar /var/sf/backup/

SRIMEEEXNERAT —BTS , LLUERFTD-02{E1:

>restore remote-manager-backup FTD-02_Secondary_20230926234646.tar

Device model from backup ::
This Device Model

Tl fh N R R dddddddededddeddeddhdhh TN RN NS dddddddd

Backup Details

Tl f RN R R dhddddddededededdeddhdhh RN RN NS dddddddd

Model = Cisco Firepower 4110 Threat Defense

Software Version = 7.2.5

Cisco Firepower 4110 Threat Defense
:: Cisco Firepower 4110 Threat Defense



Serial = FLM22500791

Hostname = firepower

Device Name = FTD-02_Secondary

IP Address = 10.88.171.89

Role = SECONDARY

VDB Version = 365

SRU Version =

FXOS Version = 2.12(0.498)
Manager IP(s) = 10.88.243.90
Backup Date = 2023-09-26 23:46:46
Backup Filename = FTD-02_Secondary_20230926234646.tar

TN deh Nl Nl fdhddhddddhdd NSl Nl Nl el ddhddn

FedededededededdhNhhhhhNhhNht Caution FedededededededfhhhNhNNh NN NN dht
Verify that you are restoring a valid backup file.

Make sure that FTD is installed with same software version and matches versions from backup manifest be
Restore operation will overwrite all configurations on this device with configurations in backup.
If this restoration is being performed on an RMA device then ensure old device is removed from network
Are you sure you want to continue (Y/N)Y

Restoring device . e e e e e

Added table audit_log with table_id 1

Added table health_alarm_syslog with table_id 2

Added table dce_event with table_id 3

Added table application with table_id 4

Added table rna_scan_results_tableview with table_id 5
Added table rna_event with table_id 6

Added table ioc_state with table_id 7

Added table third_party_vulns with table_id 8

Added table user_ioc_state with table_id 9

Added table rna_client_app with table_id 10

Added table rna_attribute with table_id 11

Added table captured_file with table_id 12

Added table rna_ip_host with table_id 13

Added table flow_chunk with table_id 14

Added table rua_event with table_id 15

Added table wl_dce_event with table_id 16

Added table user_identities with table_id 17

Added table whitelist_violations with table_id 18

Added table remediation_status with table_id 19

Added table syslog_event with table_id 20

Added table rna_service with table_id 21

Added table rna_vuln with table_id 22

Added table SRU_import_log with table_id 23

Added table current_users with table_id 24

Broadcast message from root@firepower (Wed Sep 27 15:50:12 2023):

The system is going down for reboot NOW!



BiEE : IMET R , REMSERCLIEEHE, ENREY BEERIIFMC, 1 K KELFE

B,
SR 4. REHARY, EFTD CLIF , & Aconfigure high-availability resume:

>configure high-availability resume

FIDEAAMEEREETHK

" High Availability
FTD-01(Primary, Active) Snort 3

Firepower 4110 with FTD 7.2.5 | REAN 00 Essentials
Security Mot

TD-02(Secondary, Standby) = 3 4
FTD-02{Secondary, Standby) [SEES Firepower 4110 with FTD  7.2.5 - ik Essentials



EMEORERA TERBERE

MRRBEHERENRD , TURERER. EUNERIREIHPERE , LBERKERER
BEERWHPREME, AEMPNMENMESRERENERRAENRBEE. WRENEFHRE
MERE  FESRSPFRESTHYE , IEEMPBESRAH/TRRERFERE |, BERE
BRFEEBMEREE.,

S E#1. 8 F|Device > Device Management , BENE JAMEBENESEE (HD ). WEBEER
FIFTD HAEL Y ( #R— THhEE TR ) , AEIEX— T High Availabilityi#1§ :

FTD-HA =3
Cisc 110 Theeat Defonse

High Avallability Configuration

High Availability Link State Link

Monitored Interfaces

Failover Trigger Criteria & Interface MAC Addresses

HER2 PEIHA,

2.18fFDevices > Device Management , R&IZ—TH LAN=EE, REIZ— TBreaki#IA



0 FTD-HA @

™ High Awallability
Switch Active Peer

Force refresh node status

o FTD-01(Primary, Active) Snort 3 Fi A0 with FTD  7.25 FPR4110-02:443 Essantak Base-ACP
10,88,171.87 - Routed = ! o Bl security Module - 1 ks 0 tase 4 Delete
Revert Upgrade
Health Monitor
FTD-02(Secondary, Standby) Snort 3 FPR4110-02:443
@ Firapower 4110 with FTD ~ 7.2.5 B Security Module - 1 Essentials Base-ACP 4 Troubleshoot Files

10.88.171.89 - Routed

2.2.3##FForce break , if standby peer does not responsei#EIH :

Confirm Break

Breaking the High Availability pair "FTD-HA" will erase all configuration
excepl the Access Centrol and Flex Config pelicy frem standby peer. This
aperation might also restan Snort processes of primary and Secondary
devices, temporarily eausing traffic inerruption, Are you Sure you want to
break the pair?

Force break, if standby peer does not respond |

(e |




MEE : ANKEREE  CFEEZRFTEHA, EEHEHSTHAMYE  EBREKRERT
BN, RARKEZRERENRNNEERE K KABMEE.

SEI3MBERENFTD, BEEEBMWFTD , ABRE—T=%88, £#—T "Delete.

oupad (2)
FTD=01 Snort 3

@ FTD-02 Snort 3 Firepower 4110 with FTD 7.2.5 Tl L Essentials o

HERAFBIHAFTD,



4.1.38 i BDevices > Device Management > Add , A% — T Device:

View By: Group -
A1) ® Error (0) ® Warning (1) Offline (0} ® Normal (0) Daplaymeant Pending (1) ® Upgrade (0) ® Snort 2 (1)
—
Narne Madel Version Chassis Licenses Ac

~ Ungrouped (1)

FTD-01 Snort 3

N FPR4110-02:443 -
Firepower 4110 with FTD  7.2.5 ey = Essentials Base-ACP
88.171.87 FR security Module - 1 ]

te | Deployment History

Migrat ist
0, Search Device m
—
Device

High Availability

Cluster

cess Gontrol Policy Auto Roll  Chassis

Group

4.2 ZEFEFRE S E , EAPIF BRegistration Key , BiiEHost, Display Name#Registration Key,

Bt iEAccess Control Policy , A & — T Register,



Add Device

Select the Provisioning Method:
® Registration Key Serial Number

CDO Managed Device

Host:t
10.88.171.89

Display Name:
FTD-02

Registration Key:*

Group:

Mone -

Access Control Policy:*
[ Base-AcP -

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until vou choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier ¥

Carrier

Malware Defense
IPS

URL

Advanced
Unique NAT ID:t

Transfer Packets

conce | IR



HER5.E MY HA,

5.1E i BlDevices > Device Management > Add , A% Zii#High Availabilityi&18,

Migrate | Deployment Higtory

ViewBy: | Group v
All(2)  ®Emorfa) @ Waming (o) Offine (0)  ®Mormal(2)  © Doployment Pending (D) ® Upgrade (0} ® Snort 3 (2) 4, Soarch Davice [ A - |
—
Device
- -
v
Nama Moded Version Chassis Licenses Ascous Control Policy Aute Rodl Chassis
Group
v Ungrouped (2)
o FID=01 Snon 3 FPR4110-02:483 AL :
om B Firopower 4110 with FTD 128 [ [raitlon.ms 8 Exsertisls Base-ACP ") s
o FTD=02 Snor 3 FPRAT10-02:443 2 H
10.88,171.89 - Routed Firepower 4110 with FTD .25 HMM_‘ Essentials Baso-ACP 9 i

S52.MEFNESAANY., BERE. £EER | BEFTD-01EAETHES |, BEFTD-02EAEHE)
HE | AREE—TContinue,

Add High Availability Pair

e

Cra—

Dy Tur:

[Firgwadl Threat Defense T |

Primary Paer;
FTD-01

Secondary Peer:
[Fro-02

D Threat Datense High Avadablity pair will hanve primany
conhRration. LIonses Iom pamary pear will be
eanvenad to thair high svadabdity vevsions snd speked

on bath peers.
=




MIEE

FRCSEREEIREFANEAEENRKE , EAH|/H/FTD-01,

5.3.MFEINHA , AERIE—TYes,



Warning

This operation restarts the Snort processes of primary and
secondary devices, temporarily causing traffic interruption.

Do you want to continue?

Do not display this message agai Yes




M RESTANSENRBMAEKENsnort5|%E | B

54BEBESERPNMENS TR , KRR —TAJIRIE



Add High Availability Pair

High Availability Link
Interface:| Ethernet)/S Sama as LAN Fallover Link

Logical Mame:]  FA-LINE Logical Name:*

Primaey IP:] 10,710,101 Primary |P:*
U IPVE Addross
Secondary I 10.10.00.2 Secondary IP:;*

Subnt Mask:| 255 285 255 252 Subnat Mask:*

IPsec Encryption
Enalied

Kiry Ganeration:

0 LAN taliover link Is used fo syne configuration, stateful fallover link is used to sync application content
Babaenn paers. liniks and £annos b changed later,

6. FIDETAMEERESTAX :

r FTD-HA -
O~ bign avatiaviey P
° Ta-s“::ﬂan;l “I':::I“:" i) Firepower 4110 with FTD  7.2.5 o e | Essentials Base-ACP ) :

. B - b

@ FTD-02(Secondary, Standby] Snort 3
10.88.171.89 - Routed

Firepower 4110 with FTD  7.2.5 B ;’;ﬁj}&%ﬁﬂ‘f_ 4 Essentials Base-ACP o :



MIEE : RAFEEERBMACH U , BEEERMEERBIZTLAVARPER , UEEFHEEFH
BiRERE, BEEFMEN K F2ES AP HMACHHEFIPHIL,

FHEIE A
- BRIFEMEEETH


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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