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BRA T
ARRUBMZEPHIBERRER,

ANHNEARBBREERETREANKEMNEL. B'UF{EJ% E]: D)k E’é‘é‘? REBER ('R
) BVHERERRE) . MRIEHVEEREFT | BRARCHEAETAE S TRERNTE,

HRER

First Respondern'I'EEETACE_L EEFEARRRFIREZEENERS. ERRE, HTEEWE
FEERT D

AE{L B 74

BEFEAERIMGBRERE WK EARNMAREN LEZEERUETTACOITHRAE. B
BEMALUFNALRSE  MASHEFBARSHMIZLRGEEREN "5 M "TFEM .

Eel/ae

First Responderst EN B EERHEECHER A XREENNBENR T, ZE£BABERER A
TACEI{E#Yfirepower.py Python}s ﬁ%ﬂimﬁkﬁthﬂfo BREFEHHBESLER—EBETHD , &
WERERLBFERR , TAERZKG T AAEH R EFSecure Firewall 2 & # CLIFIEST,

R FH4NERE

EAE —EAEEEABARLERN, ERKE , ﬁ/A§+¥TE¢—IEEiFHE’JHﬂ‘II%ﬁEi§ﬁJH# HaeE
EE-EESETFEBNH. WRER IJ% BEEETEALRAGRERTEN , BLKEH.

ﬁ%i‘zéﬁﬂﬁ(ﬂ%ﬁﬁﬁ%ﬁﬂ , E—(AELEENERRFirepowerBEMHE(FTD) ., MRETHEE
ZEHEBASAREE K FLABLETEHHN, AR EMEEMETER—BERL  BEULUBES
ASAZR I 27 Secure FlrewaII?S'ZTTI SRRV, Rtk EERE —EEESE 4,

HB{LEFB4

UTREAREAN—HoRHNBBEFHBAN R

From first-responder @i sco.com <first-responder @i sco. conp
Sent: Thursday, Septenber 1, 2022 12:11 PM

To: John Doe <john. doe@i sco. conr

Cc: attach@i sco.com

Subj ect: SR 666666666 - First Responder Automated E-nai

Dear John,

In an effort to resolve your case faster it nmay be necessary to collect sone diagnostic data
fromyour environnent.

Based on the probl em statenent you provided, below are a few pieces of data that would help

speed the resolution and the steps to collect them

* Troubl eshoot File ***



* Connect to the device using SSH

* |ssue the command expert, skip this step for FMC version 6.4.x and earlier

* | ssue the comrand sudo su

* When pronpted for the password, enter your password.

* For FMC 6.4 or FTD 6.7 and |l ater issue the conmand

curl -s -S https://cxd. cisco.conlpublic/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgH JkLmNoP - - aut o- upl oad &

* For FMC 6.3 or FTD 6.6 and earlier issue the command
curl -k -s -S https://cxd.cisco.compublic/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgH JkLmNoP - - aut o- upl oad &

For nmore information on what this conmand does, or to understand why you are receiving this e-
mail - please refer to
<LI NK_TO THI S_ARTI CLE>

For 6.3 and earlier versions we reconmend confirmi ng cxd.cisco.comresolves to <CURRENT_CXD | P1>
or

<CURRENT_CXD_| P2>. Furthernmore, we recomend validating the SHA checksum of the file by running
url -s -k https://cxd.cisco.compublic/ctfr/firepower.py | shasum whi ch shoul d out put
<CURRENT_SHA>.

If you are unable to upload troubl eshooting files (or would prefer not to), please |let us know
what
hardware and software version ou are running if you have not already.

Sincerely, First Responder Team

ARE-—ERERANBBETFBHRIAMERS , BANMBERMERFBRR,

WS

introduction blockR B2 £ BEE —BEREEFH4INBEFH. RNMBIEARREHERFE
R|HW LT ATRMBHRIRE -

Dear <NAME>,

In an effort to resolve your case faster it nmay be necessary to collect sone diagnostic data
fromyour environnent.

Based on the probl em statement you provided, below are a few pieces of data that would help
speed the resolution

and the steps to collect them

¥RIFR R

ERFERARE—EEEANKRL. BEERRE— %ﬁﬁi%ﬂ’]iﬁﬁ}’é RARBHBERMTEEESR.

MERRAR DR , SEERFERAFERE —ERENEN, ERRZARBBZERFINE

. AR HDETBALSEEENERR, B8 HD%Fﬁﬁﬁﬂ‘Iﬁ%ﬂﬂﬁﬂ BRI RE T
AEETBATEESEEHER. UTRE22EENFERNENFRAO TR

*** <REQUEST NAME 1> ***
<REQUEST 1 STEPS>
*** <REQUEST NAME 2> ***

<REQUEST 2 STEPS>

a0 |, FESecure Firewallf |, B8 AR REBHARZIHHEVPN(RA-VPN)EEFirepower & & Bh &



(FID)EEMEER K BESISSEERFBRR , RAVPNRINERE 7 —EH RN ERFERR
, AR EBEDARTIRA 2.

ERNBT

BERRER , A Secure FirewallEA RS , RIRBABERFIERE-—N—THT , FABBET
BUHN B0, UTR-ToSHEENAME .

#[curl]-k|-s|-S|https://cxd.cisco.com/public/ctfr/firepower.py| [ [python -|-c 666666666/t aBcDeFgHiJkLmNoP)|--auto-upload|&]

1 234 5 6 7 8 9 10 11
1. curltp & AR TEHZ IR AN firepower.pyis © 1%

2. kEFZAREERIBZKISHRNEMIRE,

3. -s EHEEAERREXTETWEE, EARMHEERthEAY K RATCEMA.

4.-S EFEEMBETIERMNEE, ERAREH B MERAsilentZBENER T MERE HEEE,
5. ERE R IRA B firepower.pyis TIEHAIURL, BLERIEReurln SR HEEETWIE BN &IIE

Mo

6. ERLinuxEiE , Ecurl SHNE Y ( pythonfEFBEMNAR ) BEI T —SHHHTE.
7. 2SR, £E FWpython = EM FIEBM MK " — 1 B, EIERpythonfstdinfEEUR

(RAESHEHNAR RcurlBiBEEHER )

8. -ciE5tE =firepower.pylETIEN — BB ASIE , CETRERSL A LRINRAIFHE. bt
66666666618 # K €1 I {E 2 R4 iRk .

9. -t EFE Bfirepower.pylE BB ASIE , ERTARBERGERNE —SHE (FH ). It
1218 % M #YaBcDeFgHiJkLmNoP{E 2 It 3251 B9 7R 6 h&.

10. —auto-upload#R&% Efirepower.pyiE T — 4% 518 , EETRESTHEEBLEXTE
1T. BRALETENFAEER , IERHERETHENI D FIKE,

M. &ETREEGTSERAET, EBANERAEEESRHTHEENshel BB,

FRE : 6.4 2 BIMIEIFMChRA 6.7 2 BIVEMFTDIR A B EEF A — kiZEFE , BACXDER
KRB EEFMC 6.4/RFFTD 6.7iRZ B~ ZFirepower£ B E(E , ESERFERBT LN,

Firepower.pyigE 1%

ZECBNIEHERRLT e ABEBERY LEZEHRHAS , BA "HEHR, . BERELK
FEHERRIER | firepower.pyiE BB R FE I 8 5 4 BRI 4FH AW EEsf_troubleshoot.plis S5, LLIES
IREREGUIAE BB BRI IE SRR, BRTHEHRER , ETHREREAKERTEEN
FEHREATHEMZEER. Ba, TRKRESIH K —KNER R Core Files — BEAM R FEZRF
ANHHETER, ETBYUE B8t X "HEE, EXTET

BBt

EBITHESEEMER " — auto-upload RIER | WERXCKA., LBREZABENER. BAKZD
ERUELEHEEN LEIRY, BEHEFBHERNETHSEIE " — auto-upload s EIE,

HB

ERETHRHARETEN, FUEXT , FAESRIRETUBRETREEBZEHEN (0%
DER) . ERVTENNMA , FEENBEASINIERFLE  WLKINARERD |, UETRE



SHHTHEE., ETHRASGBEBEBABRKEBEEET T KERH& , IE
https://cxd.cisco.com/public/ctfr/firepower.py T /4218 o

ETRNEEEL

T RBRIBTIETRN R

root @td:/hone/admi n# curl -k -s -S https://cxd.cisco.compublic/ctfr/firepower.py | python - -c
666666666 -t aBcDeFgH JKkLmNoP - - aut o-upl oad &

[1] 26422

root @td:/ honme/ adm n#

“/var/comon/first_responder_notify' successfully uploaded to 666666666

Runni ng sf_troubl eshoot.pl conmand to create a troubl eshoot file...

Troubl eshoot file successfully generated at /ngfw var/conmon/results-08-30-2022--135014.tar. gz
Attenpting to upload troubl eshoot to case...

HHHBHBHIRHBH IR AR R R R R R R R A R R R AR A R R R AR
HUBHBHH R AR R R AR 100, 0%

“ I/ ngfw var/ common/ r esul t s- 08- 30- 2022- - 135014. tar.gz" successfully upl oaded to 666666666

Found the follow ng core files:

(0 B) - /ngfw var/common/core_FAKEL. gz

(0 B) - /ngfw var/common/core_FAKE2. gz

(0 B) - /ngfw var/common/core_FAKE3. gz

Successfully created /ngfw var/comon/cores_666666666- 1661867858.tar. gz

Attenpting core file upload...

HHHBHBHIRHBH I HH B R R R R A R R A AR R R AR A R AR AR
HUBHBHHHH R B R R R R #E 100, 0%

“/ ngfw var/ common/ cores_6666666660- 1661867858.tar.gz" successfully upl oaded to 666666666

FI NI SHED!

FAEE, HREHTRASEROERLE. IRENEELTFEROER , IGET—HEER "No
core files found. Skipping core file processing" EVEH_'\}:HEEO

EREE
UTRETNBEIN — % RAE (RERRATHIEF )
BFHHRL/URLER

O SEEIRREAEERERRANET MR WRRERZURL. EXERFREHE
FEHAN—HoERNETHT. EEEHHTAY , RARARRIETHRHNURLERENBEAL
BEN, UTERAHNN 1T THEH

curl -s -S https://cxd.cisco.com/public/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgHiJKkLmNoP --auto-upload &

MBEFHEDPHSPFHURLRTE Mhttps://cxd.cisco.com/public/ctfr/firepower.py , BIZZURLT A&
SEELABETHEFEA, ERRALEE  REEETHS 2B RURLEIT,

DNS# &

BEREELFENMARTHRESTHHURLE , &F HBR tcurliE:k



https://cxd.cisco.com/public/ctfr/firepower.py
https://cxd.cisco.com/public/ctfr/firepower.py
https://cxd.cisco.com/public/ctfr/firepower.py

curl: (6) Could not resolve host: cxd.cisco.com

RSB
ERULE  ERERE FWONSRE , MURREE N ERETURLUEE,
FOEPARUER M A SR

EPHE LERAMNER 2 —REE R LIFB K2R Hfirst-responder.loghy HEEIER ( IR
BROEE  FRHERR ) . WRLRERYK , AIEBETR—EER , SrHRHENFT T ER—E

Permission denied while trying to create log file. Are you running this as root?

FERUREN -  AMEECHRBUUTHRAFRALIINIERF L

Something unexpected happened while trying to create the log file. Here is the error:

ERAICEERR , REUEEERE (W "adming 3 "roots ) HETESIREI,

FOEPIRUR A B AR

EAESBHITH —Hr , BERKLEIRA Mirst_responder_notify s B0 THER, AR
WERSEALKEXNBEBLN —32 LERZRA, HEREEA "/var/common. B &k, TRE
TESHBNEAERERANTIESEREALB % , AIESHSERUTHER

Failed to create file -> " /var/common/first_responder notify . Permission denied. Are you
running as root?

BRI B

ERILEEER  RELEEMEAE (W "adminy = Trooty ) BMETIESEBEIT,

Fﬁ?{ . ZZI] %ﬁﬂgﬁi?l'ﬂ*gﬁgﬁﬂgﬁiﬁ ) %%tﬂ%@ﬁﬁﬁﬁﬁﬁﬁiﬁ "Unexpected error while trying to
open file -> “/var/common/first_responder_notify’. Please check first-responder.log file for full error". A 7Efirst-

responder.logt K EIZTEHN EE IE 3,

$4%Esf_troubleshoot.pid i3 & B

ATHRREA-REET—EHREHFRERBRE , BEHRERETHRERTEREBZAHE
Ivar/sfirun/sf_troubleshoot.pidiE 2R, MRECHELHEER 6 IIFE TR



Failed to run the “sf_ troubleshoot.pl’ command - existing sf_ troubleshoot process detected.
Please wait for existing process to complete.

RSB

EARZHBELT , KERKRTERBNHEHSREREIHRCERET. AF  EREAESNERM
RATETHEINER, ZERALMNE  FESENNEBRAERELER  AREH.

FIEE : I8 sf troubleshoot.plis T B B4 SRR | RIS H FiSE R 85355 "Unexpected
PROCESS error while trying to run “sf_troubleshoot.pl" command. Please check first-responder.log file for full error". Al £
first-responder.logH X 2| T BN R & E X,

LR

ESHRPFE—EALALERS  SEEREETHHITEEFHAEERLE, KEXRAR—E
python@£25 , AR T Fourl L E&SLUSEEEETRM, Hit , STHMENNEARESE
REScurliFFR A, MR EEXK , AIHEREEES LETR

[FAILURE] Failed to upload " /var/common/first_responder_ notify  to 666666666. Please check the
first-responder.log file for the full error

¥ &Efirst-responder.logiE R TE IR, BE | first-responder.logfE R M AR :

08/29/2022 06:51:57 PM - WARNING - Upload Failed with the following error:

Command '['curl', '-k', '--progress-bar',
'https://666666666:aBcDeFgHiJkLmNoP@cxd.cisco.com/home/ "',
'--upload-file', '/var/common/first_responder_notify']' returned non-zero exit status 6

EEEBRT , curlREIR HARKES , EXE *% F'Couldn not resolve host, » E R AT EHE
cxd.cisco.com B | E%%EE’QDNSE& B2 B curl 3UHE LA IS 147 R £NIR HARRE,
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