AREFMC LR EIEEO365¥ REFEBCSDAC

Ubuntu 20.04 - #¥)CSDACERE
£ 3] Office 3658128
2 vCenterfiifE2g

B

ISRl

RN B A B A FMC £ B Ei&EMicrosoft 365X R ZPE I B S CSDAC , UK f1{#EUbuntu
20.04 EfEAAnsible,

AR

=X
BNEBRABBLUTEE

o BEARLinux@®f,
« EZRPython, DockerFlAnsible &Iz
« EZROffice 3654158

BRA T
AXFHEARRIFI T RKENERBIRA

« E177.2.5K#Y Cisco Firewall Management Center Virtual (FMCv) VWware,
- BRI BEB MBS (CSDAC)MRAS2.2,

« Ubuntu 4vCPU/8GB 20.04h,

- Dockerix74~24.0.6

« Python 3.8.10,

+ 2.12.10.



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BVAERESRERE . MREHBEEET , FRACREEMES ITRERNEE,

BREMN

BRLZLBHEBIE(CSDAC) R RER AU REMEBEMPHUFER  WRHHBEIENEZLHX
fmE AL, AEES AR RERAFER,

Cisco Secure Dynamic Attributes Connector s EAZBERKEFE A ( HIWAWS, Github,
Google Cloud, Azure., AzureBRISIZH. Microsoft Office 365FIvCenter ) Y RIEIZE M5,

HAT/EESENBHEMEN P SENMLRY  FER. ENA[REPRERESE (P

) RS, BF , XEEFAREBWMERKSVMBRBRLLHE) L ERKEFR, Bt , BIfE
FEIPHh I SVLANZR A E ol i |, Br KRR S th B A K@M, SELEBMAE M SUEAEUbuntu,
CentOs={Red Hat Enterprise LinuxE#i#25 L iETH BN REB M Bi#E 25 DockerR 23 2R EE, MR A
#HEECentOSEHRed Hat L Z#CSDAC , FF2 B IEXIEERE,

Ubuntu=# i B) 58 B 14 Bk 4% 23 2 F Ansible CollectionZ 2/, Cisco Secure Dynamic
Attributes X 2B R BN N E <.

« ATBREHKBEEFR D,
« EXMNHBABEEFR D,

AXAERFEARNBLLABEE R OEUbuntuE# 2 Ciscoe £ BREBMHELE , SUAR
Microsoft Office 365E AR5

Cloud-delivered Firewall
Management Center

Public IAAZUF@
r -= Cloud Feed
| : e (] Office 365
g | (aws O '|
\ Google Cloud GitHUE’/

Cloud

On-premises

8 - O -vmware

VMMware

feed
Secure Firewall CSDAC

Management Center (Linux Server)


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html

REID AT HET

« Ubuntu 20.04 EB9ICSDACEEE,
« F37Office 36584525,
o EivCenterBifitss,

Mg E &

/_\Azure
] Office 365

faws O
\\ Google Cloud GitHub J

Public

Cloud Feed

Secure Firewall CSDAC
Management Center (Ubuntu 20.04)

Ubuntu 20.04 EBJCSDACERE
RENT B A EUbuntu £ &8 A 8k EE,

S B1 . K& g Validate Docker,

root@tac:/home/tac# docker --version

Command 'docker' not found.

A 25 mEER%EDocker , EBMDocker XIS H AR 5,

24  EFHUbuntuf 1z,

root@tac:/home/tac# sudo apt -y update && sudo apt -y upgrade

Cloud

On-premise



Hit:1 http://security-ubuntu-site/ubuntu focal-security InRelease

Hit:2 http://ubuntu-repository-web-site/ubuntu focal InRelease

Hit:3 http://ubuntu-repository-web-site/ubuntu focal-updates InRelease
Hit:4 http://ubuntu-repository-web-site/ubuntu focal-backports InRelease
Reading package lists... Done

Building dependency tree

Reading state information... Done

334 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree

35 : FEPythonhR Ao

root@tac:/home/tac# /usr/bin/python3 --version
Python 3.8.10

A 25 mEPythonlRARR36 , BINARERAS 6HEERA,

BaL  REBRE.

root@tac:/home/tac# sudo apt -y install software-properties-common
Reading package Tists... Done

Building dependency tree

Reading state information... Done

$55L

Z 8 Ansible,

root@tac:/home/tac# sudo apt-add-repository -y -u ppa:ansible/ansible & & sudo apt -y install ansible

Hit:
Get:
Hit:
Hit:
Hit:
Get:
Get:
Get:

1

NOoO Vv A WN

8

http:
http:
http:
http:
http:
http:
http:
http:

//security-ubuntu-site/ubuntu focal-security InRelease
//personal-package-archive-site/ansible/ansible/ubuntu focal InRelease [18.0 kB]
//ubuntu-repository-web-siteubuntu focal InRelease

//ubuntu-repository-web-site/ubuntu focal-updates InRelease
//ubuntu-repository-web-site/ubuntu focal-backports InRelease
//personal-package-archive-site/ansible/ansible/ubuntu focal/main amd64 Packages [1 132 B]
//personal-package-archive-site/ansible/ansible/ubuntu focal/main 1386 Packages [1 132 B]
//personal-package-archive-site/ansible/ansible/ubuntu focal/main Translation-en [756 B]

Fetched 21.1 kB in 3s (7 526 B/s)
Reading package Tists... Done
Reading package Tists... Done
Building dependency tree

Reading state information... Done



6% : BaFAnsiblehi 4,

root@tac:/home/tac# ansible --version

ansible [core 2.12.10]

config file = /etc/ansible/ansible.cfg

configured module search path = ['/root/.ansible/plugins/modules', '/usr/share/ansible/plugins/modules’
ansible python module Tocation = /usr/1ib/python3/dist-packages/ansible

ansible collection location = /root/.ansible/collections:/usr/share/ansible/collections

executable location = /usr/bin/ansible

python version = 3.8.10 (default, May 26 2023, 14:05:08) [GCC 9.4.0]

jinja version = 2.10.1

Tibyam1l = True

N oaE Ansible 5| FAPython 2. x 2 IE&E# . B#EE8 {16 APython 3.6,

B74 . FEAAnsibleEBE B REB M Bt iL BR BN EE

root@tac:/home/tac# ansible-galaxy collection install cisco.csdac

Starting galaxy collection install process

Process install dependency map

Starting collection install process

Downloading https://galaxy-ansible-site/download/cisco-csdac-2.2.1.tar.gz to /root/.ansible/tmp/ansible
Downloading https://galaxy-ansible-site/download/community-crypto-2.15.1.tar.gz to /root/.ansible/tmp/a
Installing 'cisco.csdac:2.2.1' to '/root/.ansible/collections/ansible_collections/cisco/csdac'’
cisco.csdac:2.2.1 was installed successfully

Installing 'community.crypto:2.15.1' to '/root/.ansible/collections/ansible_collections/community/crypt
Downloading https://galaxy-ansible-site/download/community-general-7.4.0.tar.gz to /root/.ansible/tmp/a
community.crypto:2.15.1 was installed successfully

Installing 'community.general:7.4.0' to '/root/.ansible/collections/ansible_collections/community/gener
community.general:7.4.0 was installed successfully

8% : EZ|csdach .

root@tac:/home/tac# cd ~/.ansible/collections/ansible_collections/cisco/csdac/

HERO | RRERRHE

root@tac:~/.ansible/collections/ansible_collections/cisco/csdac# ansible-playbook default_playbook.yml
BECOME password:

[WARNING]: provided hosts Tist is empty, only Tocalhost is available. Note that

the implicit localhost does not match 'all'

[WARNING]: running playbook inside collection cisco.csdac

e e ol e e ol sl ot ale ol otu ol ol olu ol ol ot o ol ot o ol ol o ol sl o ol st ot ol ofa ol ol ol ol ol sl ot ol ofa ofu ol ol ol ol ol ot ol ol ot ol ol ol ol ol ot o ol ot ot ol ot
PLAY oca ost R R Ak A L S T A T o A o S Sk Sk R ok S L o R Rk kS L o S Tk ke S e ok S AR S R A Tk ok S ok R



TASK [Gathering Facts] R R R kA T L o e R R T o b T o S R R A Tk Sk i S e R AR S T Sk o R R R R L

ok: [Tocalhost]

B R R R R R R R R R RN

TASK [cisco.csdac.csdac : Define Python Interpreter] ki

ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started] ##¥ kit

ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started] ¥kt

ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started] ¥kt

ok: [Tocalhost]

TASK [CiSCO.CSdaC.CSdaC . Post task] Fededede kS hdefe kNN SN hdede kN v Nk dedfhdef vk hfhdhdhk

ok: [localhost] => {}
MSG:

Please Togin in to https://172.16.1.53 to configure csdac application

PLAY RECAP ER R e O R kA i o S L S R R o kR o o S T S o R Sk kS S S o AR Rk o ke b T A R
Tocalhost : ok=72 changed=8 unreachable=0 failed=0 skipped=35 rescued=0

oo

Tededehddhdd

ignored=0



2L  MRAN "FEHADockerR AREREEFIEBIAE EHLTELY
RS AID CSCwh583128 B 48 BRI TAC,

104 : EHHTTPSHEFEFCSDAC Pt & A BiE 5.

AEREMR


https://tools.cisco.com/bugsearch/bug/CSCwh58312

dscs’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

N s ORBALSEAERSE Tadming |, B Tadming . RESEE—NRDBAKE
REERIE,

& 37 Office 36584585
SB1 BABREBMHBER.



dseb’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

524 - Bi# "Connectors. o

admin

0 Dynamic Attributes Connector Dyynamic Allriules Filers. Angiers Admnator 'LI.','ll.l‘ SECURE

Connectors

834 . hnOffice 365BiiE2s : BIBEME R(+) , REEHE "Office 3651 o

e Dynamic Altributes Connector Conneeions. Dynamic Aftnibutes Fiters Adapiers e srator ¥ el SECURE
Connectors
AN
Azure Service Tags
GitHun
Azur

vienter

B4 . ERABTE, EXAPIURL, PIEABIURBASER EIPRE EBERS.



Add Office 365 Connector

Mame* Cisco TAC

Description

Pull interval (sec) 30

Base APl URL* https://endpoints.office.com

Instance name* Worldwide

Disable optional IPs* »

| Test | Cancel |
ZEUTHE

- EEEREEREA30R,
« EZAAPI URLE AR #ZEOffice 365& AMURL, 52 EMicrosoft3 4815 & 7 B9 Office 365
IP#h sk MIURL WebfR#% o

854 T "RAE. YREARAEKY  ARBEBESREE,


https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

Add Office 365 Connector

Name*

Description

Pull interval (sec)

Base APl URL*

Instance name*

Disable optional IPs*

Cisco TAC

30

https-//fendpoints. office.com

Worldwide

[ Testegi

ey : MEALRHFRMRESR "OK. -

e Dynamic Attributes Connector Comnectors DCymamic Adiributes Filters Adagters

Connectors

B vCenterBit#s 28
SEB1  RABEBEMBERS,

admin
Admirssig

o

-

Cance| | Save

‘el SECURE



dseb’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

SB35 EMMFAEF - MEBENER(+) , RRME TR ABERP O .

0 adapturs

F4% . FEHABTE. Phut, BENFEREZ/FBRENHEF,



Add On-Prem Firewall Management Center Adapter

Mame*

Description

Domain

IP*

Port*

User*

Password™®

Secondary IP

Secondary Port

Secondary User

Secondary Password

Server Certificate*

| Test |

Cisco TAC On-Prem FMC
4
firepower.ciscotac_com
443
TAC
S9909090008
Y/

Get certificate -~

| Cancel

A s rEEEEgERNULIBYTOFMCERE. CABAERETES
B KB E LU LR AR,

| Save

ECSDACE I



N g gREACRELESE THES, . (PEEES, R EREES, A6, & T
\PH#biik M4 _E {68 P &R RS A B B2 /O\FQDN,

855  TIRRI X BEEEEH LU

T
cIScO

Secure Firewall
Management
Center

Username

Password

6L  BIBRTHHTTPS PEM (3 ) BE : BRBZER LB RNHTTPSHEH, Z2ER, %
B, BRBE,. PEM(8),



https://172.16.1.45/uiflogin

atfnan ] r——
CiIsco OCL_URE

Secure Firewall
Management
Center

Username

Password

Miscellaneous

Serial Number 0 Dl D-MSOAR ] oL LS L L AL VL) e ) (L VL0

Version

Signature Algorithm SHA-256 with RSA Encryption
1

Download

EETHEAREHEEN pemER,

i

4

AR WEHTTPSAMR £ ABEEH OEFEN S RBNFirefox BB, WREMEMWE
B FEARUNSR.

B75  TRBDEBMBESR  ARME "BHES. N "RERAE.... L.



Add On-Prem Firewall Management Center Adapter

Mame* Cisco TAC On-Prem FMC
Description
Y
Domain
|P* firepower.ciscofac.com
Port* 443
User* TAC
Password™® YT
Secondary IP
Secondary Port 443
Secondary User
Secondary Password
Server Certificate™
Y

Get certificate |

Fetch (i ]

et | [ ©] | cancel |
|- = | Browse from file . ) -ﬂl -

88L . LB pemBEELR—T "RIE. UHBEREKID,.



Add On-Prem Firewall Management Center Adapter

Name* Cisco TAC On-Prem FMC
Description
A

Domain

IP* firepower.ciscotac.com

Port* 443

User* TAC

Password* ssssssssess

Secondary IP

Secondary Port 443

Secondary User

Secondary Password

Server Certificate™ ——-BEGIN CERTIFICATE—-
MIDETCCAIECFHHN4bDIS+DNjdWoruZkjgmBapdJMADGC
SqGSIb3DQEBCWUAMIGW y

Get cerfificate v | | @ Updated

| TEStagam | | == | —

A

& BfRUbuntuE fis L& EAYDNS AR 2R AT LA AT A ERBh K A EE H/OFQDN , BRI, A
Al AT BB K Ao

o Wy



895 EAREMARES "OK. -

' l men ulnaln
IQ_!,',' Dynamic Attributes Connector Conmecion Dynamic Atrates Finers Adapiers . " ;':,;l; c

Adapters

Cisco TAC On-Fram FMC

N 58 - 3£ BOffice 3655 1 B AL B I B R,

58105 : BRI AERRS N E = OV L6 A By EOffice 365 M2 M Rh 12 HI R R Al

Add Rule (7]
Name Insert
Enabled into Mandatory v

Action Time Range

© Allow v =i None v | +

Zones Networks VLAN Tags M\ Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments

Available Attributes ¢ + Selected Source Attributes (0) Selected Destination Attributes (0)

Q, Search by name or value any any

[ Dymamic Objects v

0365_Worldwide_Common
0365_Worldwide_Exchange
©0365_Worldwide_SharePoint
0365_Worldwide_Skype

Aftributes of the same type (for example, SGT) match the rule if any attribute is matched
Attributes of different types match the rule only if all attributes are matched. More info

ERFEUbuntu L0 RS, BiEESSHN EFHRESAREE,

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND

44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest "./docker-entrypoint.."
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint.."
4c2c73d351e2 public.ecr.aws/e6e4t5f5/muster_envoy:2.2.0-latest "/docker-entrypoint..."
67f3afae2165 public.ecr.aws/e6e4t5f5/muster_ui:2.2.0-latest "/docker-entrypoint..."
722a764c54e9 public.ecr.aws/e6e4t5f5/muster_ui_backend:2.2.0-Tatest "./docker-entrypoint.."
038654545f30 public.ecr.aws/e6e4t5f5/muster_bee:2.2.0-latest "/bin/sh -c /app/bee"

90cfd7e3a28b public.ecr.aws/e6e4t5f5/muster_etcd:2.2.0-Tatest "etcd"

CREATED
12 hour
13 hour
2 days
2 days
2 days
2 days
2 days

S
S



f£CSDAC Ul Blft Bk AE,

@ Dynamic Attributes Connector

Connet s

Connectors

Clsco TAG

#:CSDAC UIBgE T H R EE,

@ Dynamic Attributes Connector Conmpbarns

Adapters

Cisee TAC On-Pram FMC

Dryruvic ARnDubes Filers Anaplers

Dynamiz Attriganes Fillers Aapaers

R By A B E T H /0 LWV Office 365B1REB

2 7 S A 85 B 42 1 SR g AR A

Add Rule

Name

Enabled

Action

© Allow v B

Zones Networks VLAN Tags A Users

Available Attributes +

Q, Search by name or value
“ Dynamic Objects v

0365_Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint
0365_Worldwide_Skype

B TEHREEM,  ME "URABM.

Insert
into Mandatory -
Time Range
None v |+
Applications Ports URLs: Dynamic Attributes

Selected Source Attributes (0)

any

any

achmin alvale o
Admanistrator asce SECUR

, RBRE TBRHER,

Inspection Logging

Selected Destination Attributes (0)

Attributes of the same type (for example, SGT) match the rule if any atinibute is matched.
Attributes of different types match the rule only if all attributes are matched. More info

Cancel

o

Comments

N WiE  mBEABIHONMce 365B MM | AITAERRAREME, REKEHBBS RBHEE

BITAC,

5E S HEAE



&R AnsiblefZ7E Secure Dynamic Attributes ConnectorZ £ I8 , 55U EE

'~/ .ansible/collections/ansible_collection/cisco/csdac/logs/' B $& " #J'csdac.log's

root@tac://# cd ~/.ansible/collections/ansible_collections/cisco/logs/

root@tac:~/.ansible/collections/ansible_collections/cisco/csdac/logs# 1s -Tth

total 276K
-rw-r--r-- 1 root root 272K sep 14 15:37 csdac.log

EHERPRIZEAMEHE, FA "caty H Mless, Linux@m T HE , BIBERERR , SBKRE

BITACHERH L ER,

B, AR TETAERESE, |, AnsibleRE XM, BEcsdac.logERIEF "FFAIERKIEE

o

TASK [cisco.csdac.csdac :
ok: [locaTlhost] => {

"muster_cli_start_result.stderr_lines": [

print result of csdac command Tine start command (stderr)] #*%**

Er
ey

"permission
"permission
"permission
"permission

denied while
denied while
denied while
denied while

trying to connect
trying to connect
trying to connect
trying to connect

"docker: permission denied while trying to

"See 'docker

run --help

"docker: permission denied while trying to

sock:
sock:

unix:///var/run/docker.
unix:///var/run/docker.
to the Docker daemon socket at unix:///var/run/docker.sock:
to the Docker daemon socket at unix:///var/run/docker.sock:
connect to the Docker daemon socket at unix:///var/run/docke

socket at
socket at

Docker daemon
Docker daemon

the
the

to
to

connect to the Docker daemon socket at unix:///var/run/docke

MBERFBELN A , FEZEERIEEID CSCwh583128; Btk BRI TACLUEEESS,

IR "docker ps-a1 ETARCHAMINETHEBEFENRBEEE , AIRTEEA "docker restart
container-idy T EFMB B,

il . EABERID '88826cf0742f E #TRIEN Office 365,

root@tac://#
CONTAINER ID
44f71f675Ff1
88826cf0742f

root@tac://#

root@tac://#
CONTAINER ID
44f71f675Ff1
88826cf0742f

docker ps -a

IMAGE COMMAND CREATED
public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-Tatest "./docker-entrypoint.." 12 hour
public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-Tatest "./docker-entrypoint.." 13 hour
docker restart 88826cf0742f

docker ps -a

IMAGE COMMAND CREATED
public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-Tatest "./docker-entrypoint.." 12 hour
public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-Tatest "./docker-entrypoint.." 13 hour

BaEACSDACHYER , Y RBRRECEZEHAREEPLLEAHR,


https://tools.cisco.com/bugsearch/bug/CSCwh58312

> expert
sudoadmin@firepower:~$ sudo su -
Password:

root@firepower:/Volume/home/admin# cat /var/opt/CSCOpx/MDC/1og/operation/usmsharedsvcs.1og
17-Sep-2023 17:24:58.046, [INFO], (DefenseCenterServiceImpl.java:1462)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2
** REST Request [ CSM ]
**% ID : ff3e6259-2417-48cc-8e5e-a41d0bd04b39
** URL: POST /audit
{
"version":"7.2.5",
"requestId":"ff3e6259-2417-48cc-8e5e-a41d0bd04b39",
"data":{
"userName" :"TAC",
"subsystem":"API",
"message":"POST https://FMC-FQDN/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
/object/bulkdynamicobjects Created (201) - The request has been fulfilled and resulted in a new reso
"sourceIP":"172.16.1.53",
"domainUuid":"e276abec-e0f2-11e3-8169-6d9ed49b625f",
"time":"1694971497660"}, "deletelList": []

MHEAE A
BBIE N =S BRI (CSDAC) N SR | BHRI T8 -
ELNSERR R B2 T

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/m about-the-cisco-dynamic-
attributes-connector 21.html

Z# F F 4k Cisco Secure Dynamic AttributesBiifE 25

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-
attributes-connector.html

BLE BN BB Bt =R

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-
dynamic-attributes-collector.html

156 P 17 B2 6 R B R Y B RE M 4

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-
control-rules.html



https://firepower.ciscotac.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
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