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EFMC GUI L , EfiiZObjects > Object Management > Select Network from Left Menu > Add
Network > Add Object,

Hlan | FEHIPv6F4#3FC00:0:0:1::/962 3 A% ¥f R Local_IPv6_subnet,



Edit Network Object

Name

Local_IPv6_subnet

Description

Network
) Host () Range ® Network () FQDN

| Fcoo:0:0:1::/96

| Allow Overrides

(oot

o IPVARRREIR , ARSIPVeE FinE i AIPv4,

EFMC GUIL , Effii ZObjects > Object Management > Select Network from Left Menu > Add
Network > Add Group.

flan | EAIPv4E#£192.168.0.107 2 M A ¥ & 6_mapped_to_4.
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New MNetwork Group o

Namp
6_mapped_to_4
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Avalable Networks O + Selected MNetworks
L, Search L1, Search by name
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googhe_dns_ipwd

gocghe_dns_ipnvd_grous
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o IPVABRRER , ARAS|Binternet L RIS ZBIPVA EH#E,

EFMC GUI L , EfinEObjects > Object Management > Select Network from Left Menu > Add
Network > Add Object,

flan | ERAIPv4F480.0.0.0/02 L #E ¥ RAny_IPv4,



MNew Network Object 17}

MName
| Any_IPvd |

Description

MNetwork
() Host () Range (® MNetwork () FODN

I 0.0.0.0/0 |

|| Allow Overrides

(o]

 IPVEIBEREIR , AR INERIPVA EHEIR AR MRV IPVEIE,

EFMC GUI L , EfinZObjects > Object Management > Select Network from Left Menu > Add
Network > Add Object,

flan | A IPv6T#8FC00:0:0:F::/96%E 3 #83% ¥ R4_mapped_to_6,



Edit Network Object

Name

I 4_mapped_to_B

Description

MNetwork
) Host () Range (@ MNetwork () FQDN

| fe00:0:0:f::/96

| Allow Overrides

(Goen |

EFTD L A&IPv4/IPVvelit B N E

BE FDevices > Device Management > Edit FTD > Interfaces , AAEBRERZTHMAZBNE.
&

Interface Ethernet 1/1

% : Inside

Z2£ B : Inside_Zone
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IPv6its it : FC00:0:0:1::1/96

Edit Physical Interface

General [Pwd Pwis

Marme:

Advanced

| inside
Enabled

Management Only
Description:

Mode:

Maone

Security Zone:

Inside_Jone

Interface 10:

MTL:

1500

b

Propagate Security Group Tag: | |

Hardware Configuration

FMC Access




Edit Physical Interface @

General IPvd IPvi Advanced Hardware Configuration FMC Access

I
Basic Address Prefixes Settings
_
Enable IPVE:

Enforce ELI &4

Link-Local address:

Autoconfiguration:

Enable DHCP for address

config:
Enable DHCP for non-address
config:
[Gorce ]
¢ Edit Physical Interface @

Gameral [T |0 Hardware ConRguration Manager ACcess Adcancad

Basic Address Prefices Settings

4 Add Address
Address Lt

FOO0:000:1=1/96 false su
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Interface Ethernet 1/2
£ : Outside
Z4£[EH : Outside_Zone
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IPv4it 3t : 192.168.0.106/24

Edit Physical Interface

General

Mame:

IPvd

IPvE

Advanced

| Outside

Enabled

Management Only
Description:

Mode:

[ MNone

Security Zone:

| Outside_Zone

Interface 1D:

MTL:

T >

1500

a
| Bise

TG

Propagate Security Group Tag:

Hardware Configuration

FMC Access

| Cancel




Edit Physical Interface aQ

General 1P IPvE Advanced Hardware Configuration FMC Access

IP Typa:
Use Static 1P -

IP Address:
| 192.168.0.106/24)

I.:\IL{I-"::I'I m

Bt & TH AR B F
BB FDevices > Device Management > Edit FTD > Routing > Static Routing > Add Route,
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Edit Static Route Configuration

Type: ® IPvd (D IPvE
interface”
Outside . |
(interface starting with this icon [ signifies it is available for route leak)
Available Network O + Selected Network

&, Search | Add | | any-iove

6_mapped_to_4 I

any_|Pvd
google_dns_ipwd
aoogle_dns_ipvd_group
aoogle_dns_ipvE_group

Ensure that egress virtualrouter has route to that destination
Gateway

[ 192.168.0.254 v |+
Metric:

K ]

(1 - 254)

Tunneled: | | (Used only for default Route)
Route Tracking:

| -]+

oo | ([
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EFMC GUI L , EfiEIDevices > NAT > New Policy > Threat Defense NAT , A E I NATEREE,
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MNew Policy [ 7]
Mame;
FTD_NAT_Palicy

Dexscription:

Targeted Devices

Selact devices to which you want 1o apply this policy.
Aumadlable Devices Selected Devices

0. Search by name or value FTD_Lag

L]

Add to Policy I

| Cancel | m

BLENAT# Al
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£EFMC GUI L , EfnZEIDevices > NAT > Select the NAT policy > Add Rule , fR%E 2 I NATHE AL
16 R EBIPVOE RS B & S\ EBIPvA .

flan | #BEE¥I K Local_IPv6_subnet@ EhREE 1 & A 3E ¥ R 6_mapped_to_4.
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FE#R : Local _IPv6_subnet

HEIRE MR | 6_mapped_to_4
Edit NAT Rule

MAT Rule:

Sifo MAT Fule v
Typa:

E"!,lMI'I"IIC w
]

Interface Objects  Translation  PAT Pool

| Available Interface Objects O
£, Search by name

Group_inside
Group _Outside
inside_~fone
Outsidie_Zona

Advanced

Source Inferface Objects
Inside_Zons

{1} Destination nterface Objects (1}

L}

Cutside_Zong

I Cancel |



Edit MAT Rule
MNAT Rule;

Type:

Dhymiamic v

Intertace Dbpscts Translation PAT Podl

Original Packet

Uniginal Source:™
Local_IPvE_submat v +

Uriginad FPoirt

A¥ENAT,

Bethvancad

Translated Packet

lranslated Sourcs:

Addross .

b_mapped_to_4 v

£FMC GUI L , EfnZElDevices > NAT > Select the NAT policy > Add Rule and create NAT rule to
translate external IPv4 traffic to Internal IPv6 network pool, E# , #&# o] LAEE 2 it |Pv6 T 4B 1T

RERE

sk, FBHELRR EMADNSER | LAER B S\ EBDNS A AR 25 A9 [ 8 o] BUHEA(IPV4) R SRR

AAAA(IPV6)EC 8,
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BENEHR : Inside_Zone

FIHHR : Any_IPv4

HiREMIR : 4_mapped_to_6
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Edit NAT Rule
MAT Rule:
bt NAT Rulke ¥
Tipe:
Static ¥
[+

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects O Source Imerface Objects

4 Search by name Outside_Zona

Group_Inside
Group_Outside
Insige_Zomne

Outside_Zone

(1) Destination interface Objects (1)

1 Inside_Zone ]



Edit NAT Rule

NAT Rule:

| Auto NAT Rule

Type:

| Static

B Enable
Interface Objocts

Original Packet

Original Source:*

| any_IPv4

Crigginal Port:

| TcP

I

Translated Packet

Translated Source:
| Address v|

| 4_mapped_to_& '] +
Translated Port:

== o




Edit MAT Rule o

MAT Rude: 1
Auto MAT Hule -

Type:
Static v

o
Interface Objects  Translation  PAT Pool  Advanced

Translate DS replies that match this rule

1P
Het to Net Mapping
Do not proxy ARP on Destination Interface

FTD_NAT_Policy [ snow viarings |

Enter Description

Policy Assignments (1)

Rules
Filter by Device Y Filter Rules 4 Add Rule
Ouiginal Packet Transiated Packet
- v 5 Source Destination Qriginal Original Original Transiated Translated Translated i
i e Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services daiaaiad
~ NAT Rules Before
w Auto NAT Rules
# Fl Static Qutside_Zore Inside_Zone By any_IPui iy &_mapped_to_6 Dnsitrue £
[ X Oyma.. Inside_Zone Outside_Zone By Local_IPvé_subnet £ 6_mapped_to_4 Dosfalse /9

3 NAT Rules After

MBBREHBIFTD,
BRRE

BRI EABNPEE,

<{froot>



> show nanei f

Interface Name Security
Ethernetl/1 inside 0O
Ethernetl/2 Outside O

> show i pv6 interface brief

inside [up/upl]
fe80::12b3:d6ff:fe20:eb48
£c00:0:0:1::1

> show i p

System IP Addresses:
Interface Name IP address Subnet mask
Ethernetl/2 Outside 192.168.0.106 255.255.255.0

- BRRFTDAZNMEEIFFimAIPVEIEL,
IPv6 A ZBE#EIP fc00:0:1::100,

FTDAERS T Efc00:0:0:1::1,

<tfroot>

> ping fc00:0:0:1::100

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to fc00:0:0:1::100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

« 7ZFTD CLILEERNATE &,

<tfroot>

> show runni ng-config nat
!

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4
object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns



- FEEURE.,
Fltn | HERRZBIPVEE#fc00:0:0:1::100FIDNS1E BR 25 Y R & Afc00::f:0:0:ac10:a64 UDP 53,

B8 , BEEDNS{aRES 2fc00::f:0:0:ac10:a64, Ex#&32{12ac10:0a64, L 2 M HI /&
FHE 172, 16, 10, 100, Firewall 6-to-4}i%I1Pv6 DNS{AIBR85fc00::f:0:0:ac10:a64 E# A ZE WM
IPv4 172.16.10.100,

<tfroot>

> capture test interface inside trace match udp host fc00:0:0:1::100 any6 eq 53

> show capture test

2 packets captured
1: 00:35:13.598052 fc00:0:0:1::100.61513 > fc00::f:0:0:acl0:a64.53: udp
2: 00:35:13.638882 fc00::f:0:0:ac10:a64.53 > fc00:0:0:1::100.61513: udp

> show capture test packet-nunber 1

[...]
Phase: 3
Type: UN-NAT

Subtype: static

ResuTt: ALLOW

Config:

object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns

Additional Information:

NAT divert to egress interface Outside(vrfid:0)

Untranslate fc00::f:0:0:acl10:a64/53 to 172.16.10.100/53 <<<< Destination NAT

[...]

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4

Additional Information:

Dynamic translate fc00:0:0:1::100/61513 to 192.168.0.107/61513 <<<<<<<< Source NAT

> capture test2 interface Qutside trace match udp any any eq 53

2 packets captured

1: 00:35:13.598152 192.168.0.107.61513 > 172.16.10.100.53: udp
2: 00:35:13.638782 172.16.10.100.53 > 192.168.0.107.61513: udp
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