FEHAANnsibles¥ EFMCLA N FTDS o At

H &

REEHS

=K

BRIEBREEBUUT EE

- fEE

« Ubuntufdl R 8§

« Cisco Firepower& I #10(FMC)EE #&
« Cisco Firepower & B5 & (FTD) & #&

EEEEREENT , Ansible#ZEZEUbuntu,

AR RANsible I R R EAnsible X BIEMF & £, UEEITAN P 5| A Ansibleti T,
BRA T
AXFHEARRIFIU T RKENERBIRA

« Ubuntufal R 88§22.04

- FIfEZE2.10.8

+ Python 3.10

« Cisco Firepower B EFH & E#E7.4.1



+ Cisco FirepowerZ & R/ E#7.4.1

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,

BREMN

Ansible2—fEZhREIFFEENTE  EEEMREESHRE 7T BANME, FEMHAnsble™ AERA
ZEAERETEHDILER. AXAERANGTEZAREBRERTSE,

EAEHIF , FTDHN & AT AR A IPA L BRI MITF SRR,

EE
s Ex
Failover Link
192.168.1.1/24 — 192.168.1.2/24
1
) [] l Gigabit0/7 Gigabit0/7 ‘ | f I ‘
FTDA FTDB
10.0.5.12/24  pjgmt Mgit 10:0.5.13/24
G0/2 G0/3
13-3‘-5-23}'24 1&-3-5-11;24
- -EQ GO/O {fj] GO/1- - - - Mgmt H[‘
Ansible Server Management-Switch FMC
it
HHRE

HRCiscof XETRHIETHRAEFFMBNETH , BARM T — L RBENTERET AR RE

o

VARFREBETRALTKE,

* AnsiblefAl i35 EFinternetiE#%,

* AnsiblefAl f R RESIEEFMC GUIE RN ThEFA ( FMC GUIRYTREIRZ443 ) o
« MAFTDRECIERIEMEIFMC,

« TEFTDRERTEIPAILL.



SR 1. BBSSHE T FIEELRE|Ansiblefal [REFAYCLI,

S BB 2 B 1T A T ansiblegaaxy collection install cisco.fmcansiblebAfE Ansiblefal R 28 - % 8 FMCRIANSibletE &

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

S BB 3.B1ToSmkdir /home/cisco/fme_ansiblebA 3 — B ERI KR GFHEHERER, EARA G | £ H&ER/homecisco/ , FIERKSZ
BAfme_ansible,

<#root>
cisco@inserthostname-here:~$

nkdi r /hore/ ci sco/fnt_ansible

S 4. B ZEIER K/home/cisco/fme_ansible, B BEER, EARGF , BEES Binventory.inio

<#root>
cisco@inserthostname-here:~$

cd /home/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini

BULERE AR LR ECUSER | 668 A2ERS| BE RIS .

<tfroot>
[fmc]

10.0.5. 11

[fmc:vars]
ansible_user=

ci sco



ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

S$ER 5. BB E R sk/homelcisco/fme_ansible, B AREIMFTD HAWEEIER, HiLbEEfl+  S8EREBAfme-create-fid-ha-

vars.ymlo

<#root>
cisco@inserthostname-here:~$

cd /honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnc-create-ftd-ha-vars. ym

inventory.ini

BULERE AR IR ECUAER | 668 AERS| BE RS .

<#root>
user: domain: 'Global’ device_name: ftd1: '
FTDA

' ftd2: !

FTDB

' ftd_ha: name:

FTD_HA

active_ip:

192.168.1.1

standby_ip:
192.168.1.2
' key:

ci sco



mask24: '

255. 255.255. 0

S B 6. B ZEIE R /homelcisco/fme_ansible , B AAREIFTD HANFMER, ARG | BHRFMESR Afme-create-ftd-ha-
playbook.yaml .

<#root>
cisco@inserthostname-here:~$

cd / honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fc-create-ftd-ha-pl aybook. yan

fmc-create-ftd-ha-vars.yml inventory.ini

BULERE AR IR ECUAER | 668 AERS| BE RS .

<#root>
--- - name; FMC Create FTD HA hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configuration: operation:
user. domai n

}}" register_as: domain - name: Task02 - Get FTD1 cisco.fmcansible.fmc_configuration: operation: getAl
devi ce_nane. ftdl

}}" register_as: ftdl_list - name: Task03 - Get FTD2 cisco.fmcansible.fmc_configuration: operation: ge
devi ce_nane. ftd2

}}" register_as: ftd2_list - name: Task04 - Get Physical Interfaces cisco.fmcansible.fmc_configuration
ftd _ha. nane

11" type: "DeviceHAPair" ftdHABootstrap: { 'isEncryptionEnabled': false, 'encKeyGenerationScheme': 'CU
ftd_ha. key

11", 'useSamelLinkForFailovers': true, 'TanFailover': { 'useIPv6Address': false, 'subnetMask': "{{
ftd _ha. mask24

11", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type': 'PhysicalInterface'
ftd_ha. standby_i p

11", '"logicalName': 'LAN-INTERFACE', 'activeIP': "{{



ftd_ha.active_ip
31" 3}, 'statefulFailover': { 'useIPvb6Address': false, 'subnetMask': "{{
ftd_ha. mask24
11", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type': 'PhysicalInterface'
ftd_ha. standby_ip
}}", 'logicalName': 'STATEFUL-INTERFACE', 'activeIP': "{{
ftd_ha.active_ip

11" } } path_params: domainUUID: "{{ domain[0].uuid }}" - name: Task06 - Wait for FTD HA Ready ansible

AR ATROIRBANERSEAFEEE. ELEBNHRESREEEHERT.



S B 7. BREIER K/home/ciscolfme_ansible , BTy ansible-playbook -i <inventory name>.ini <playbook_name>.yaml -
e@"<playbook_vars>.yml" A& HansiblefE 3§

EARRPIG | Zi$ Ransible-playbook -i inventory.ini fme-create-ftd-ha-playbook.yaml -e@"fme-create-ftd-ha-varsyml”s

<#root>
cisco@inserthostname-here:~$
cd /hone/ci scol/ fnt_ansi bl e/
ccisco@inserthostname-here:~/fmc_ansible$
I's
fmc-create-ftd-ha-playbook.yaml fmc-create-ftd-ha-vars.yml inventory.ini cisco@inserthostname-here:~/fi
ansi bl e- pl aybook -i inventory.ini fnc-create-ftd-ha-playbook.yam -e@fnc-create-ftd-ha-vars.ym"

PLAY [FMC Create FTD HA] R R R R R o R R R R R R R R o R R R R R e A K A Lk S S R ok R T AR R LR Rk LR R

S8 8. i 5 E ¥ ¥ /home/cisco/fme_ansible , B AR EHFTD HAG APt N BB R, EARHH | BB R Efme-create-fid-
ha-standby-ip-vars.yml,

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fnc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
fnc-create-ftd-ha-standby-ip-vars.yn

fmc-create-ftd-ha-vars.yml inventory.ini

SR ARIWRE ESUEER | IR RS BE RS .

<#root>
user: domain: 'Global’ ftd_data: outside_name: '

Qut si de

inside_name:



| nsi de

' outside_ip: '10.1.1.1" inside_ip: '10.1.2.1" mask24: '255.255.255.0"' ftd_ha: name: '

FTD_HA

outside_standby:

10.1.1.2

inside_standby:

10.1.2.2

SR 9. BB B3k /homelciscolfme_ansible , B AREHFTD HARA Pt B FMER, EARHG | FMESR Bfme-create
ftd-ha-standby-ip-playbook.yaml .

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
f nt- create-ftd-ha-standby-ip-pl aybook. yan

fmc-create-ftd-ha-standby-ip-vars.yml fmc-create-ftd-ha-vars.yml inventory.ini

BALERE AR IR ECUAER | 68 A%ERS|I BERRE S .

<#root>
--- - name; FMC Update FTD HA Interface Standby P hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_con
user. domai n

}}" register_as: domain - name: Task02 - Get FTD HA Object cisco.fmcansible.fmc_configuration: operati
ftd_dat a. out si de_nane

}}" register_as: outside_interface - name: Task04 - Get Inside Interface cisco.fmcansible.fmc_configur
ftd_data.inside_nane

}}" register_as: inside_interface - name: Task05 - Configure Standby IP-Outside cisco.fmcansible.fmc_c
ftd_ha. out si de_st andby

}}"} monitorForFailures: true path_params: objectId: "{{ outside_interface[0].id }}" containerUUID: "{

ftd_ha.inside_standby



}3}"} monitorForFailures: true path_params: objectId: "{{ inside_interface[0].id }}" containerUUID: "{{

AR AR TNERESBRAEEY, ELERNHRESRETBHERT,

S ER 10. B & R 3 /homelcisco/fme_ansible , 1T S ansible-playbook -i <inventory_name>.ini <playbook_name>.yaml -
e@" <playbook_vars>.yml" A1 i ansiblefF 7%

EARRPIH | EirH Ransible-playbook -i inventory.ini fme-create-ftd-ha-standby-ip-playbook.yaml -e@" fmc-create-ftd-ha-standoy-ip-

varsyml”,



<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml

fnc-create-ftd-ha-standby-i p-pl aybook. yam

fnc-create-ftd-ha-standby-ip-vars. yni

fmc-create-ftd-ha-vars.yml

inventory.ini

cisco@inserthostname-here:~/fmc_ansible$
ansi bl e- pl aybook -i inventory.ini fnc-create-ftd-ha-standby-ip-playbook.yam -e@fnt-create-ftd-ha-stanc

PLAY [FMC Update FTD HA Inter-face Standby IP] R R S R R A o A kR T kAR T o A o R Rk kR Tk Sk o S S R R S S o S L R o kR R R T

i

EiBfTansiblefE# 2 8l , 32 AFMC GUIl, BE ZDevices> Device Management, M{EAFTDEEFMCER NG , BEREFEEE
EAa,

irewall M m C r :
Firewa an_?ge ent Cente Cverview Analysis Policies Devices Objects Integration Deploy Q,

View By: Group v
All (2) ® Error (0) ® Warning (0} Offline (0) Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2)
Name Model Version Chassis Licenses Access Contro

~ Ungrouped (2)

FIDA G I FTDv for KM 7.4.1 NJA Essentials MPACH
FTDB Snort 3 | ETDv for KVM 7.4.1 N/A Essentials TEMPACF

#ITAnsbleT/EZ Bl

B {TansiblefE#5% , EAFMC GUI, EEZ Devices> Device Management, FTD HAB R INE I,



"+, Firewall Management Center
i Devices [ Device Management

View By: Group v

All (2) ® Error (0) ® Warning (0)

Collapse All

MName

~ Ungrouped (1)

FTD_HA
High Availability

Overview Analysis

Offline (0) ® Normal (2)

Model

(" -, FTDA(Primary, Active) Snort 3
10.0.5.12 - Routed

A\, 10.0.5.13 - Routed

FTDB(Secondary, Standby) Snort 3

FTDv for KVM

FTDv for KVM

RIhHITAnsibleTE2 %

Palicies

Devices Objects Integration

Deploy @

Deployment Pending (0) @ Upgrade (0) ® Snort 3 (2)

Version

7.4.1

7.4

#®—"TEdit of FTD HA , #E{1#IPitut F N EE APt ERIIEE,

Firewall Management Center
Javices | High Avaiability

FTD_HA
Cisco Firepower Threat Defense for KVM

Summary  High Availability ~ Device  Routing

| High Availability Link |

Interface

Logical Name
Primary IP

Secondary IP
Subnet Mask

IPsec Encryption

Monitored Interfaces

Interface Name Active IPvd Standby IPvd

managemeant

Inside 10.1.21 10.1.2.2

Qutside 10.1.1a 10.1.1.2
FTD& o A £ 8R4

Crverview

Interfaces Inline Sets DHGP

Analysis Policies Devices Objects

Chassis Licenses
N/A Essentials
N/A Essentials
Integration Deploy [« - | @

VTEP
[ state Link |

GigabitEthemat0f7 Interface

LAN-INTERFACE Logical Name
192.188.1.1 Primary IP

192.168.1.2 Secondary IP
255.255.255.0 Subnet Mask

Disabled Statistics

Active IPvG - Standby IPvE

RERAENEATRAREABETREHSR,

Active Link-Local IPvE Standby Link-Local IPwG

EERRESHWansbleBHF MM , BRI ERA-vwH{TansibleB & F .

Access Conti

TEMPACP

TEMPACP

admin v | 34 SECURE

GigabhEthermaet0/7

LAN-INTERFACE

192.168.11

192.168.1.2

255.255.255.0

Monitoring
-] e
-] g
-] #



<#root>
cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-create-ftd-ha-standby-ip-playbook.yaml -e@"fmc-create-ftd-ha-standby-

-VVvVv
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https://github.com/CiscoDevNet/FMCAnsible/tree/main
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