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ZHI D1 BRI resctoutbound BRE | BF B EIRRENHRBIES.

BRERT , AT EESBARBr esetoutbound, FELRFIDHH , REAFEFHIFARI[AELNRA,

1. Client send TCP SYN SYN 2. Firewall does not
to 10.10.20.250/17111 # allow this packet. It
| through Firewall _drops L5

[ 3. Firewall send RST
RST packet to client

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

LA R B At PP R E Y R

# show capture

capture cap_I type raw-data trace trace-count 50 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture cap_0 type raw-data trace trace-count 50 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture asp type asp-drop all [Capturing - O bytes]

match tcp host 192.168.191.250 host 10.10.20.250

RRERT , REEEHMERBAMRE, it , FRshow runservice B EARBREMNAR , AIEREZGHEMA -



# show run service ...

1. BEEImEB AABSTCP SYNEE B AREF10.10.20.250/17111, WWHE K HIHmR1 -

# show capture cap_I
1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

2. AR RBEAFFIRENACL , ZEPHAXBEERacl-dop RRERILER T, It E7E asp-dropHFEN + #HE.

# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1 0x0800 Length: 74
192.168.191.250.46118 > 10.10.20.250.17111: S [tcp sum ok] 3490277958:3490277958(0) win 29200 <mss 1380
(DF) (tt1 49, id 60335)

<output removed>

Subtype: Tog

Result: DROP

Config:

access-group allow_all global

access-1ist allow_all extended deny 1ip any any
Additional Information:

<output removed>

Result:

input-interface: INSIDE

input-status: up

input-line-status: up

output-interface: OUTSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule, Drop-Tlocation: frame 0x0000561961c8333f flow



I BABEEE—ERSTHE , AP SERRIRIPAULK MARERIPAL, HEEFHH SRR

# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms
timestamp 2096884214 0,nop,wscale 7>

2: 19:48:55.512806 10.10.20.250.17111 > 192.168.191.250.46118: R 0:0(0) ack 3490277959 win 29200

=619 H#2 : BR#Fresetoutbound R - EE REEMRIZHFERIERE -

ERGloM2h , REAFEFHIMAKSIERRORA , 3 B 245/ RHresetoutbound,

show run service

1. Client send TCP SYN SYN 2. Firewall does not
to 10.10.20.250/17111 # allow this packet. It
through Firewall . drops it.

3, Firewall drops the
SYN packet silently

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

S B R BR#r esetoutbound BE A,

# show run service
no service resetoutbound



1. EEWREB AESTCP TCPEX ZIEARES10.10.20.250/17111, LLREER R HTIRIE1

# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200
<mss 1380, sackOK, timestamp 2096884214 0,nop,wscale 7>

2. HRBREAFURENACL , R XBEREHREZ I E R Dacl-drop. LLETHEENE asp-drop capture.

# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1 0x0800 Length: 74 192.168.191.250.46118 > 10.10.20.250

3. asp-drop capture BERSYNERE , BB EBAINEEcap_| capture P EIEXEIRSTE R :

# show cap cap_I
1: 23:58:32.850755 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

# show cap asp
1: 23:58:32.850999 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

KOIHH3 . REEBHILEH ( 7858 ) BR#resetinbound disabled ( 85X )

FERERT , AN E A BR#resetoutbound , 45 A BR#resetinbound,



2. Firewall does not NON-SYN packet 1. Server sends a TCP packet to
have a built connection | _ P 192.168.191.250/17111

for this flow. 5 through Firewall.

3. Firewall drops the
non-SYN packet silently

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

1. A RS E BB A B T P iR EETCPE R (SYN/ACK), B AR A B I TR E A ER

# show capture cap_0O

1: 00:22:35.111993 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795

2. BERTESMB AR EXDMMRES. BMAtcp-not-synRE |, LkSYN/ACKE R EHBERERE, © 7 asp-drop captureFR i,

# show capture cap_0O packet-number 1 trace detail

1: 00:22:35.111993 a2c7.1e00.003e 0050.56b3.1lef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (tt1 255, id 62104)

<output removed>

Result:

input-interface: OUTSIDE

input-status: up

input-line-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/
</pre

# show capture asp



1: 00:22:35.112176 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795

EOI7 4 - REEEHISER (785 ) BR#resetinboundfzA.

FERERT , AT EEEEHREresctoutbound , It BB €& BE & & 515 B BR#r esetinbound.

show run service

: 1. Server sends a TCP packet to :

'.2. Firewall does not NON-SYN
- acket : ;
have a built connection = P | 192.168.191.250/17111
for this flow. through Firewall.

3. Firewall drops the

non-SYN packet and send RST packet
a RST packet to server. |

v

INSIDE

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

5 Y B Rservice resetoutbound 22 ( F85% ) |, serviceresetinbound BlBEL B v 1= Ao

# show run service
service resetinbound

1. A RS E BB XM @ B i EIE TCPERHE(SYN/ACK),

# show cap cap_0O

1: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795

2. B NERARMREYKERIL ERE . asp-drop capturesBERER S :



# show capture cap_O packet-number 1 trace detail

1: 00:32:26.434395 a2c7.1e00.003e 0050.56b3.1ef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (tt1 255, id 62104)

<output removed>

Result:

input-interface: OUTSIDE

input-status: up

input-line-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/

3. R BR#Eresetinbound , B Itk B A 4 A & 5 i B IR | Pt ik 5] 7] AR B3 A RSTE BHo

# show capture cap_0O
1: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795
2: 00:32:26.434608 192.168.191.250.46118 > 10.10.20.250.17111: R 3490277959:3490277959(0) ack 347502458
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