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EXRREBET R OO | BESR5/8 "Fault ID 11: Realtime network and file
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- ERFEBFEREBAFT Ivar/log/messages BHUUTRAZR :

init: cisco-amp pre-start: AMP kernel modules are not required on this kernel version '5.3.18-24.96-default’; skipping reinstalling
kernel modules
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# lopt/cisco/amp/bin/ampcli # status [logger] Set minimum reported log level to notice Trying to connect... Connected. Status:
Connected Mode: Degraded Scan: Ready for scan Last Scan: 2022-08-03 06:31:42 PM Policy: iscarden - Linux (#22192)
Command-line: Enabled Orbital: Disabled Faults: 1 Critical Fault IDs: 11 ID 11 - Critical: Realtime network and file
monitoring is unavailable. Install the kernel-devel package for the currently running kernel, then, restart the Connector.
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O v 2 localhost in group Server protect - iscarden Definitions Outdated
Hostname localhost Group Server protect - iscarden
Operating System sles 15.0 Palicy iscarden - Linux
Connector Version 1.19.0.846 Internal IP |z
Install Date 2022-08-03 17:46:49 CDT External IP E]
Connector GUID d -e863- -a032- da9b17bb Last Seen 2022-08-03 18:21:12 CDT
Definition Version ClamAV Linux-Only (min.cvd: 988) Definitions Last Updated 2022-08-03 17:47:49 CDT
Update Server clam-defs.amp.cisco.com

Fault ¥ Required kernel-devel package is missing Reguires endpoint user intervention Critical Fault

The kernel-devel package is required by the 'Monitor File Copies and Moves' and 'Enable Device Flow Correlation' features in the
policy. To clear this fault, install the kermel-devel package (linux-headers package on Ubuntu) for the currently running kernel and
restart the Connector, or disable these features in the policy.

2022-08-03 17:46:00 CDT

SE2EAUTRTREERZD



$ uname -r 5.3.18-150200.24.115-default
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# zypper se -s kernel-default-devel | grep $(uname -r | sed "s/-default//") # zypper se -s kernel-devel | grep $(uname -r | sed "s/-
default//")
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isaac@localhost:~> zypper se -s kernel-default-devel | grep S{uname -r | sed "s/-default//")
i+ | kernel-default-devel | package | 5.3.18-24.96.1 x86_64 | SLE-Module-Basesysteml5-SP2-Updates
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# sudo zypper install --oldpackage kernel-default-devel=$(uname -r | sed 's/-default//') # sudo zypper install --oldpackage kernel-
devel=$(uname -r | sed 's/-default//")
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# sudo systemctl stop cisco-amp # sudo systemctl start cisco-amp
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# lopt/cisco/amp/bin/ampcli # status Trying to connect... Connected. ampcli> status Status: Connected Mode: Normal Scan: Ready
for scan Last Scan: 2022-08-05 01:29:47 PM Policy: iscarden - Linux (#22201) Command-line: Enabled Orbital: Disabled Faults:
None ampcli > quit
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# zypper se -s kernel-default-devel | grep $(uname -r | sed "s/-default//") # zypper se -s kernel-devel | grep $(uname -r | sed "s/-
default//")
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isaac@localhost:~> zypper se -s kernel-default-devel | grep $(uname -r | sed 's/
-default//') § zypper se -s kernel-devel | grep S(uname -r | sed 's/-default//')
isaac@localhost:~>
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isaac@localhost:~> zypper se -s kernel-default-devel | grep $(uname -r | sed "s/-default//")

i+ | kernel-default-devel | package | 5.3.18-24.96.1 | x86_64 | SLE-Module-Basesysteml5-SP2-Updates
isaac@localhost:~» zypper se -s kernel-devel | grep S{uname -r | sed "s/-default//")
i | kernel-devel | package | 5.3.18-24.96.1 | noarch | SLE-Module-Basesysteml5-SP2-Updates

isaacRlocalhost:~>
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https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215163-amp-for-endpoints-linux-connector-os-com.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215549-linux-kernel-devel-fault.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/217207-building-cisco-secure-endpoint-linux-con.html
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