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https://github.com/CiscoSecurity/amp-04-find-duplicate-guids
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(167656, +0 ms) Dec 14 11:37:17 [1308]: Util::VerifyOsVersion: ret O

(167656, +0 ms) Dec 14 11:37:17 [1308]: ERROR: ETWEnableConfiguration::IsETWEnabled: ETW not initialize
(167656, +0 ms) Dec 14 11:37:17 [1308]: UiPublisher::PublishPolicyInfo: Name -UTMB-WinServer-Protect Se
(167656, +0 ms) Dec 14 11:37:17 [1308]: UiPublisher::PublishLastPolicyUpdateTime: Publish Last Policy U
(167656, +0 ms) Dec 14 11:37:17 [1308]: UiPublisher::PublishAgentVersion: Agent Version 7.5.7.21234
(167656, +0 ms) Dec 14 11:37:17 [1308]: HeartBeat::PolicyNotifyCallback: EXIT

(167656, +0 ms) Dec 14 11:37:17 [1308]: AmpkitRegistrationHandler::PolicyCallback: EXIT (0)

(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitRegistrationHandler::UpdateConfiguration: Enter

(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitRegistrationHandler::UpdateConfiguration: Aborting - not
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitRegistrationHandler::ConnectionStateChanged: Starting Pro
(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendPolicyReloaded sending policy reloaded to UI. ui.da
(173125, +0 ms) Dec 14 11:37:22 [4704]: PipeSend: sending message to user interface: 28, id: 0

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus: notifying UI: No Product

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus: notifying UI: No Product

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus: notifying UI: No Product

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus : enginel (0, 0), engine2 (0, 0)

(173125, +0 ms) Dec 14 11:37:22 [4704]: PipeSend: sending message to user interface: 1, 1id: 0

(173125, +0 ms) Dec 14 11:37:22 [4704]: UiStatusHandler::ConnectionStateChangedState: 0

(173125, +0 ms) Dec 14 11:37:22 [4704]: UiPublisher::PublishConnectionStatus: State 0

(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpApiServer.cpp:AmpApiServer: :PublishScanAvailable:223: Cloud
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitProxyHelper::LoadProxyFromConfig: Enter

(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitProxyHelper::LoadProxyFromConfig proxy server is NULL
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitProxyHelper::LoadProxyFromConfig: Direct connection detec
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitProxyHelper::LoadProxyFromConfig: Exit(l)

(173125, +0 ms) Dec 14 11:37:22 [4704]: UiAgentGuidUpdater::ConnectionStateChanged

(173125, +0 ms) Dec 14 11:37:22 [4704]: UiAgentGuidUpdater::RefreshAgentGuidUi: Agent GUID: ela756e2-65
(173125, +0 ms) Dec 14 11:37:22 [4704]: UiPublisher::PublishAgentGuid: Agent GUID did not change (ela75
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitSubscriptionThread: :NotificationWorker: Waiting on queue
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MR BEMBEESSGUID , EEFEMa SRERFIFHNWEAIZGUID, B2 , HRID
SYNC , A8 HEGUIDFIDATEETID SYNCEBE, EFMERM 'EH. THMNAR,

MRBHRIEE , AINABBRBEIETEE. EFEERZIHENKRIRBEFAE/RE |, R
RHEL, REGE IR EAENERRK
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BLiEsnapvoliE R

MRE&App Volumes AARVDIERERE , BEE Y snapvol.cigfil EETELHE

i5 L HEBRIE X E B HEFIsnapvol.cfgig R 4.
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C:\Program Files\Cisco\AMP

C:\ProgramData\Cisco

C:\Windows\System32\drivers

+ C:\Windows\System32\drivers\ImmunetNetworkMonitor.sys
C:\Windows\System32\drivers\immunetprotect.sys
C:\Windows\System32\drivers\immunetselfprotect.sys

+ C:\Windows\System32\drivers\ImmunetUtilDriver.sys
C:\Windows\System32\drivers\trufos.sys

EERAEE

 HKEY_LOCAL_MACHINE\SOFTWARE\Immunet Protect

+ HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\lmmunet{®
=

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\CiscoAMP

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPCEFWDriver

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPELAMDriver

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPHeurDriver

+ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoOrbital

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoSAM

+ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoSCMS

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\ImmunetProtectDriver

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\ImmunetSelfProtectDriver

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Trufos
Ex6AREEL | FEUTRAZR :

« HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Immunet{x &

+ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninsta
Sz

AsZ

2EEH



* https://docs.vmware.com/en/VVMware-App-Volumes/index.html
» https://docs.vmware.com/en/VVMware-App-Volumes/2103/app-volumes-admin-quide/GUID-
0B588F2C-4054-4C5B-B491-F55BDA33A028.html

P95 SR B AR &
UTREZEKRFRMF BRSO KBNS AERN —LREER
1HEAEZBAS D KEERENEAERNRE/ME , ABLREE.

2MRFEERARFFEHLER "REREERBBIE, BFE. BEEELARASHKES
, BREERMNVDIE K,

BSERTERMAMBRTE LMWTERE/XRK LRAASHKEY , FRECHA "HEHEBFIERMK, (Across
Organization as as settings scope) i & 3 K &%,

EEE
BRUATSRHEZER SO KEMEN TR IRBIERS
SR 1A EN E O KEMRERARNKE :

- EREKREMFF , EMEIEE>EKK,

- EREERASOBEMNMERE , AR E—THE.
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https://docs.vmware.com/en/VMware-App-Volumes/index.html
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Edit Policy

Modas and Enginas

Exclusions

T mxch 214

Proxy

Dutbreak Control

Product Updates

Advanced Sattings
Adrminkstratiee Features
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File and Process Scan
Cacha

Endpaolrt Isolation
Orbital

Engines
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Idantity Persistence
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Secure Endpoint
Premier

Outbrea

Edit Policy

YDI-Protect

Modes and Engines

Excluslons
1 exclusion sat

Proxy

Outbreak Control

Product Updates

Advanced Settings
Administrative Features
Client User Interface
Flle and Process Scan
Cache

Endpoint Isolation

Scheduled Scans
Identity Persistence

By Host name acn

35 Organization




Edit Policy

Modes and Engines
Exc:
Praxy

Owtbreak Controld

Product Updates
Advanced Settings
Administrative Features
Client User Interface
File and Process Scan
Cache
Endpoint Isolation
Orbital
Engines
TETRA
MNebwork
Scheduled Scans
Idantity Persistence
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« BEE  EERBRA, EEAERT , BiESUUIDSTEENBESTERL, SNtE
MEERFTHERE R,

« BEEBKAMACHIL : HNWREFNZEESHETHRMACH U R FBE o8 , UER
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HEORIREAFFTENEBTINAMERE 2B, NRBERTENITRE , AIBHER T
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MBS EREMEMES . LERESBRAMAREICHE , ERE RPN S0 KEMEREN
il MRUABMHWELZREFLZERRE , BERUTUEFTERBIURRUBTNRZE, THRESE
FQDN , Hit , MRBEREREEERE B (WECREEK ) B , IERLEEER,

- BRERIMS  TNRRFNLZELEAEAHEERBNRIBERRCHE , SUER IR
BLERNEHRNEMEL, KREERBEANBENRMEABAIGCE, MRBESRUANIRE



HENERREF | BUAEEMREPRERTEMRE , AITUEVEEE, IHEIE
FQDN , Atk , iNREERKEERRCE (MELRER ) BH , L UEEREER,

N oas MBREMFEAEHKEY  ENESLBERSIRBERAZREIHRE, —SEKE—ExE
L BRI UEZEMACHHE | I B2 EEMEES R B ZMACHE,

HBR 2 THEZ 2 IRMBERR,

« EE FManagement > Download Connector,
- ATB1PIRENRIEER,
« #&—T "Windows Connectors 9 "Download, , 81~ EFfTR.

Secure Endpoint
Premier

Dashboard Analysis ~  Qutbreak Control -

Download Connector

Group

28 Windows

| |

| Connector Version: 1.16.1.851
O Package Format: DMG

Mo computers require updates

Connector Version: 7.4.5.20701

= [
Distribution | RHEL/CentO5 6 Connector Version: 2.2.0.14

Connector Viersion: 1.16.1.783

HER 3.8 BifE 2R A0 F B ik o

- BE BUUEATHNBRERERE LFDHRELLRE (LRBATSHKEN) .
- BA U NERASEXRDBUER (FB2RER)

N opE . sEEgETERFNRERR, EE—E-57 VB ( ANRFIEATE ) (g | B
hESRUANRERR., EEASAEN FRENREE TLUSHESREMELR -
REAEMEEEETFAEE, REERSS — EREREREBRENpolicy xmiEE,

EEBBAE

BIARVDIRERENZESMREGE  FEBAHERIUE (VMware, Citrix, AWS, Azure ) HEY
REBRIER.



ffltn , VMware Golden Image Process: https://docs.vmware.com/en/VMware-
Horizon/2106/virtual-desktops/GUID-D9C46AEF-1C41-4711-BF9E-84362EBEGABF.html,

EEHM"E%E%EIJ TVMware , AWSERREERKRBEERBBERECNZSXENBE=E ( FE
mER )  ERENRERGREMARLEERE  RALKRE ( FERMES ) REDE&KK/ER
R EHE %ESZEEF‘% ( FEHHS ) CRAESREEIREIIMIZ2RRE, EGPHREBRRE
jtglﬁﬁ:ﬁ%go

ETREZERBEHBEREENEE MERERRERNZLRENEMTHAETNEE, ATHIE
HEBELEE  RAEETEE-EERTERN —LEY , ELERRRERELRE,

ELE R EEERERG IR E 2 BIEGolden Image VM EE Y F X

1. RELZSIRIEF | BIKTEGolden Image L A GoldenimagetZ&k.

2.EEGolden Image Setup Script#lGolden Image Startup ScriptEB % L)\Egﬁ]féﬁﬁllé (F
VM) LESAEIHERTSEDRMRRRENIESE. ﬁgﬁnﬁfﬂﬁaﬂ EZ B VMware
Horizon#E & B BB 5o

TERFREBERR

FERAZERNK , ARESBENEZEFR/goldenimage 1,

%@, CREBAHEBESREERIR ERENEEMR ; Bt , ERROT —ERSBE , BERERE
7 B4R © R RIS EC B AP E R Y T REAR R

ERHEMERNER , B FER . B2EA,
FARERENR , ARESBGNFTEF R/goldenimage [1]0]

0 — FEERE — ZET 2 golden imageiBIE , W B HET HRBELZREENREAERERNIE
TER K, RERTEBY BB &SI MARE.

C:\> CiscoInstaller_goldenimage.exe /R /S /goldenimage 0 [other options..]

1 —RRATTRE, ERESF—EMEANAREREE  WEE-—TAHNAZE. BRBYmBESRE
AE R RED

C:\> CiscoInstaller_goldenimage.exe /R /S /goldenimage 1 [other flags here..]

EEMREBEVISER

REEREREBELTREES , LE®Golden Image,


https://docs.vmware.com/en/VMware-Horizon/2106/virtual-desktops/GUID-D9C46AEF-1C41-4711-BF9E-84362EBE6ABF.html
https://docs.vmware.com/en/VMware-Horizon/2106/virtual-desktops/GUID-D9C46AEF-1C41-4711-BF9E-84362EBE6ABF.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html

1. RIBENEREHBWindowsiRE ; TEBRWindowsBi i 2 /AN FrEFrEHENEE.,
2. ZHBR LT RIS,

£ A/goldenimage 1EF MR EHENIETEREEREIE,

C:\> CiscolInstaller_goldenimage.exe /R /S /goldenimage 1

SERESEBERE (UWREE) , TR
45T T8
5 REENELSTR

FER¥ T Golden Image EARE. FAHE T Rk H L% T #H/goldenimagelaghySecure Endpoint#

, RO ERIFREN S E, REIRREBE K ReRHEEMBATMRIE, BEBESETITEY
TE-—SHWRE , RFELEHRBRIATIHRETEN. IRETSEMETHAEMBRET TER , B4
BAENRBZBERE., ZEFHLEBESEERER LREMNEMM. ERENT —@EKIE , BEsS
1 BRI 2 H 55 B B9 SR B P B I B9 T REAR RS,

N 3 mREETURRBVMZ S ESecure EndpointCloudztf} T Golden Image , BIZE&#E
Golden Image VM LML R W BHRERLKRER , ARBXRERVM |, U EEMRNE
EHESREE, ERTERLBRLEBEPE AR KRERNEMEHEER,

EHEEER

EFEENSEERUREREMVBGESRER , AWERE,
HEBRRE

1. BERRL KGR

2. REEHEN/ AR

3. FATENRER TSR REECRENTRBESR

4. MRRBHBRE | THTIERRBBEERR,

5. REF Ro

6. ElEE Rl , FREETREBREMIPIFUB LAFTENERTH,

RAWIT

1. R EMZHELE S Internet SARS LE B &S 25 51

2. = LB BR RS

 REEH,

EHTERR , RERE

CEERILBERSREM  UBIEHEREENIHE, EEMBRERN , 2R LECERIIEETEM
o WA BEILWBESRE —BEREEXNRE , BEETREFRB AL , EAFREIMAM—
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https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/217557-cisco-secure-endpoint-guide-to-identity.html#anc18

E: 8
6. ElEE R nl , FREETREREMIPIFUB EFITENEREH,

TEIRNAB

R BREABLE , EERBHFREURZESLIRERE  YEEPRERRS O KEERE
LB RRE R,

=1 ]

Golden Imageik €8T 5

E—EETH 'RE, EREZHEEERE LT, REFRHT R HXEBNERRYIRK
BE , AAFUTESTREREERES LIERET, EEEEDE !

- BERNRERHERERBDERAFHOBRSE BEE.

- BYERBBBRUSSHTEHTUTESE (BE ) WitEE%.

- B €A "AMP_GOLD_HOST, WRKRIREH , LAFEFGolden Image EHE ., MEIIES
EREARTSREERMEELEAMEETN

REETHRAE

rem Turn AMP to manual start
sc config CiscoAMP start=demand

rem Add host name to a system variable that we can check on startup
setx -m AMP_GOLD_HOST %COMPUTERNAME%

rem Add the startup script to the startup scripts
rem /rp password when there is a password
schtasks /create /tn "Startamp" /tr "C:\Users\XXXXXX\Desktop\VMwWareHorizonAMPStartup.bat" /sc onstart /

ZEETRABIEEHE
21T REEEREHERBNRBERNERSFH,
58517 : RIZE A "AMP_GOLD_HOST, HYFTIREEH , YR EREMN TREREFEZEED,

91T : RIEE A "Startampy WEFTEEH , ZIEBERGRBHEUGSFIRETEEN ™
Startup.y BT , BEZR.

Golden Image R B IE 15
BB 5 S HEER A

FEESE BB EREEREMENESERERB LET. EXZEANEREENSKRESTE
& "Golden Image) HEHSE :



- MRENEREESER , AITHTEMRE , ETBER. ARRPHEBEHEETE , T2K
U ERRR B SEEET
- MREFERTR "Goldeny B& , AIEEEFE —EIESHAIMHNENR :
- BENZLRERERBREERAEE,
- FERB AR Z 2R RE,
. IETEMIER "TAMP_GOLD _HOST. RiE£H,
- MIBRBMITRABIESHENGTEEHE , YRBRESHERE,

BB SRR

echo "Current hostname: %COMPUTERNAME% vs %AMP_GOLD_HOST%"

if "%COMPUTERNAME%" == "%AMP_GOLD_HOST%" ( goto same ) else ( goto notsame )
:same

rem Do nothing as we are still the golden image name

goto exit

:notsame

rem Turn AMP to autostart
sc config CiscoAMP start=auto

rem Turn on AMP
sc start CiscoAMP

rem Remove environment variable
REG delete "HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment" /F /V AMP_GOLD_HOST
schtasks /delete /tn Startamp

goto exit
rexit

F29T  BERMETHZEFBEEN "TAMP_GOLD HOST, EETHE : mETMAER , BlIESBHE
THE . B8 , SHE "notsame, EH.

£4-617 : BERE "HEL BERE , ETBTERITEARE , RACNRESER , YHEEEAN T
jEII:HJ Eﬁo

#8167 : MBEEF Tnotsame.s B , R BISHTHUTRIE -

- BEEREMERBEVBBENELS BB,
- RBEBEEEHERE.

- fHER "TAMP_GOLD_HOST, RIEE#,

- MERE % Startamps WEFTEEH

N B BEE  TACKERFEATRENESHESE.

N EE WA AT S S SR TR IS th B Cisco AMPIRTS. BB FREEE



N GoldenB BRI EAMBIEHIE | TRRENRSKIBIENE 2B ERME b o FREEET

o

AWS Workspaceii e

RS RVEREZHESERELHITH "Setupy BB ERRRBPBESEAREER
Haz £EITHY "Startup, TR, ELETHNIZERERRREREERY , AKBLFHTHE
o EMEESHAMERERERMRREPREBENLLKRIRRE, Eif ERHEEGoldenR K £
ARBESER , EUAERENZERGBEREMA R ERMEES L OUEREEET

B EITEAWS Workspace L EEGolden ImageFi BWIE BRI , 52 B Golden Imageik EIE T
R IEFGolden Image BN 5 SR IEE 2

PTREETHRE  BATUREBEEEEXRECSKIEE.
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HREfIEgolden image EETILRIE , RLFAAFMAIRHSERLEE , Y ERBRATHREE
TR,

VMware HorizonEE R

& FlVMware Horizon , &4 5@@&&3@:‘7_?%&)’5%%%5—; YEBHorizon& KiBREH —E8 2
%mi%ﬁ%l%l_‘kbféﬁ%%%o g %Z&J’)\TFﬁé EFVMARERHRER (TMREIHRE/ER
HNetBiosE#H ) MAREKRIHRE, EGEHRLRHHEESHE , #MEBERETE. ATE
S HBE I REE |, ZIEH¥E EHorizon ProcessE’JT*E%"lE?;EtH T—ERABR , HPBIEEGolden
Image VM EEHEM MY IS5 , B VMware HorizonfE AR S & IE S IhAE

. https://docs.vmware.com/en/VMware-Horizon/2103/published-desktops-applications.pdf.
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