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« Cisco Secure Email Gateway (SEG) AsyncOS 15.5.1 R E SR
- BRE ?ﬁﬁ#@%ﬁ)’i‘ﬁp(SETD){ﬁﬂlﬁo
- BEMEMESR(TDC). NEMERNT < EARNEE, o

RXRHEARBESEERTREANEEFRY, XPEATNFERBRELEER (BR
) WIBREARRRE), MRCHBBENEDRE , BRRLBRETADPOBEYE, |

R
Cisco SEGHE#IBRSETDRS , SURBMBANRE,

- SEGHRRFEEHMA EEBHNTREE FE M,
. SEGhﬁi\Tﬂfiﬂ#%ﬁﬁIE@EJEEEAES#ME’JJEIEO
* SEG Per Policyi 2R AFF3RIEE | EIFH,. FARBAZUE NN EEREBFER I,
ﬁ%ﬁ?&ﬂ&i&ﬁt%ﬁ?&j’%%EIPEFﬁUIEEB#E’J FSETDIRF,
- BRETAR BB HAREZTEERBEEHHIE —@SETDIRF . LWRIIBANREE
HMHISETDRIR,



- A EEEESEGHEEIDMID)HE ZELRID DCID

. EETSEEEAMEE Tthe.tdc.queues WIE , LAKEEXSETDE 8 ET 858,
L ERI#R Tthe.tdc.queue. SEBIFTELES : cli>tophostsZSEG Reporting > Delivery

Status ( 3ECES) o

"the.tdc.queue. FRFAER B RHENRBEEBHESR(TDC).

N —

AxX ;&

SETD#I#RERE S RN LR "ER AU b,

1.2, T2 ETHHBEBERE,
2. Cisco SEG

1

& Yes, Secure Email Gateway is present.

& Clsco SEG

2

&) Usn Ciseo SEG dolault header

3. HEIE=EA,
4. EERE=ZERT R4,

Mo, Secure Email Gateway is not present.

Non-Cisco SEG

Liag Customn SEG hepdes
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Secure Emad Gakoway Message Sowrco

Select the message source

Micrasal 365 (&) Ganewy

Maciagn Dirgctian Midiags Dirgcticn

G InSoeming SG Ineaming
Infermal

£) Ouigeing

© @, ©

Saciure Emadl Gateway Pl eipin Savarcd Visilsility & Remediation

Select Microsoft 365 permission mode to remediate messages.

Microsoft 365 Authentication Mo Authentication

ReadWrite (Recommended) 4 = Visibility Only

Wisibility
5. mRIRABRER R "TFAEREWMU, .

® 9 @, @

Secure Email Gateway Massage Source Visibility & Remediation Massage Intake

Send message copies to Secure Email Threat Defense.

+ Configure your Securg Email Gateway to send messages to Secure Email Threat Defense for processing. For details, see the

Cloud Email Gateway documentation.

« Message Intake Address: b5986efe-374c 1847e1ab@beta.cmd.cisco.com Iy

6. MREBERERFEME "TASBRI, | BUREEEEE "BX, YRR,



3 Accaunt
Cisco Beta o

e Message Source

&4 Messages Meszsage Intake Address

3 Incom ng Canficpan i Secunt Email Gatewdy 1o Sand
il Insights > ntarna \ Aabr A )
&) Outgaing umentat
' Palicy 5]
3) Gateway Message Intake Address
s 5 BEOEG0Te-3740 1247 lad@batacm
o Administration > % Incoming :

BLCIE00.Com

IEfEiBEZISEG WebUlI , 78E i ElSecurity Services > Threat Defense Connector Settings.

Edit Threat Defense Connector Settings

Mode —Cluster: Hosted_Cluster Change Mode... e

b Centralized Managemsnt Options

Thraat Defense Connector Settings

Enable Threat Defense Connector

Message Intake | [phoagsefe-374c- 184715 @0eta.cmd. cisoo.com
Address: |7 e —

 Cancel [ Subrit
BinE "EHREK,
- EABHRE
- AERNRR-ERERE "THBEHEBESR, .
- REEFREXES "BFMAL

Mail Policies: Threat Defense Connector

Mode —Cluster: Hosted_Cluster Change Mode... ~

B Centralized Management Dptions

Threat Defense Connactor Sattings

Policy: DEFALLT

Emable Threat Defense Connectar Tar This @ Use Global Settings (b5986efe-374c

Policy: 184 Felab@beta. crmd. cisco.cam)

) Use custom Message Intake Address

) Mo

B E & H S WOt it AS 65 A B B SETD A IRIE T



Paliey: DERAVAT

Enable Threat Befense Connector for This Polloy: | 0 cion i Settings (bS686efe-374c-47 a5 -aade-bEASEE4Te 1 ab@beta omd. cisco.com)

() Ve custom Mestage [ntake Address

Meszage [ntake Addross: LT
I 1%elcdbb-0SHc-ded /- H0EDeta omd. Clsco.0om

Cra

N g EREESEELREBA SR LR EERGAREN S -RERET,
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Threat Defense Connector
(use default)

(use default)
[use default)

(use default)

Enabled



i)
ERAASRE  ETBBEASETDRMA,

SEG CLIfr &> tophosts# & B)MEERY .tdc.queues T B85,

(Machine esal.myesa.com)> tophosts

Status as of: Fri Feb 16 19:55:34 2824 C5T
Hosts marked with 'x' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. Out Recip. Bounced Bounced

5 the.tdc.queue 1 %] 184,163 8 a

%R HE AR
TDCERTHR -

- EEERIIFEERER , 2OHMEER

- BRERETFBHEERS , EAMENEEDREERXESER,

- BfFFERZARNENMTIPRERANERE , RROVERRSER.
- ERBREFHEITER.

- ERAZHASETIFEEAX (1208 ) & , RERTIIFBERAR

BE ERESRE AT

FEEES L] BT BHRE
SMTP 5xx#38 ( 503/55284% )  |& TiE A
SMTP 4xx$&38 ( @#%503/552) | 1
TLS#EER B FiEF
—IRMEER\IEAREEER. DNSIERE = 1

ERNEER RN TDCE B FERHI
EETDCHBIM BB 2_TDC : EEBFE XA ZH.

BAZ2H EENTDCEIE.

Fri Feb 16 21:19:22 2024 Info: TDC: MID 14501404 with Message-ID '<07afv777xxrellLg20Q@gostrt-sstp-0>"' e
Fri Feb 16 21:19:23 2024 Info: TDC: New SMTP DCID 4566150 interface 10.13.0.99 address 10.10.55.171 por
Fri Feb 16 21:19:23 2024 Info: DCID 4566150 TLS success protocol TLSv1l.2 cipher ECDHE-RSA-AES128-GCM-SH



Fri Feb 16 21:19:23 2024 Info: TDC: Delivery start DCID 4566150 MID 14501404
Fri Feb 16 21:19:24 2024 Info: TDC: MID 14501404 successfully delivered for scanning with Cisco Secure
Fri Feb 16 21:19:24 2024 Info: Message finished MID 14501404 done

E120WBREMER , AREBEEEENHEE , BORFIB R EIAER

Wed Nov 29 09:03:05 2023 Info: TDC: Connection Error: DCID 36 domain: the.tdc.queue IP: 10.10.0.3 port:

ZRBIHRTLSHRER T H IREIX R,

Fri Feb 14 04:10:14 2024 Info: TDC: MID 1450012 delivery failed to Cisco Secure Email Threat Defense:TL

It R B R B SRR B B9 M SETD H ie bRt 3t o

Wed Nov 29 09:07:16 2023 Info: TDC: MID 171 with Message-ID '<20231129090720.24911.11947@vm21bsd0050.cs
dress test@esa.example.com

Wed Nov 29 09:07:16 2023 Info: DNS Error esa.example.com MX - NXDomain

Wed Nov 29 09:07:16 2023 Info: TDC: Hard bounced - 5.1.2 - Bad destination host ('000', 'DNS Hard Error
Wed Nov 29 09:07:16 2023 Info:

TDC: MID 171 delivery failed to Cisco Secure Email Threat Defense: Hard Bounced.

Wed Nov 29 09:07:16 2023 Info: Bounced: DCID O MID 171 to RID O - Bounced by destination server with re
wmx) :

TERMFIRME, ERETR—1T , BB EIERISETD,
iE B AR RN TLSEHR M E RN EIESER,

2024F2A16H21:19:24 (GMT - [TDC : B IEEE#H 14501404 FA BRI Z L HHRBEHE
06:00) EITHE,

HEAEA

- EFHHLLRTEIER
- AR EEENERZ A BERE EH
- ETDERERERE



/content/m/en_us/products/security/email-security/setup-guide.html#~your-journey
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/series.html
/content/en/us/td/docs/security/email-threat-defense/user-guide/secure-email-threat-defense-user-guide/setup.html
/content/en/us/td/docs/security/email-threat-defense/user-guide/secure-email-threat-defense-user-guide/setup.html
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