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14 xZBIVFES . ARIDNZ 3
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155, REHEEE. ME\E. BREE. 84, 8%, ZRE. =MXEE. LFEd. BF
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E. RERE

IDNZEH KRN
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P IDN3g © & ,ﬁ'ﬁIDNiZEIDE%IDNiZRIDNiZiIDNiZEIDNi;EIDNiﬁ‘iIDNiE‘ZIDNiE‘ZIDNiE‘ZIDNiE‘I
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PB4 57 HIDN?

SMTP % H

E i Z|Network -> SMTP Routes -> Add Route -> Add the IDN domain -> Submit-> Commit

) Monitor Mail Policies Security Services Network System Administration

Add SMTP Route

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Receiving Domain: \7) [—JF'iﬁrTm

Destination Hosts: Priority .'?':. Dectination :'_?'. Fort Add Row
| | [0 10.1.1.1 25 W

(Hostname, IPv4 or IPv6 address.)

Outgoing SMTP Authentication: No outgoing SMTP authentication profiles are configured. See Network > SMTP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

DNS15



AP BT LA 18 S m BB DN S A AR 2% H AV IDN3E

E i FINetwork -> DNS -> Edit settings -> Add the IDN domain(7E "alternate DNS server
overrides; T)

ﬁ Monitaor Mail Policies Security Services Network System Administration
Edit DNS
Mode —Cluster: ESA_BETA_CLUSTER Change Mode... (2]

I Centralized Management Options

DNS Server Settings

DNS Servers: (@ Use these DNS Servers

Priority |2/ | Server IP Add Row
fo [10.0.201.2 o
[ [t0.0.201.12 w

Alternate DNS servers Overrides (Optional):

Domain(s) DNS Server IP Address Add Row

[Fmam [10.1.1.4 w

i.e., example.com, i.e., 10.0.0.3
exampiled.com

Alternate DNS servers Overrides (Optional):
Domain DNS Server FQDN DNS Server IP Address

i.e., example. com i.e., dns.example.com ie, 10.0.0.3

Interface for DNS Traffic: | aAute B

Wait Before Timing out Reverse DNS Lookups: Izu

-
BYEE

-3 IDNE R 22 3L/ Internet4R DNS 1A BR 88 f# 47 o

ZR#bIDN1E : FEAR#BDNSRIBRESH , £ A EIDNIZ E %M punycode & =X 50 8% 22 3 [BIFAE R [HI40 - xn
- 2scrj9c.xn - 2scrj9c. IR B A #h IDNIZ & B9 R AT .

EEER — RAT/HAT
RMA LA ELTZEFHAIDNZE :

- AU/ L {EEERE — >FTi8/4R 85 TE 5RIT AP AV IDNIZ
. HAT/RAT ->fEHAT/RAT F 7 18/4m 8 I DN
. fEFAIDNE A/E HHAT/RATE

E 5 IDNELE W A BB R (RAT) , 581 ZMail policies -> Recipient Access Table(RAT) , A&
& — T Add Recipient -> Add the IDN Domain -> Submit -> Commit



Recipient Access Table Overview

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... B

I Centralized Management Options

Overview for Listener: Items per page
All
Order | Recipient Address Default Action Delete
1 | humaaralab.com Accept
2 | doosralab.com Accept
All Other Recipients Reject
| Edit Order... || Export RAT... |

Ef E EBIDNEH EMET B RHAT) 4 AE |, FFE M EIMail policies -> HAT Overview -> Add
new Sender group -> Submit and add senders with IDN hostname -> Submit -> Commit

Sender Group: IDN_Support - Incoming

Success — Sender "FHA.¥H" was added.

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 8

b Centralized Management Options

Sender Group Ssttings

Name: | IDN_Support
Order: | 9
Comment: | IDN Support
Policy: | ACCEPTED
SBRS (Optional): | Not in use

External Threat Feed (Optienal): = None
For IP lookups only

DNS Lists (Optional): | None

Connecting Host DNS Verification: | None Included

<< Back to HAT Overview ] Edit Settings. .. I

Find Senders that Contain this Text: (7 | m

Sender List: Display All Items in List Items per page

Add Sender... ]

All

Comment Delete

idn sender

<<« Back to HAT Overview ]

BEE : TR AR R B RS AR AL HRIDNSEL



A MS LB R — B AR A

R EABHREREARREIDN , FEREZBHAER -> Add Policy -> Provide policy name-> Add
Users

BRI LUEEE R A/ AMEFEAIDNG , A AEREEEE — >BRX — >R



Incoming Mail Policies

Made —Clusber: E2A_BETA_CLUSTER

= Centrahzed Mansjement Dpbans

Fedlpwing Groders

Following Seaders aro Mot

Empd Address:
Sl et S

o

(6.0 UEeABename Com, Lel, BeraTele oo, L el o)

LD Grgau;

Cuiery:  LDAP.groug H

Greup: _Add @J Bemove |

Charge Mods. .

&y Pacipanl

ol eg Red peens

Sy P AT 2l

o

fo_g. wierflerrmple.com, waerll. Pevama's oo, B orample.com )

Clsto Seourity Asmareness nol cosfigured.

LDAP &5 tray
Guerys  LDAR group B

Growe: | Ags Grgup || Remgun

Following Recipients are Mot

Erunil Saddrees

e @ iAEnPeT AT, oo, e, Perampde ooen, B arampds, ooam ]
LOAP Groep

Gaary

Grvap hod Group | REmave




Add Incoming Mail Policy [

Fade —Cluster: EBA_BETA_CLLUSTER Chamge Made... B

s Camralirad Hasnagament Cphone

Fnley Mo LE) |u.|r.|=~u||.-.-

fEg mp AT gooy)

Ircert Before Palicy! | 3 {Defoull Poicy] B

Brkd Limer... I

Sender Recigients Edit Deete

e O —— . 3
== 4 4 )
MiRE | BT LAEHE B R T B NIBRE.

"REX

EHIDNF B FERFISNK , FEME

BHFEM — > HlSh&K-> Add Sender Verification Exception -> Add the IDN Domains -> Submit->
Commit

Add Sender Verification Exception

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... B

# Centralized Management Options

Sender Verification Exception

Exception:

, user@, @example.com, @.example.com, @{1.2.3.4])

Order: i1 (of I)

Behavior: | @ Allow

Reject
SMTP Code: |553

SMTP Text: IEchopc sender <$EnvelopeSender> rejected

Cocel [Soom |




+

(] Monitor Mail Policies Security Services Netwaork Systemn Administration

Sender Verification Exception Table

[ Success — Entry was added ]

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Find Sender Verification Exception

Search for Email Address: (2) | | Find

Sender Verification Exception Table
Add Sender Verification Exception... | Clear All Sender Verification Excaptions

Order | Exception Behavior | SMTP Response Delete
1 | @dtEam Allow N/A T}

EREE
ERIDNSEFEE 1 0EE  FERE

Mail Policy -> Address List -> Add address List -> Enter the IDN domains in the box -> Submit->
Commit

ﬁ Monitor Mail Policies Security Services MNetwork Systern Administration

Add Address List

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

i Centralized Management Options
New Address List Details
s———p Address List Name: IIDN-SUD port

——p Description: | |IDN-Support-test

List Type: Full Email Addresses only
Domains only
IP Addresses only

O All of the above

Addresses: AT, sqm@cinge.ded, @) efg.: user@example.com, user@, @example.com,
@ e 24(1.2.3.4], @.example.com

Corcel [Soore |




Address Lists

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 2]
I Centralized Management Options

Address Lists

Add Address List...

All
Address List Name Description Used for Addresses Delete
IDN-Support IDN-Support-test (3) sy @oinEe.Aed, @A, .

B #9332
EIDNEEFEE B R2H , FEME

B4 F M — > Destination Controls -> Add Destination ->42 7] S 7 IDN3# % -> Submit-> Commit

ﬂ Monitor Mail Policies Security Services Network System Administration

Add Destination Controls

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Destination Controls

Destination: | |&E=.%

IP Address Preference: | pefault (IPv6 Preferred) B

Lirnits: Concurrent Use Default (500)
Connections: © Maximum of |S00 (between 1 and 1,000)
Maximum Messages Per Use Default (50)

Connection: | @ Maximum of |50 (between 1 and 1,000)

Recipients: | @ Use Default (Mo Limit)
Maximum of |0 feo

Number of recipients between 0 and 1,000,000,000
per number of minutes between 1 and 60
Apply limits: | Per Secure Email hostname:
D System Wide
Each Virtual Gateway
(recommended if Virtual Gateways are in use)

TLS Support: | Default (None) a8

DANE Support: (7)

Bounce Verification: Perform address tagging: @ Default (No)

Neo

Yes

Applies only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
Bounce Profile: Default B

Bournce Profile can be configured at Network > Bounce Profiles.

Note: DANE will not be enforced for domains that have SMTP Routes configured.

Cancel




Destination Controls

FUCCESS — Your changes have been committed. ]

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 8

I Centralized Management Options

Destination Control Table Items per page [ERIILE)

| Add Destination... | |_Import Table
All

Domain = IP Address Preference Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

Default connection limit,
doosralab.com Default 50 messages per connection, | Required Default Default Default
Default recipient limit

Default connection limit,
humaaralab.com = Default 50 messages per connection, | Required Default Default Default
Default recipient limit

500 concurrent connections,
EiEER Default 50 messages per connection, | Default Default Default Default
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, | None None Off Default
No recipient limit

* Bounce Verification settings apply only if bounce verification address tagging is in use., See Mail Policies > Bounce Verification.
*~ DANE will not be enforced for domains that have SMTP Routes configured.

Global Settings

Certificate: | Client-Cert

Send an alert when a required TLS connection fails: | Enabled

Edit Global Settings... | ‘

BERRRER

REMESBANBEATAE NEEEBEESR, TEEIDNER,

iE i £ Network -> Bounce Profiles -> Add Bounce Profile > AZHE — >A RO REEEREEER
— >ABWAEZIEQMESLSHEE — >#i2Alternate address , &7 LLEIEE A IDNE 3k,



] Mongor Mail Polioes Sacunty Servoes Pmbwnrs System Adminmirabon

Add Bounce Profile

Mude —Cluster: ESA_BETA_CLUSTER Chuarge Modn...

b Centralized Maragerant Optisea

Add Bownce Profile

Prafil Mama:

Beaarece DN
Meximum Humber of Retries:  |po

feetwesn 0 amd 10006)

255200 saronds

(fwtmeen I and 30000060

0 sefonds

(between 60 and SE40G)

600 mernnds

(Eetwean G0 and B5400)

Maaimam Time in Queud:

Entinl Time to Wait per Message:

Faximum Time te Wait per Message:

Hard Baurece and Deley Warning Messages:  Send Hand Bounce Messages!

Llme Dtk [Yox] £ s Mo
Lse DSM farmat for Bunit Messdges:
Lise Detmult (ras) ) Yes 21

Mezzace Composition
Messege Subject:

|De|NEf'f Etatus Motification (Fallure)

Parse DSN "Status™ fickd Use Defaailk (Noj Yes ) Ne

from bounce responses
Metification Termglabe:
Message Lang.ispe Templats

Cefault a

Send Delyy Waming Messages:
Uses Defadt (No) Yes O Mo

Message Composition
Mensage Subject; s

{Dualiry’}

Hnhficstinn Tempiste

Message Language Terplate

Rustipierd. for Boune and Wareng Mussge:

Piasage e

O Atema I whenEdlie e
S —
Use Doanzin Key Signing for Bounce and Delay Messages:

O Usa Dafaudt [N} ik L1

ARpTOpnAate ngning profie,

Bounce Natifcalion Termplare can be deiined af Ml Pabicles = Texl Mesources.

System Genersted B | ©F =}

Reramom fnhficafses Templete car be definec st Mad Poiicery > Tedt Resourcer,

Minimum Interval Batmeen Messages:

Maximum Muifber of Hesasses 0o Send.:

There is Ao signing profile matohing bounce from sddress MATLER-DAEMOME__NOTSET__. Bounoe messages will not be signad untd you create

Fruveew Delete

Audd Roe |

Previem Delete

= |

Aedd R

14400 seconds
1

LDAP
RIiE , LA LBIBIDNE B ETLDAPEZ/AEERN , (N FEFTR.




Incoming Mail Policies

O Any Sender If one or more conditions match VI
@® Following Senders (O Any Recipient
Q Following Senders are Not ® Following Recipients

Email Address: BRFe

.m@

(e.g. user@example.com, user@, @example.com, @.example.com)

(r:. g. user@example.com, user@, @example.com, @.example.com)
Cisco Security Awareness not configured.

LDAFP Group:
Query: | openLdapl.group “| LDAP Group:
Group: | Add Group || Remove | Query: | openldapl.group |

Group: | Add Group || Remove

Idap(CN=samlusergroup,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

Idap{CN=4TTd,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

4

|

& i R E A R R

&0 LAE B2 3 SPM B B [ 7£ 5 F & B 7 B 44 3th 11t /38 3 BB h B RIDNIE B



Note: For best performance your search should contain an envelope recipient.

Today
@) Last 7 days

Messages Received:
_JDate Range: |

and

Where [From || Contains vl

Envelope Recipient |7 | Is

[ Clear Search ]

v:|

14 items found

Displaying 1 — 14 of 14 items.

BEE : ZPVORRRE B RS SN R B4 PRk AR LUV 1T R

JR R L S5 Bk B

Items per page

||| From | Envelope Recipient To | Subject Date » Size
O anvitha@doosralab.com [SUSPICIOUS MESSAGE] this is to test policy 10 Feb 2021 16:30 (GMT -06:00) | 3.6K
i * R medta.EE Please read as this is very eréirmy mubuEEmetr for both the countries. h 09 Feb 2021 21:49 (GMT -06:00) | 7.3K
_ * BUTRETT2@v 7 —.com this is japanese test S 2178385 T T 09 Feb 2021 21:37 (GMT -06:00) | 3.5K
I FESeER.E Please read as this is very eeiimy miuSEmstr for both the countries. 09 Feb 2021 21:18 (GMT -06:00) | 3.4K
E * {FES2QIEEL.E Please read as this is very et mUSEEMEa for both the countries. 09 Feb 2021 17:13 (GMT -06:00) | 7.6K
[ anvitha@humaaralab.com Please read as this is very sy mibySEmetr for both the countries. 09 Feb 2021 17:11 (GMT -06:00) | 8.8K
O anvitha@humaaralab.com Please read as this is very ersny sy SEMe for both the countries 255 . 09 Feb 2021 17:02 (GMT -06:00) | 4.7K
— anvitha@humaaralab.com Please read as this is very esir@u mlLSEEMsT for both the countries. 09 Feb 2021 17:00 (GMT -06:00) | 5.1K
[ anvitha@humaaralab.com Please read as this is very SRMEASSD 2000 yR071308 for both the countries. | 09 Feb 2021 16:54 (GMT -06:00) | 5.2K
n anvitha@doosralab.com this is a test 09 Feb 2021 16:01 (GMT -06:00) | 3.3K
— anvitha@humaaralab.com Please read as this is very eréir mUSBmer for both the countries 595 . 09 Feb 2021 15:49 (GMT -06:00) | 8.1K
I anvitha@humaaralab.com Please read as this is very ereiimy mibySEEmstr for both the countries. 09 Feb 2021 15:41 (GMT -06:00) | 8.8K
O anvitha@humaarzalab.com Please read as this is very 31 for both the countries. 08 Feb 2021 21:53 (GMT -06:00) | 5.0K
] anvitha@humaaralab.com Please read as this is very 3741 for both the countries. 08 Feb 2021 21:47 (GMT -06:00) | 3.9K

1)ESAFISMA ( K2 B4 MPEREESR ) LHNREFREXZEIDN, KM UERSE P EEIHKAIDNWE
XN E A E BB/ EFE4itbit

i8 ¥ Z=Monitor -> Internal Users



Internal Users +

g T

Tirme Range:

19 Sep 2020 00:00 ke 19 Ot 2020 12:08 [GMT +00:00)

Dakn in time range:37.4 % complate

Top Uiers by Clean lacsming Meisages

Teop Users by Clean Dutgaing Hessages

g | 4 cosmnacPisco.com | "
JamaBede paBur 14 Boma e um [
— info@ie. 13 ' dokgindnwm =,

SamcBeBur pefur L] g Aedia org [

2y ET | 12 astra_sttackerBa
foghw.q =12
,‘..,.,-.=¢F..-a,-| 12 Mawkige ¥22.34 (02
support@igitiein.de | 12 nithishgasdn g 11
g | 13 cosbuenna@Crasmeey [11
e d. - B
- ghvfaghe 2 Gerufias RaBur 11
t 3 4 & & 0w ] W = Y
Messages Messages
Export Expart

Items Displayed | 10 -
l incoming Incoming  Incoming Detected Inceming Sutgeing Sutgeing | Swtgeing Detected Sutgoing Sutgeing
Spam Virus by Advanced o Incoming Secia Incoming | Incoming | Incoming Spam Wirus by Advanced Content Filter | Stopped by | Outgeing
Internal User Datectad Detectsd  Malmars Dretection Content Filter | Marketing | Metmarking Buslle Graymais | Clesnw Dutected Detected  Malwars Drotecticn Hatches Centant Filter tesn
o o ] 2 2 o o [ o 4 o o ] (] [ of
o o o 0 ] o o 4 o o o 4 ] 1
] ] [ o o o ] [ o 3 o ] Q ] [ o
o o o o o o o o o 3 o o o o o o
o ] ] o o 0 o o o 2 o o o ] ] of

)EBHBRB T , RATAFEIDNGE , tha] LA FHIDNS/EA & B TB/E 7 B4 bt 78R
e e DR R B

Available Time Range: 16 Jun 2020 18:00 to 12 Feb 2021 08: 19 (GMT -06:00) Data in time range: 87.98% complete

ﬁ Envelope Sender: (2) Contains Imﬁ.w‘ag
Envelope Recipient: (7) Begins With v |

Subject: | | Begins With v ||

Message Received: ) Last Day @ Last Week O Custom Range

Start Date: Time: d End Date: Time:
|c|2ms;2c|21 IEID:EID and Tpa/12/2021 08:20 (GMT -06:00)

b Advanced | Search messages using advanced criteria
Generated: 12 Feb 2021 08:21 (GMT -06:00) Export All... | Export..

Results Items per page

Displaying 1 — 15 of 15 items.

1 11 Feb 2021 13:42:13 (GMT -06:00) MID: 23579661 HOST: ESA1-EFT (10.0.202.17) Show Details &

SENDER: 83,0 S @IRER. EeE —
RECIPIENT:

anvitha@humaaralab.com

JE] Please read as this is very § 9 @049 0090000000 00000000 000000000 00000000 400G 00000..
LAST STATE: Message 23579661 to anvitha@humaaralab.com received remote SMTP respor

2 11 Feb 2021 10:13:55 (GMT -06:00) MID: 23579651 HOST: ESA1-EFT (10.0.202.17) Show Details I
SENDER: ) FoDRIREL. 503
RECIPIENT: anvitha@humaaralab.com
SUBJECT:  Please read as this is very 999 e¢ 0090990900000 009000000000000000000000000 000000000
LAST STATE: Message 23579651 to anvitha@humaaralab.com received remote SMTP respor

3 09 Feb 2021 17:09:49 (GMT -06:00) MID: 23570342 OST: ESA1-EFT (10.0.202.17) Show Details &=
SENDER: 3 FO@00RE.L. 53

RECIF anvitha@humaaralab.com

SUBJECT Please read as this is very § 900640 009900000 9000900000000 000000000 0000000 000000000 ..

LAST STATE: A new message 23570347 was generated to handle bounce of message 23570:
4 09 Feb 2021 16:59:11 (GMT -06:00) MID: 23570318 HOST: ESA1-EFT (10.0.202.17) Show Details I

3)EACLIT S grepsitaild®tR "mail_logs. , HMAETE HEEHR FEZIIDNE

Mon Feb 8 21:47:11 2021 Info: Start M D 23569633 | Cl D 148853
Mon Feb 8 21:47:11 2021 Info: M D 23569633 | CI D 148853 From



<@.>

Mon Feb 8 21:47:19 2021 Info: M D 23569633 I CID 148853 RID O To: <test@ ab. conp

Mon Feb 8 21:47:52 2021 Info: M D 23569633 Subject 'Please read as this is very for both the
countries.'

Mon Feb 8 21:47:52 2021 Info: MD 23569633 SDR: Domai ns for which SDR is requested: reverse DNS
host: sampl e. host.com helo: |ab.com env-from ., header-from Not Present, reply-to: Not

Pr esent

Mon Feb 8 21:47:53 2021 Info: MD 23569633 SDR Consol i dated Sender Reputation: Tainted, Threat
Category: N A, Suspected Donmin(s) : |ab.com Youngest Domain Age: 3 nonths 29 days for domain:

| ab. com

Mon Feb 8 21:47:53 2021 Info: MD 23569633 SDR Tracker Header

87dSxFf NYdSi Cahr xSUZFOr dpenKi F6J2uKi Pf +SFKCt j 52hNCpe6LDQ@BUFAI i GhUDA7FsuXLvHTcaATt 6 AKAAPW. pwEeo/ d
cl PBUCxB48=

Mon Feb 8 21:47:53 2021 Info: MD 23569633 ready 605 bytes from

<@.>
Mon Feb 8 21:47:53 2021 Info: MD 23569633 matched all recipients for per-recipient policy
DEFAULT in the inbound table
Mon Feb 8 21:47:53 2021 Info: MD 23569633 interimverdict using engi ne: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: M D 23569633 using engi ne: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: 1SQ Tagging M D 23569633 for quarantine
Mon Feb 8 21:47:53 2021 Info: M D 23569633 interim AV verdict using MAfee CLEAN
Mon Feb 8 21:47:53 2021 Info: M D 23569633 interim AV verdict using Sophos CLEAN
Mon Feb 8 21:47:53 2021 Info: MD 23569633 antivirus negative

Mon Feb 8 21:47:53 2021 Info: MD 23569633 AMP file reputation verdict : SKIPPED (no attachnent
in message)
Mon Feb 8 21:47:53 2021 Info: M D 23569633 using engi ne: GRAYMAI L negative

Mon Feb 8 21:47:53 2021 Info: MD 23569633 Custom Log Entry: SDR Age is less than 1 Year
Mon Feb 8 21:47:53 2021 Info: MD 23569633 Qutbreak Filters: verdict negative

Mon Feb 8 21:47:53 2021 Info: M D 23569633 Message-1D ' <d35764%nf 971@sal. | ab. conp’

Mon Feb 8 21:47:53 2021 Info: M D 23569633 queued for delivery

Mon Feb 8 21:47:53 2021 Info: New SMIP DCI D 250225 interface 10.0.202.17 address 10.0.201.5
port 6025

Mon Feb 8 21:47:53 2021 Info: DCl D 250225 STARTTLS comrand not supported

Mon Feb 8 21:47:53 2021 Info: Delivery start DCl D 250225 M D 23569633 to RID [0] to offbox

I ronPort Spam Quarantine

Mon Feb 8 21:47:53 2021 Info: Message done DCI D 250225 M D 23569633 to RID [0] (external
guar ant i ne)

Mon Feb 8 21:47:53 2021 Info: MD 23569633 RID [0] Response 'ok: Message 27293054 accepted’
Mon Feb 8 21:47:53 2021 Info: Message finished MD 23569633 done

Mon Feb 8 21:47:58 2021 Info: DCI D 250225 cl ose

HERER
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