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o Secure Access

B Overview Overview

Ther Ovarview dashboard displays status, usage, and health metrics for your organization. Uise this infarmation 1o addness security threats and menitor system usage. Help

Resaurces Data Transfer | L.:70s

TOTAL USAGE

b Monitar 69.52 MB Total traffic

T25.98 MB "~ Decraaze | i}

16.45 MB Receive:
35.39 MB “ Decrwase (5t 7 days)

53.07 MB sent !
690.58 MB "~ Decraass (last T diys) " I I
ZEFH-BEE

° E — T Connect > Network Connections.

+ Branch
B — Cisco Secure Client
8 — RN

B — Browsor-based ZTNA

@ seectan


https://login.sse.cisco.com/

B®  Overview Overview

The Overview dashboard displays

&Y Connect

Essentials

MNetwork Connections
Resources

Connect data centers, tunnels,
resource connectors

) Secure Users and Groups

Provision and ma nage users anc
LY MLFUERS for use In ACCESS rules

I~"  Monitor

End User Connectivity
Manage traffic steering from
a Admin endpoints to Secure Access

R FHE- MR ER

«  fENetwork Tunnel Groups T , ##— T+ Adds

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..
1 1 0

Disconnected i Warming Ji Conmected §

Metwork Tunnel Groups
A netwark tunnel group provides a framework for establishing tunnel redundancy and high

availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely contnol
uSer ACCess Lo the Intermet and peivate resources. Help of

[:: aarch ) [Fegion y [ V] 2 Tunnel Groups

Primary

Netwaork Tunnel Group Status Region Primary Hub Data Genter Tunnels Secondary Hub Data Genter Secondary Tunnels
HOME @ Disconnected Europe [Genmany) sse-euc-1-1-0 [+] S5e-euc-1-1-1 o
SAD A Wasning Europe (Garmany) sse-auc-1-1-0 1 sse-auc-1-1-1 ]
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RE -k ER

«  EEETunnel Group Name, RegionFlDevice Typeo

° *E_-F Next,



General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel
group will use.

Tunnel Group Name

[ SophosFirewall ® ]
Region

[ Europe (Germany) v ]
Device Type

[ Other v ]

REFE-RRER-FRRE
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»  BtETunnel 1D FormatFlPassphrase.

« H—TNext,



Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(® Email IP Address

Tunnel ID

[ csasophos ® ] @<org><hub>.sse.cisco.com

Passphrase

[ LA R AR AL R LR AL R L LN Show ®]

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ FEBEBIBISIIIBIBRBEE S Show @ ]

R 2 R-RREE-REEI DM R

- RECHEMERIEERFZZBR:HHERREN PEIHEREH,

o EhZ Save,

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

T4 5P 8- HEE
B—THERSave NWRREERE , BREEXERALUAR T —FConfigure the tunnel on Sophos,



Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that

your passphrase is displayed.

Primary Tunnel ID:
Primary Data Center IP Address:

Secondary Tunnel ID:

Secondary Data Center IP Address:

Passphrase:

T2 AE-RRER- R ERE

£ Sophos L Bl EB&E

i i | PSecHL B 1 5

csasophos@
1815614574 O
csasophos@

3720.45.23 O

I -

EFfEIPSecE BIER , FEEM A K Sophos XGRS X &

LERBSELNTATINRASR

-§se.cisco.com

-sse.cisco.com

Download CSV
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Control center

SF $1953MR-3
System
o
Control centar l o ¢¢
Parformance Services
Currant activities B
”
Reports Intorfaces VPN
Zero-day protection
I"‘ e N ir
P U0 U/l
Diagnostics RED Wirgless APS
0 0
Connected remote Live users
Rules and policies usem
Intrusion prevention 12% E1%
CcPU Mamary
Web 61B/s 0
Bandwidth Sessions

Applications o

0% C
Decryption capacity Decrypt sessions

Wireless

High availability: Not configurad
Email
Web server Running for 0 dayl(s), 3 hour(s), 52 minutels)

Advanced protection

Remote access VPN
Active firewall rules

0 1 3

WAF L

Site-to-site VPN

Network

Routing

Traffic insight

Sophos Central

Profiles

Sophos - & 2 EH 4R

o« HEEZF Profiles

o ENZ |Psec Profiles 3 £ BiiEAdd

]
Reports
4 0
Scanned
0 i

jorithm

Phase 2

Feedback WM How-toguides Logview

User & device insights
Security Heartbeat®

0 Monitor endpaint health
and systams at risk

At risk
Click hare

Synchronized Application Contrgl™

0 Identify unknown apps on
your network

Apps

o Zero-day protection
0 0
Recent Incidents Scanned
Bla ATP uTQ
0 s 0
] Sources blocked Accounts at risk

Configure

S5L/TLS connections

0w Ox% 0
Of traffic Decrypted Failad
Messages
0 Alert
Warning
0 Alert
Mew Click b

Device access

Delete

Manage



Sophos - |Psectt B 18 3=

EGeneral SettingsBE T :

« Name: BRZ2HRARBENSELR

 Key Exchange : IKEv2

+  Authentication Mode : &=

« Key Negotiation Tries.0

+ ReKey connection : ZH iR

Name Description
L]
P
Key exchange Re-key connection
O KEv1 ® IKEv2 ) ©

D Pass data in compressed format

[_J SHAZ with 96-bit truncation

(®) Mainmode () Aggressive mode
FiY

Sophos - IPseclit BIER-EHEEE

EPhase 1BET :

« Key Life:28800

«  DH group(key group) : :Z{£19%120
e Encryption : AES256

e Authentication : SHA2 256

«  Rekey margin: 360 ( &%

+ Randomizere-keying margin by : 50 ( FE&%



Phase 1

Key life Re-key margin
28800 ] 360

DH group (key group)

2 selected o~
Encryption Authentication
AES256 [ B SHA2 256

© You can add up to 3 different algorithm combinations

Sophos - |Psectit B 18 8- 55 1 P Bt

EPhase2 BB T :

«  PFSgroup (DH group) : E&| P& 48 E

.« Keylife:3600

¢« Encryption : AES 256

e Authentication : SHA2 256

Phase 2

PFS group [DH group)

Same as phase-| (2%
Encryption
AESZ256 O

© You can add up to 3 different algorithm combinations

Sophos - |Psechit & 15 58 - S8 2

1 Dead Peer Detection BLE T :

o Dead Peer Detection : iZHREZIEE

¢ Check peer after every:10

Wait for responseup to : 120 ( ¥&3%

*  When peer unreachable : EFRRE ( @R

Key life

3600

Authentication

SHAZ 256

Randomize re-keying margin by
50

O



BEFORE

G Dead Peer Detection

Check peer after every Wait for response up to ‘When peer unreachable

AFTER

a Dead Peer Detection
Check peer after every Wait for response up to When peer unreachable

10 (] 120 -] Re-initiate [ 2%

Sophos - | PsecHi & 18 28-Sk 0 S B2 Al
#R % BhiZ Save and proceed with the next step, Configure Site-to-site VPN,
B & U B 3 v BV PN

EREVPNEE |, 5512 — T Siteto-site VPN 32— T Add,

eports

Zero-day protection Show additional properties Delate Wizard
Diagnestics

Connection Status
O Name a  Group name Profile L Manage

Rules and policies Active Connection

Intrusion prevention
Web Mo records found
Applications

Wireless
Email
Web server

Advanced protection =
Fallover groug

Remote access VPN
Site-to-site VPN Add Delete
Network

Sophos - B El| 4 B VPN

fEGeneral SettingsBE T :

«  Name: BNR2FHRHIPec KBNS ELR

¢ |Pvesion: IPv4

«  Connection type : B3& /™ HE

«  Gateway type : BUEIERR



o Activeonsave : BPIEE

AR ERRKEEHBTIMBEVPNZE |, B IEEActiveon save B BB VPN,



Name IP version Activate on save

SecureAccess (] @ IPvd O IPvB O Dual
[:] Create firewall rule
Description Connection type
This is the IPsec Policy for Sophos Tunnel interface [ R
Gateway type
Initiate the connection [v 2%

AR RE "RRESTHE L A Sophos XGRS A ME R I —EE AXFRMEYERERSE N H



EEncryption BET :

«  Profile: BESRPEUMNEBERER. ConfigurelPsec Profile

«  Authentication type : Tt &8

Preshared key : #E L BHE BRI $48 , Configure the Tunnel on Secure Access

e Repeat preshared key : Preshared key

Encr ‘;;"}ﬁ]"..i()l’“|
Profile Authentication type
CSA v N Preshared key
Preshared ke
Repeat preshared ke

Sophos - 26 E) 34 B VPN - N

fEGateway Settings configurelocal Gateway FRemote Gateway:Z2IE T , SHEA L RIEB B E,

A b 488 3 g

ERNE

BB Wan-Internet T |

BRIk
Eiﬁqjiﬁiﬂg/\/ﬂﬂp , Tunnel Data

M=k L

N #|DA B =i
BT IP {ist

IDE B




Z#1D
Eiﬁ?iﬁiﬂg%%@'ﬁ , Tunnel Data

S L

=imlD

ELBARERB A EIP , Tunned Data

S Ll
)
#1748 R8T
£ 1F—
Gateway settings

Local gateway Remote gateway
Listening interface Gateway address

PortB - 192.168.0.33 (v % 18.156.145.74 [v]
Local ID type Remote ID type

Email [ R IP address (R
Local ID Remote ID

csasophos@ -sse.cisco.com (] 18.156.145.74 (V]

Local subnet
Any

Add new item

Sophos - B4 % 4k B VPN -8B E
PEERITRE , BiSave, FEFINERIRBE.
IPsec connections
Show additional properties
[:l Name ° - Group name Profile 5/

(O  secureaccess - CSA

Sophos -3 B El| ¥ B VPN - |PseciE#R

Remote subnet

) Any

Add new item

Active 7 Connection 7

Status
Connection type 5

Tunneal interface ® [

Wizard

Manage

S @70




AR EREREARR —ERGLREBERRBA , B E Connection JREE ; MIRERFEH , RRBECER ; W
RETRKZEHN , RINBERER,

BEN THE , 5FEME Current Activities> | Psec Connections,



MOMNITOR &
Control center
Current activities

Reports

Zero-day protection

Diagnostics

Sophos -E5 #2547 - |Psec

Live users Live connections Live connections |PvG IPsec connections Remote users

No tunnel established to Secure Access

! D Name Local server _ocal subnet Username Remote server/host Remote subnet Manage

No records found

~
Tunnel established to Secure Access
[:I Name Local server Local subnet Username Remote server/host Remote subnet Manage
a SecureAccess-1 192.168.0.33 0.0.0.0/0 18.156.145.74 0.0.0.0/0 o

Sophos -E5 2 F 23 #T- | Psechl

2% , R LUEEH1T Configure Tunnel Interface Gateway 25 B8,

EERRENE

EfiEINetwork IR EVPN LB EHN N EWAN , EFRAEBXIrmiEEERBREN T,

o B—T#xfrm O,



il L =YL |

Wireless
Email
Ih WAN
Web sarver
_ _eth RFTEYN
Advanced protection
Physical

Remaote access VPN

Site-to-site VPN B VPN

Netwark

Routing PortC

T
Authentication LS Unbound

System services Physica

Sophos -#BE&-B2E T H

. EMBTEEATRHMNIPAE, FM, TUAER169.254.xx/30 , CEEEFARHEHTHIP, ERMHTHF B
P94 8 169.254.0.1/30

Name * xfrm1
Hardware xfrml
IPsec connection SecureAccesS
Network zone VPN
IPvd configuration
IPvi/netmask * 169.254.0.1 /30 (255.255.255 252) ~

Sophos -8 #%-B2& /1 - Bl &

B E 4

B RRRE E T [ A9 FIE (xfrm)

+ EEZ Routing > Gateways

« #&—T Add



Rules and policies 1PV catewan
Ve g
Int pravention

Applications

Wireless

Eman O Name

Web server
Advanced protection

MNetwork
Routing

Sophos - & F1-#8 2

EGateway host BLE T :

S0-WAN routes  SD-WAN profiles

Gateways Static routes BGP OSPF

IP addrass

182.168.01

e Name: 3|BAVPNEYHWEE N ENEE

Interface Health check

WAN On

Information Upstream proxy

E DEI o

Status Manage

[ ] ra

+  Gateway IP : EZA4169.254.0.27 , B2 £ 5B+ 2 Bl #8#5169.254.0.1/30 THIP , Configure Tunnel Interface

o Interface : VPNEENE

« Zone: & ( FEFR)

Gateway host

Name *
Gateway IP
Interface
Zone

Sophos - F1-#8 B8- 18 B3 E #

«  7fEHealth check EABET

« - Save

CSA_GW

169.254.0.2

xfrm1-169.254.0.1

None



Health check

Health check

Sophos - B-#8BE-E TR E

RERER , ZUUBEMBHOAME :

IPvd gateway

O Name V7 IP address T/
[J csacw 169.254.0.2
DHCP Porte GW 192.168.0.1

Sophos - F1-#8 B8-k &

il B SD-WANK H

ExEERRE , KFEEEYATEREERIRLBNKEH,

EEZ Routing > SD-WAN routes.

e —T Add

Interface %7

xfrml

WAN

Health check T/

Off

on

Add

Status T/

Delete

Manage
rf@T

4



Diagnostics SD-WAN routes]

SD-WAN profiles Gateways Static routes BGP 0OSPF OSF

Rules and policies
Intrusion prevention ) or routir tic row N route, VPN route.
Web Policy rout PP b =1 nd reply traffic. To learn how to change the configuration, go to the online help

Applications

Wireless

Email

Web sarver
Advanced protectica

IPvd SD-WAN route & Watch: How to use SI

WAN routes

Remote accers VPN
Site-to-site VPN

— rk
Routing

Authentication ]

Sophos - SD-Wani

= Destination = ) Application

fETraffic Selector BLE T :

« Incominginterface : BEERPEXRENNE , RERA-VPN, ZTNAREZ FHZTNAGHBENFERE

+  DSCPmarking : Lt REIEBEEMAR

«  Sourcenetworks : RiEEEIBRZE K HAYHuE

» Destination networks : {EAISRIE AT LU EEHE

*  Services: A E A LIS ERRTE

» Application object : MMREETHR , AAEAER

* Userorgroups: IREE N ECERAZELERERB I L LHE

Traffic selector

Incoming interface DSCP marking
LAN-192.168.0.203 n Select DSCP marking n
Source networks Destination networks Services
Any [=] Any [=] Any (-]
Add new item Add new item Add new item
Application object User or groups

Any =) Any (-]

Add new item Add new item

P
3

Sophos - SD-Wanig - 2B 1E

fELink selection settings BELEHERI T :

«  Primary and Backup gateways : B ZiR1E



*  Primary gateway : BESBPEENME, Configure the Gateways

« - Save

Link selection settings

O Select SD-WAN profile o @ Primary and Backup gateways

Primary gateway Backup gateway

CSA_GW . None

() Route only through specified gateways )

I
Save Cancel

Sophos - SD-Wani B-5i 22 12 85- = M8 R3 A H 17 48 B3

1ESophos XGRy X & EERELE# , AT AEE#ITH . ConfigurePrivate App.
BREMAEAER

ERESAERANE , FREAEEEME.

o EEZE Resources> Private Resources


https://login.sse.cisco.com/

B® Overview

' Secure
I  Monitor
o Admin

4  Workflows

ZEFE-FAAEIR

« ®E—T+Add

Private Resources Private Resource Groups

Private Resources

Q

Private Resource

ZEFH-MAER2

Private Resources

Private Resources are applications, t
resource using zero-trust access. Hi

Private Resources Private F

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks

Point your networks to our servers

Internal Networks

Define internal network segments
to use as sources in access rules

Internet and SaaS Resources

Define destinations for internet
access rules

Roaming Devices
Mac and Windows

@ Last 24 Hours ~
i 4 Private Resources + Add
Accessed by Rules Total Requests



o TEGeneral B2ET , Private Resource Name

General

Private Resource Name

SplunkSophos

Description (optional)

ZE2EFM-HAER-—K

FECommunication with Secure Access Cloud LB T :

« Internally reachable address (FQDN, Wildcard FQDN, |P Address, CIDR) : 2B E BN E R



EE BT, RS RE i R 15 B Configurethe Tunnel on Secure Accessh 7 Bt 9,

» Protocol : BERARBEZERNBE

+ Port/Ranges : BEEERMANEUGFEER



Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help 2

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR] @& Protocol Port [ Ranges

192.168.0.40 TCP - (HTTR/HTTPS 8000 + Protocol & Port

+ |P Address or FQDN

ZEHB-AEER-BEBLEFHEAEETER

1£ 7 Endpoint Connection Methods , %X 8] LARL & %18 Secure Accesssh B E A ERNAMBAEEAR |, B ELZARENIREN S L

e Zero-trust connections : A LA LARBKA ZTNAGA R,

Client-based connection : BRI A EFIRERZTNA

Remotely Reachable Address : BB E A ERKIP

*  Browser-based connection : BURREBL AFERABIERNZTNA

Public URL for this resource : 1§ il 821 ztna.sse.cisco.comfE & AN E B

e Protocol : iBIEHTTPRHTTPSIEAE R ZIE RSN IHE

« VPN connections : &/ tLHE SLURAFRA-VPNES .

e E—T Save



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help ¢

‘D Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) ©

192.168.0.40

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option wh
endpoint security checks are possible.

Public URL for this resource @

https://  splunksophos -8195126.ztna.sse.cisco.com
Protocol Server Name Indication (SNI) (optional) ®
HTTP v

Validate Application Certificate ®

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

A

m Cancel

Z2VB-REER-EBRLHEEETEHA2

HETERE  FEEUTHER:

Private Resource ] Private Resource Group 3:::::““" Accessed by Rules Total Requests
VPN
Browser-based
SplunkSophos - ZTNA 1 2 16
Client-based
ZTHA

Z2UB-cEEERER



RER A LR E S B Configurethe Access Policy.

B ERA R R B

3

B BHRERE , EEM P Secure > Access Policy.

# Admin

R FhE-Fh R R

o ¥ —T Add Rule> Private Access

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations




Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

4

ZEHE-FE RS- EAHE

RET—EEE , EBSERE L ERMAF

e 1. Specify Access

. Action: fo5F

* Rulename: IEEHBRANHERE
«  From: ZBRFHBHFUIENERE
o To:BEAFSBNEARER

«  Endpoint Requirements : ( 783% )

+  ¥E—T Next



o Specify Access

Specity which users wipaints can access which resources. Help .3

Action
) Allow Black
Alow specified traffic if security reguirements k
are met.
From To

Specify one or more sources, Specify one or more destinations,

Any Private Resources s SplunkSophos

nformation about destinations, incl ullighe destinations, Help .3

Information about sources, ing

ting multiple

Endpoint Requirements

If endpoints do not meet the specified requirements for zero-trust connections, this rule will not match the traffic. Help

) Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Frofile: System provided (Client-based) | Requirements: Disk encryption, Operating System, Endpoint security agent, Firewall

Privale Resources: SplunkSophos

] Zero Trust Browser-based Posture Profile  pule Defaulta
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

Profile: System provided (Browser-based) | Requirements: Operating System, Browser

Private Resources: SplunkSophos

ZEFE-FEURA-EERFE



EE : 2 Configure Security HIAFTEMLS R , BEARSGIH , EKREA Intrusion Prevention (IPS); Tenant Control

Profile,

e ¥—TSave, &AL :

# Rule name Access

Splunksophos Private

2%, BRI LBESBVeify,

Action

Sources

Any

Destinations

SplunkSophos

Security

Status



g
ERWHEIF IR, LACRE T EER T #- Cisco Secure Client T ##J Cisco Secure Clientft 3,
RA-VPN

3B Cisco Secure Client Agent-VPNE A,

€8 Cisco Secure Client — b

AnyConnect VPN:
Ready to connect.

7 VPN, SSe. CsCo, Com

Zero Trust Access:

Registration is reguired to access
SECUre resources,

3 @ alale

ZE£E Fis- VPN

o BIBEHSSORMEETH DRE


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

8 Cisco Secure Client - Lagin e O *

Single Sign-On

vpnuser@  edit

Password

Secured by Duo

Z£5E- VPN - SSO

- BRSOREER 6 FHBATER:

Bd Login | Splunk X + 8 Cisco Secure Client — X

A Mot secure |

@ c;nne?:er-ljto '
o o :

e o e g e mm e IF Disconnect

00:05:18 (6 Days 23 Hours Remaining) IPv4

Zero Trust Access:

Registration is required to access
SECUre resources,

2 @
splunk

Username Password

R4 VPN -CE %

EEZ : Monitor > Activity Search



42
Total

Jo

vpn user (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A wvpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A wpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
4 vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vphuser@ciscosspt.es)
4 vpnuser (vpnuser@ciscosspt.es)

A vpnuser (vpnuser@ciscosspt.es)

T2 - EEHES- RA-VPN

4

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

BB ERERAFEBRA-VPNET S B

EREHERZTNA

B Cisco Secure Client Agent - ZTNAZ A

ZEFEHEIR- ZTNA

BN ERE&BEM.

€ Cisco Secur

Event Details

Allowed

Mowv 23, 2023 1:09 AM

RDP (373192)

4 vpn user (vpnuser@ciscosspt.es)

192.168.50.130

192.168.0.40

50226

8000

Uncategorized

Dispute Categorization

e Client
\.

AnyConnect VPN:

Ready to connect

Zero Trust Access:

Registration is required to access
SECUre resources.,



€9 Cisco Secure Client - Zero Trust Access

stlosallns
[4E14-]

Cisco Secure Access

Sign In to Enroll

Use your company email address and continue

Email Address

[ you@yourcompany.com ]

T2 EFN- ZTNA -5

. HEEHSSORMENETRE




 Cisco Secure Client - Zero Trust Access - [m} x

Single Sign-On

vpnuser@ciscosspt.es edi

Password

Secured by Duo

ZEEFim- ZTNA - SSOZE A

- EBFORER BHEUATER:

B Login | Splunk b +

& O A Not secure | 192.168.0.40:8000/en-US/account/login?return_to=%2Fen-US%2F =y

@ Cisco Secure Client

Zero Trust Access:
Zero Trust Access is active.

ZE M- ZTNA-B iR 8%

HEZ : Monitor > Activity Search
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vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

BOUNBRIERERAFEBENRETFIRNZINAETHBRE.

HRBIEIERWZTNA

EEHURL , BEEE R Resources > Private Resour ceso

AcTiOn
@ Allowed

Time

Nov 23, 2023 1:27 AM

Rule Name

Splunksophos

Identity
b § vpn user (vpnuser@ciscosspt.es)

Policy or Ruleset Identity

4 vpn user (vpnuser@ciscosspt.es)

Resource/Application

SplunkSophos

0s
win 10.0.19045.3693

Location

us

Location IP
47.185.249.220

Enpoint Security Agent
windows-defender(]

Firewall

System

System Password
enabled(]

Disk Encryption
None
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SplunkSophos

R 25 -8B A ER- SlunkSophos

. BATERE

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks
Point your networks to our servers

Client-based
ZTNA

Browser-based 1
ZTNA

VPN



SplunkSophos

Client-based ZTNA Browser-based ZTNA X

VPN

Total Requests

23 ~" 44% from previous 24 hours -

15

10

2

D A
3am Sam 2pm apm Tar

TOTAL REQUESTS BY STATUS

Status

@ Success 5

Blocked 18
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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