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Connect-AzAccount -TenantID <Tenant-ID=>
Register-AzResourceProvider -ProviderNamespace Microsoft.AVS |

Register-AzResourceProvider -ProviderNamespace Microsoft.Batch
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https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution

Home > Resource groups >

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the selution, or only those resources that you want 1o manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the maost sense for your organization. Learn more 7

Project details

Subscription ® (0

Resource group = (D) | FECOUrSE-group-name

Resource details

Region™ & | {US) East US w
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Microsoft Azure B Search resources, serdces, and docs (G+/]

Hoame:

55H keyy Click Craate
Uity

l-.?;' Manage view - (L} Refresh Export 1o C5V 5 Open query © Astign tags
Filter for any fiskd Subscriplion equals sl Resgurce group equak all Location squsis sll 3 o Add fier

Shorwing 0 10 0 of O records.

Hame T Type T4 Bescurce growp T4 Le<ation T
-
Or Use This O, ;
oiion No S5H keys to display
55H o #h encrypted conmilicn o that allows Se0une Bgn-ing cwlf undetured conmitons, S5H ki allow
SEne COnmEct riual machines, without having bo use padswonds.

cET—EELOH , #EEResource GroupHlKey Name, A% — TReview + Create,

Home > S5H keys &

Create an S5H key

Basics Tags Review + create

Creating an 55 key resource allows you to manage and use public keys stored in Azure with Linwe virtual machines.

Learn mone
Praject details
f:::::l:::r“mm 1o manage deplayed resources and cests. Use resource groups Eie folders to erganize and manage il Select Resource group you created from D
Drop Down List
Subscription® ) cu-tac-rch-aaa-anure vy
Resgurce group * (O (New) resturce-group-name ~
Instance details Create Key Pair Name
Region* (0 (US) East U5 w |
Ky pair name ™ | iry-pair-name |
E5H public key source Generate new key pair e

Click Review + Create

d. A& — T Createdt T #Private Key.



Home  S5H keys >
Create an SSH key -

BRISEZEMAzure VM A/

Generate new key pair

) An S5H ey pair containg both 8 public key snd &
piivate iy, Anane doesn't store the private key.

Afer the S5H key resource is created, you won't be
able 1o download the private key again. Lesm more o

Dowwriload private l:-'_-:.- and create resource

Azure VM Sizes vCPU RAM (in GB)

Standard_D4s_v4 4 16
(This instance supports the Cisco ISE evaluation use case. 100

concurrent active endpoints are supported.)

Standard_D8s_v4 32
Standard_F16s_v2 16 32
Standard_F32s_v2 32 64
Standard_D16s_v4 16 64
Standard_D32s_v4 32 128
Standard_D64s_v4 64 256

» Fsv2&RFIAzure VMA/NMEBFERE( , KBS AEFEZEREHKMERERHPSN,
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https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#task_jdf_k45_mtb
https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#task_jdf_k45_mtb
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Home » Marketplace

Cisco ldentity Services Engine (ISE) =

aliale Cisco Identity Services Engine (ISE) < a4 ravories
e Cisce Sysiems, Inc. | Virtual Machine

Plan
Cipco Identity Services Engine (I5E) B L m Start with & pre-pet configuration ]

Want 1o deploy programmatically? Get started

Overview  Plans + Pricing Lsage Information + Support Ratings + Reviews
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c.ftImage T hIZE 1 #EZECisco ISE image,

d.#ESize THLIRE FIRIZEE A R L2 Cisco ISERVFITE R/, BIZFERISEXENHIE , MEEA
Azure Cloud® &R A5,

BRISEXEMFIEMNRAzUureE LR ERHISEZR 4

e.fEAdministrator account > Authentication type[E1g# , & — T SSH Public KeyEiZ#Z4l,
fEEAESBRALF , B Aiseadmin,

g.#£SSH public key source T 17iE B Fi#1EUse existing key stored in Azure,
htBENERTAEESD  EFE[NEBNERFEAMEILNSRY,


https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb
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lgrme > Virtual machines

_reate a virtual machine -

Basics DOmks  Networking — Management Monitoring  Advanced  Tags  Rewiew + create

—

Create & virtual machine that runs Linue or Windows. Select an imasge from Aoure marioetplsce or use your own cuslomized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review sach tab
for full customization, Leam mare o

Project details

Select the subscription fo mansge deployed resources and costs. Use resounce growps lioe folders o organize and manage all
SORUT DRI

Subscription * (O | Select Your Subscription

Resource group = () | Resource Group You Created v |

Croate rew

Instance details
Wirtual machine name = (] | i is& - NTI-name .-'i
Region * () | [US) EastUS W
Availability options & | Availability zone o
Avvailability zone * (D) | Zones 1 v |

& You can now sebect multiple zones. Selecting multiple zones will create one Y
jper one. Learn miane o7

Security type () |i Standard o i

Image * = Cisco ldentity Services Engine (1SE) BYOL 3.2 - x64 Gen

WM architecture (D) J Armod

Click Here To Select ISE Image
) Ames is not supported with the selected image.

Rur with Ansne Spat digcount (5 D

Sige ® Standand D325 vd - 32 vepus. 128 Ga8 me (5363, 5% manth) e
& dll 51TES

Administrator accownt

Authentication type (0 (®) S5H public key

Click Hore To Select ISE Tamplete (_) Password

R s s s nlenllh s maae ey ma EERLY B menle D and s mnl sllsiis cines G
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Home > Virtual machines >
Create a virtual machine
k
Basics Disks Metworking Management  Monitoring  Advanced Tags  Review + create

Define netwerk connectivity for your virtual machine by configuring network interface card (MIC) settings. ¥ou can control norts,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing Yirtual Network You created Or Click
Learn more Create New

Metwork interface

When creating a virtwal maching, a network interface will be created for you.

Virtual network * ()

Feate new
Subnet® (O Select The Subnet Your created |
Public P @ | J
Create new
Select Security Group You Created Or
MIC network security group (D Q) None Click Create New
() Basic

Configure network security group ™

Delete public IP and NIC when VM is D
deleted @

Enable accelerated networking O _
The selected image does not support accelerated networking.

Lead balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more

| < Previous I Mext : Management > I

° iﬁ 10%5i§—|:_$ . E:IEO

Delete public IP and NIC when VM is D
deleted ()

Enable accelerated networking & L
The selected image does not support accelerated networking.

[ <Previous | Next:Management> |

- RN EEEEBY  RELERUNERE  RARE-TT-F : 8




— Microsoft Azure ' Search resources, services, and docs (G+/)

Home > Virtual machines >
Create a virtual machine
“Click Next on This Page > Monitoring > Advanced”
Basics Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create
Configure management optiens for your VM,

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more &

@ vour subscription is protected by Microsoft Defender for Cloud basic plan.

Identity

Enable system assigned managed El
identity (D

Azure AD

Login with Azure AD (@ [ ]

A\ Thisimage does not support Login with Azure AD.

Auto-shutdown

Enable auto-shutdown (O I:I



Home > Virtual machines »

Create a virtual machine

Basics  Disks  Metworking Management Monitoring  Advanced Tags  Review + create
— Premium SSD “Recommended Type

Configure monitoring options for your VM. For Production ”

Alerts

Enable recommended alert rules (0 D

Diagnostics

Boot diagnostics () @ Enable with managed storage account {recommended)

() Enable with custem storage account

() pisable

Enable OS guest diagnostics (O U

| < Previous Il Mext : Advanced > |\

- B} 12.fEUser data[2F#F , #HEnable user dataZREU S #k.
fUser datatifu , EEUTER :

hostname=<Cisco ISE# = # 5 >

primarynameserver=<|Pv4ith it >

dnsdomain=<i% % >

ntpserver=<IPv4ith it SiNTP1a] AR 25 FIFQDN>

timezone=<timezone>

password=<password>

ersapi=<g/&>



openapi=<z2/&>
pxGrid=<2/&>

pxgrid_cloud=<2/&>

AR HREBEAEEMMREERENSEMNY  SAERAERNEE £& "EAEE
o MUPRANEATRARTSEBRE, NREERERNEE , ECRBRER
, ERISERBTIEHR.

ARELAEBERAEENMUREINEE , F2RER

aTHE BAEIESFREFFANEFZT(NEIRE, TRENRETEER19EFT , XB
Trea s FEIR(O).

b.xEBMAIRES : WMAEZTEBARSFWIPHLL, EXEIPvAtiLE,
EUWEBF | BRI —EDNSHERES. & LATE LR L FEBCisco ISE CLIE I H ADNSE AR =S



o

c. dnsdomain : # ADNSIHMFQDN, %8 T BEASCIZER. HF. EFx(-)MTE().
d. ntpserver : & A 2478 1A R 2 BINTP{a] Bk 25 B9 IPv4 i 11t 3t FQDN,

S BRh e i —ENTPE MRS, BRI ERERZEIBCisco ISE CLIEIMEMENTPRIRER, £
ABMATHEHINTPRARS , AAISEREFZE L ARR.

e.lFE : MAKE , fIMEC/UTC, BB E TRISEHHREA BRI REF(UTC)KE , 455
RMREHBRISEHHZREDHANED, HEXTHRFRREIE B EH RO |RE MK
REERERS.

35 REENRGUINEABRRISENZTG., B ANZRIBELEARFSCisco ISERHRE, ZIBESLA
TE6F25@F R , BEAVEE—EAHFT. BARAEFBN—EIEFE, ZBTHEFHERR
HE , b TR FE A E B WM& (iseadminZinimdaesi ) . ciscosocsic, RFFHNEHRET A

@~ , +=_-, @2 MCisco ISEEESIEMMN "EXRE, —EFHN 'EAEEHR, —HEHE
IR RRAR

g. ersapi : B AyesARKAERS |, S AnolAZ IEERS,
h. openapi : B Ayes AR OpenAPI , Si&i AnolAZE 1k OpenAPl,
i. pxGrid : # AyesAR A pxGrid , S#i AnoLAE HpxGrids

j. pxgrid_cloud : & Ayes AR A pxGridE , S Ano A= ApxGridE. ERApxGridE , 4ZERA
pxGrido MMREApxGrid , BRAApxGridE , AITEE FT A pxGridE R


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

Home > Virtual machines >

Create a virtual machine - Select This
Enable user data .
f—
User data ™ hostname=isehostname

primarynameserver=primary sever ip aaddress
dnsdomain=domain fgdn

ntpserver=ntp server ip address
timezone=America/Chicago

usemame= iseadmin

password=passwored

ersapi=yes

openapi=yes

prGrid=no

prgrid_cloud=no

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance D

with NVMe (D)
n The selected image and size are not supported for NVMe,
See supported Wi images and sizes
Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to your
Azure subscription. A dedicated host gives you assurance that only VMs from your subseription are on the host, flexibility to
choose VM3 from your subscription that will be provisioned on the host, and the control of platform maintenance at the level of
the host. Learn more '

Hest group (D) Mo hest groups found '

Capacity reservations

Capacity reservations allow you to reserve capacity for your virtual machine needs. You get the same LA as normal virtual
machines with the security of reserving the capacity ahead of time. Learn more =

S P S | T e

T |

ERAEEREE

Mext : Tags >
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Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance :|
with NVMe (&
@ The selected image and size are not supported for NVMe,
See supported VM images and sizes ¢

TR14EEVLAB-ERYSHZEERNERE , FERBNERVPEAE,

Home > Virtual machines >

Create a virtual machine

Basics  Disks  Metworking Management Maonitoring Advanced Tags  Review + create

Tags are name..fvalue pairs that enable you to categorize res-uur:es and view consolidated billing by applying the same tag to
multiple resou and resource groups. Learn more about tags C

Name () Value () Resource

| Tag Name | : | Value Name | | 13 selected 4

SERISHBET—F  MR+E,

[ < Previous [ Mext : Review + create > l

SR 16.REERRENER , AR%EIE— T Create,

28 RDeployment is in progressiiE. 23 2RHISEHIEI o] H R AN FEE304 8., Cisco ISE
VMBIEFERIE E#E MachinesBE O ( FRAEESHMULERZED ) .



Home > Virtual machines

Create a virtual machine

| @ validation passed I

Preferred e-mail address

Preferred phone number

Basics

Subscription
Resource group

Wirtual machine name

Region

Availability options Availability zone

Availability zone 1

Security type Standard

Imagé Cigco [dentity Services Enging (15E) BYOL 3.2 - Ganl
Wi architecture b4

Size Standard D165 w4 (16 vepus, 64 GiB memory)
Authentication type 55H public key

Username iseuser

Ky pair name

Azure Spot Nao

Disks

& CreateVm-cisco.cisco-ise-virtual-cisco-ise_3_2-20230926145056 | Overview =

Deployment
K Eparch te (%) Cancel | y L Downiosd ) Relresh
so Owarddw .
Deployment is in progress
¥ Inpats
g Deployment name: CreateVm-cio.cisoo- ise-virtual-cisoo-ise_3_2-2..  Start times 972672023, 40605 PM

Cutputs Subscription Carfelatsan 1D
" Resource group:

Template

~ Deployment details

Resource Type Status Operation details
(=) Ilberensatt o Pty riu slvias i et Craatid Operation details
] Micrasalt NetwarkSmetworkintenses Croated Operation details
ﬁ Microsoft Metwork\virualMetworks O Operation details
(] Migrosott Mebaorkpublcl pAddresies OF Operation details
(] Microsoft Mg twork/retworkSecuntyGroups oK Operation details
Give feedback

5 Tell u aboit your expeniente with deployment

F—$TH

B A Microsoft AzureFas8E E |, LM N BERISE VMERL B 5300 GBRIE KX/, Cisco ISEEIE;E
HEE300 GBU LRI AN, BIX#¥Microsoft Azure BB Cisco ISERF |, &7 LLE FlInsufficient
Virtual Memory &R,

EBRISE VMEY ZEHKE , BEABNISEEEPF UREBMISEERE. AR , EMicrosoft



AzurePIFH | MITH ERERMEIE O PHN T RUARBRITE XD
1. {21k Cisco ISEfIE,

Horme =

LA isedemo-cybersec & ¥ -

Wirtual machine
T Search
Ohverview
Activity log
Access control (LAM)
Tags
Diagnose and solve problems
Settings
& Newworking
& Connect
B Diks
D gize

F & connect [ stan O Resr,a i capure [1] Dstete () Refresh

# Essentials

Resaurce group (move) ©
Status : Running
Locatian

Subscription (mave)

Subscription ID
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i1 Boot diagnostics

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need
before switching from managed storage account to custom storage account. Learn more of
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Create an 55H key

Basies  Tags  Review & create

Creating an 35H key resource allows you 10 manage and wse public keys stored in Azure with Linux virtual machines.
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Generate new key pair

'0 An 55H key pair contains both a public key and a3

private key. Azure doesn't store the private key. After
the 55H key resource is created, you won't be able to
download the private key again. Learn more .

Download private key and create resource
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