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LAC RADIUSELE SIEFEAE "rp.cisco.coms (BFEFmEANE ). WERAENRELER
Cisco,

# ./ViewProfile -p 9900 -u rtp.cisco.com
user = rtp.cisco.con

radi us=Ci sco {

check_itenms= {

2="ci sco"

}

reply_attributes= {

6=5

9, 1="vpdn: t unnel - i d=DEFGH"

9, 1="vpdn: t unnel -type=l 2t p"

9, 1="vpdn:i p-addresses=10. 31. 1. 9"

9, 1="vpdn: | 2t p- t unnel - passwor d=ABCDE"

BBLACLERADIUSE.BWFFMEN , F2RE2BRBEREF N ELACFEHAKRADIUSE B E 2.

LNS RADIUSHE: B — Cisco Secure ACS for UNIX

# ./ViewProfile -p 9900 -u janedoe@t p. ci sco.com
user = janedoe@tp. cisco.con{
radi us=Ci sco {

check_itens= {

2="rtp"

}

reply_attributes= {

6=2

7=1

}

}

}
LAC RADIUSHE:l — Cisco Secure ACS for Windows

AR TTSE -

1. BB EEEF , BRELACHEE S [ RES(NAS) & 17 52 5 UL E IRADIUS(Cisco
I0S/PIX).

2. AfEMA#E "rip.cisco.com ELiE O Tcisco , ARBAXFICHAP, ERANBEBMHNERER
8

3. B— T ERIEMMPHGroup Settingiztlt, BIFEFRAEFTBNE , ARZ—TMEBRE. @ T
RENZIETF RADIUSER 2 |, R 1% iR 1ZAttribute 6 Service-TypefE &Outbound. . 2018 KFE AT
B A #EEE nsﬁ/llnterface Configurationit i #H & EHE , A LA EEH,

4. EEEBMICisco I0S/PIX RADIUSB M E 7 # , EH009\001 cisco-av-pairBEX 5 3 , W FEEH
BAUTARE :
vpdn: t unnel - i d=DEFGH
vpdn: tunnel -type=l 2t p

vpdn: i p- addresses=10.31. 1.9
vpdn: | 2t p-t unnel - passwor d=ABCDE

BBLACLRADIUSE. EMFFMAER , A2 EE2EMBEHE I HLACHEARIRADIUSE & &
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W [009M001] cisco-av-pair

vpdn:cunhe l-id=DEFGH
vpdn:tunnel-type=l12Ztp

vpdn: l2tp-tunnel-
pn:suu:d-LBCDﬂ

IETF RADIUS Attributes

vpdn: ip-addresses=10.31.1.9

W [006] Sernce-Type

| Outhound
™ [007] Framed-Protocol

|PPP
I [009] Framed-IP-IMNetmask

A0 Toasas e o TH osabios

o000

Cancel

Euhﬁnﬂ Submit + Restart

LNS RADIUSELE — Cisco Secure ACS for Windows

AT TEER

1. BLE £ F & D janedoe@rtp.cisco.com , b & A {E 7] % 55 LA F plain FICHAP,
2. B—TEWMPHGroup Setupizift, BEFAEMBNE , RAREZ—THRERE,
3. 7£ "Internet Engineering Task Force(IETF)RADIUS Attributes; 4 , & T HIRE HiRE

Service-type(attribute 6)= Framed and Framed-Protocol(attribute 7)=PPP. X & : 24 81%
— T8 B 1% Service-Type HlFramed-Protocol 35 9 BREN T 3R .

LAC RADIUSEE [® — Merit RADIUS

A MERKEERLivingstonFMerit{a R 25 LA X B HERE S EMNav,

rtp.cisco.com Password = "cisco"




Servi ce- Type = CQut bound- User,

ci sco-avpair = "vpdn:tunnel -i d=DEFGH",

ci sco-avpair = "vpdn:tunnel -type=l 2t p",

ci sco-avpair = "vpdn:ip-addresses=10.31.1. 9",

ci sco-avpair = "vpdn:| 2t p-tunnel - passwor d=ABCDE"

BELACERADIUSELEMFFHEN , F2RE2EBRBERHEPNHLACEARRADIUSEES 7 .

LNS RADIUSHEL i — Merit RADIUS

j anedoe@t p. ci sco.com Password = "rtp",
Servi ce- Type = Franed,
Fr amed- Prot ocol = PPP

B ERAC B
ARG EAELRE,

- LACBR AL &
- LNSERHZREL &

LAC#& i AR B B

LAC#show run
Bui | di ng configuration...

Current configuration
|
version 12.0

service tinmestanps debug datetine
service tinmestanps | og uptine

no service password-encryption

|
host nane LAC

|

!--- AAA commands needed to authenticate the user and
obtain !--- VPDN tunnel information. aaa new nodel aaa
aut hentication login default |ocal aaa authentication
ppp default if-needed radi us aaa authorization network
default radius aaa accounting exec default start-stop
radi us aaa accounting network default start-stop radius
enabl e secret level 7 5 $1$D0 3K$9j kyuJR6fJIV2JO. / Q@ 0l C1
enabl e password ww ! usernane cse password O csecse
user nane john password O doe ip subnet-zero no ip
domai n-1 ocokup ! jnj00=tfdfr vpdn enable

|

!--- VPDN tunnel authorization is based on the domain

name !--- (the default is DNIS). vpdn search-order
domain ! ! | interface LoopbackO no ip address no ip
directed-broadcast ! interface EthernetO ip address

10.31.1.6 255.255.255.0 no ip directed-broadcast !
interface Serial 0 no ip address no ip directed-broadcast
no i p nroute-cache shutdown ! interface Seriall no ip
address no ip directed-broadcast shutdown ! interface
Asyncl i p unnunbered EthernetO no ip directed-broadcast
i p tcp header-conpressi on passive encapsul ati on ppp
async node dedi cated peer default ip address pool async
no cdp enabl e ppp authentication chap ! interface G oup-
Asyncl physical -1 ayer async no ip address no ip
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directed-broadcast ! ip |local pool default 10.5.5.5
10.5.5.50 ip local pool async 10.7.1.1 10.7.1.5 ip
classless ip route 0.0.0.0 0.0.0.0 10.31.1.1 ! !---
RADIUS server host and key. radi us-server host
171.68.118. 101 aut h-port 1645 acct-port 1646 radi us-
server key cisco ! line con O transport input none |line
1 session-tineout 20 exec-tineout O O password ww

aut osel ect during-Ilogin autosel ect ppp nodem | nQut
transport preferred none transport output none stopbits
1 speed 38400 flowcontrol hardware line 2 16 nodem | nQut
transport input all speed 38400 flowcontrol hardware
line aux O line vty O 4 password w ! end

LNS# i 33 R

LNS#show run
Bui | di ng configuration..

Current configuration

]

I Last configuration change at 12:17:54 UTC Sun Feb 7
1999

I ==nBknr S5yui 6yt 6egv2w 25nf d1rsi on 12. 0=4rservi ce exec-
cal | back
servi ce tinmestanps debug datetine
service tinestanps |og uptine
no service password-encryption

]
host nane LNS

!
aaa new node
aaa authentication login default |oca
aaa aut hentication ppp default radius |oca
aaa aut horization network default radius |oca
aaa accounting exec default start-stop radius
aaa accounting network default start-stop radius
enabl e secret 5 $1$pnYMBB. FveZj ZpgA3C9ZPq/ cna/
enabl e password ww

]
usernane john password 0 doe

! --- User the LNS is used to authenticate the tunnel. !-
-—- The password used here must match the vpdn:12tp-
tunnel-password !--- configured in the LAC RADIUS
server. username the_LNS password 0 ABCDE

i p subnet-zero

!

!--- Enable VPDN on the LNS. vpdn enable

]

!--- VPDN group for connection from the LAC. vpdn-group
1

!--- This command specifies that the router uses !---
virtual-template 1 for tunnel-id DEFGH (which matches
the tunnel-id !--- configured in the LAC RADIUS server).
accept dialin 12tp virtual-template 1 remote DEFGH
!--- The username used to authenticate this tunnel !---
is the LNS (configured above). local name the_LNS

]

interface EthernetO

i p address 10.31.1.9 255.255.255.0

no i p directed-broadcast

!

!--- Virtual-template that is used for the incoming
connection. interface Virtual-Templatel




i p unnunbered Et hernetO
no ip directed-broadcast
peer default ip address pool default
ppp authentication chap

nterface SerialO

no i p address

no ip directed-broadcast
no i p nroute-cache

shut down

no fair-queue

nterface Seriall

no i p address

no i p directed-broadcast
shut down

nterface Asyncl

i p unnunbered Et hernetO

no ip directed-broadcast

encapsul ati on ppp

async node interactive

peer default ip address pool async

ppp authentication chap

|

ip local pool default 10.6.1.1 10.6.1.5

ip local pool async 10.8.100.100 10.8.100. 110

ip classless

iproute 0.0.0.0 0.0.0.0 10.31.1.1

|

!-—- RADIUS server host and key information. radi us-
server host 171.68.120. 194 auth-port 1645 acct-port 1646
radi us-server key cisco ! line con O transport input
none line 1 session-tinmeout 20 exec-tineout 5 0 password
ww aut osel ect during-1ogin autosel ect ppp nmodem | nQut
transport input all escape-character BREAK stopbits 1
speed 38400 fl owcontrol hardware line 2 8 line aux O
line vty 0 4 password ww ! end

B

RERBENEFA TR RERENEER B,
WHERRTS(EHEMEFER)XEX Eshowin s , It T EAIRE @R showdn &

- show vpdn tunnel — AR ERX RN EREBMEEBNE2BBRZML2TPRRE
- show callerip — TR ARMHEN IPH I FFILE EABE,

4 3790

AR 0 T R AR RS 1T SR B AR

SEERED

SR : Bitdebugl R il , MESMAMDebugH N EEH

;&III

BB DT,
K&
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- debug aaa authentication — # R B BAAA/TACACS+E B EBEBENEA.
- debug aaa authorization — R~ EEAAA/TACACS+IRENE A,
- debug aaa accounting — E%E EXESHRETRERELEHNERA. ot TNERAES

R EE iR E S8 2| 7 AR 27 #Y RO bk 160 E 4 BR

- debug radius — #REERADIUSERB#HY aﬁﬂﬁlﬁ%‘iﬁﬁ%ﬂo
- debug vtemplate — B RERF BN ENREEF , REBRERTEE T EREERBBN

EEARA & Lk

- debug vpdn error — & RPH IEPPPB2EE T M SRR E R B I PR ERERAVEE RS,

. debug vpdn events — R BB A EFEPPPRREE N BRI 2 W EH4HEHER,

- debug vpdn I12x-errors — FRFH I SE2E # U SifH 1E H IF B IRERV B2 1 E 53R,

- debug vpdn I12x-events — “/TﬁEQEJ?‘%ZJEIE FPPPRRER Y HERANSHRIER.,
- debug vpdn 12tp-sequencing — R~ EEIL2TPHE B,

Aol

REL2TPHABENFMR |, F2EL2TPRERRE M,

HELACES Hh 8RiE 1T BT FRRL

LACH#show debug

General ©s:
AAA Aut henti cation debugging is on
AAA Aut hori zati on debugging is on
AAA Accounting debugging is on

VPN

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debuggi ng is on

VPDN errors debugging is on

L2TP data sequenci ng debugging i s on
VTEMPLATE:

Virtual Tenplate debugging is on
Radi us protocol debugging is on
LACH

Feb

7 12:22:16: Asl AAA/ AUTHOR/ FSM (0):
LCP succeeds trivially

2d18h: 91 NK- 3- UPDOMN: | nterface Asyncl,

Feb

Feb

Feb

Feb

Feb

Feb

Feb

Feb

changed state to up

7 12:22:17: Asl VPDN:. Looking for tunne

- rtp.cisco.com--

7 12:22:17: AAA: parse nane=Asyncl idb
type=10 tty=1

7 12:22:17: AAA: nane=Asyncl flags=0x11
type=4 shel f=0 sl ot=0

adapt er=0 port=1 channel =

7 12:22:17: AAA/ AUTHEN: create_user (0x25BA84)
user='rtp.cisco.com ruser="" port="Asyncl' rem addr='
aut hen_t ype=NONE servi ce=LOd N pri v=0

7 12:22:17: AAA/ AUTHOR/ VPDN (6239469):
Port="Asyncl' l|ist="default' servi ce=NET

7 12:22:17: AAA/ AUTHOR/ VPDN: (6239469)
user='rtp.cisco. coni

7 12:22:17: AAA/ AUTHOR/ VPDN: (6239469)
send AV servi ce=ppp

7 12:22:17: AAA/ AUTHOR/ VPDN: (6239469)
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send AV protocol =vpdn

Feb 7 12

f ound
Feb 7 12
Feb 7 12
Feb 7 12
Feb 7 12

Feb 7 12:
7 12:
7 12:
Feb 7 12:
7
7

Feb
Feb

Feb
Feb

12:
12:
Feb 7 12:

:22:17: AAA/ AUTHOR/ VPDN (6239469)

list
:22:17: AAA/ AUTHOR/ VPDN:  (6239469) Met hod=RADI US
:22:17: RADIUS: authenticating to get author data
:22:17: RADI US:
:22:17: RADI US:
171. 68. 118. 101: 1645, Access-Request, len 77
17:
17:
17:
17:
17:
17:

22:
22:
22:
22:
22:
22:
22:

17:

"defaul t"

RADI US:

171. 68. 118. 101: 1645,
17:
17:
17:
17:
17:

Feb 7 12:
12:
12:
12:
12:
Feb 7 12:

25BA84 at
!--- RADIUS server supplies the VPDN tunnel attributes.

Feb
Feb
Feb

7
7
7
Feb 7

22:
22:
22:
22:
22:
22:

17:

2

RADI US:
4CA88

ustruct sharecount =2
Initial Transmit Asyncl id 66

Attribute 4 6 0ALF0106
Attribute 5 6 00000001
Attribute 61 6 00000000
Attribute 1 15 7274702E
Attribute 2 18 6AB5A2B0
Attribute 6 6 00000005

Received fromid 66

Access- Accept, len 158
Attribute 6 6 00000005
Attribute 26 28 0000000901167670
Attribute 26 29 0000000901177670
Attribute 26 36 00000009011E7670
Attribute 26 39 0000000901217670
saved aut horization data for user

"yvpdn:tunnel-id=DEFGH"

Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn:tunnel-type=12tp"

Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn:ip-addresses=10.31.1.9,"

Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn:l2tp-tunnel-password=ABCDE"

Feb 7 12:22:17: AAA AUTHOR (6239469): Post
aut hori zation status = PASS_ADD

Feb 7 12:22:17: AAA/ AUTHOR/ VPDN: Processing
AV servi ce=ppp

Feb 7 12:22:17: AAA/ AUTHOR/ VPDN: Processing
AV prot ocol =vpdn

Feb 7 12:22:17: AAA/ AUTHOR/ VPDN: Processing
AV tunnel -i d=DEFGH

Feb 7 12:22:17: AAA/ AUTHOR/ VPDN: Processing
AV tunnel -type=l 2tp

Feb 7 12:22:17: AAA/ AUTHOR/ VPDN: Processing AV
i p-addresses=10. 31. 1. 9,

Feb 7 12:22:17: AAA/ AUTHOR/ VPDN: Processing AV
| 2t p- t unnel - passwor d=ABCDE

Feb 7 12:22:17: Asl VPDN. Cet tunnel info for
rtp.cisco.comw th LAC DEFGH, IP 10.31.1.9

Feb 7 12:22:17: AAA AUTHEN: free_user (0x25BA84)
user='rtp.cisco.con
aut hen_t ype=NONE servi ce=LOd N pri v=0

Feb 7 12:22:17: Asl VPDN: Forward to address 10.31.1.9

Feb 7 12:22:17: Asl VPDN:. Forwarding...

Feb 7 12:22:17: AAA: parse name=Asyncl idb
type=10 tty=1

Feb 7 12:22:17: AAA:

ruser=

name=Asyncl fl ags=0x11 type=4

shel f =0 sl ot =0 adapter=0 port=1 channel =0
Feb 7 12:22:17: AAA/ AUTHEN: create_user (0xB7918)

user =' j anedoe@t p. ci sco.com ruser=

rem addr =" async' aut hen_type=CHAP servi ce=PPP priv=1

port="Asyncl'

Feb 7 12:22:17: Asl VPDN. Bind interface direction=1

Feb 7 12:22:17: Tnl/Cd 51/1 L2TP: Session FS enabl ed

Feb 7 12:22:17: Tnl/d 51/1 L2TP: Session state change
fromidle to wait-for-tunnel

Feb 7 12:22:17: Asl 51/1 L2TP: Create session

Feb 7 12:22:17:

port="Asyncl' rem addr=""

RADIUS: cisco AVPair



Feb 7 12:22:17: Tnl 51 L2TP: SM State idle

Feb 7 12:22:17: Tnl 51 L2TP: O SCCRQ

Feb 7 12:22:17: Tnl 51 L2TP: Tunnel state change
fromidle to wait-ctl-reply

Feb 7 12:22:17: Tnl 51 L2TP: SM State wait-ctl-reply

Feb 7 12:22:17: Asl VPDN: janedoe@rtp.cisco.com
is forwarded

Feb 7 12:22:17: Tnl 51 L2TP: | SCCRP fromthe_LNS

! -—- Tunnel authentication is successful. Feb 7 12:22:17: Tnl 51 L2TP: Got a challenge from

remote
peer, the_LNS

Feb 7 12:22:17: Tnl 51 L2TP: Got a response from remote
peer, the_LNS

Feb 7 12:22:17: Tnl 51 L2TP: Tunnel Authentication
success

Feb 7 12:22:17: Tnl 51 L2TP: Tunnel state change from
wait-ctl-reply to established

Feb 7 12:22:17: Tnl 51 L2TP: O SCCCN to the_LNS tnlid 38

Feb 7 12:22:17: Tnl 51 L2TP: SM State established

Feb 7 12:22:17: Asl 51/1 L2TP: OICRQ to the_LNS 38/0

Feb 7 12:22:17: Asl 51/1 L2TP: Session state change from
wait-for-tunnel to wait-reply

Feb 7 12:22:17: Asl 51/1 L2TP: OICCN to the_LNS 38/1

Feb 7 12:22:17: Asl 51/1 L2TP: Session state change from
wait-reply to established

2d18h: 9%.1 NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Asyncl, changed state to up

LACH

RLNSEE HERIEIT B IF TR

LNS#show debug
CGeneral OCS:
AAA Aut henti cati on debugging is on
AAA Aut hori zation debugging is on
AAA Accounting debugging is on
VPN:
L2X protocol events debugging is on
L2X protocol errors debugging is on
VPDN events debugging is on
VPDN errors debugging is on
L2TP dat a sequenci ng debugging is on
VTEMPLATE:
Virtual Tenpl ate debugging is on
Radi us protocol debugging is on
LNS#
Feb 7 12:22:16: L2TP: | SCCRQ from DEFGH tnl 51

Feb 7 12:22:16: Tnl 38 L2TP: New tunnel created for
remote DEFGH, address 10.31.1.6

Feb 7 12:22:16: Tnl 38 L2TP: CGot a challenge in SCCRQ
DEFGH

Feb 7 12:22:16: Tnl 38 L2TP: O SCCRP to DEFGH tnlid 51

Feb 7 12:22:16: Tnl 38 L2TP: Tunnel state change from
idle to wait-ctl-reply

Feb 7 12:22:16: Tnl 38 L2TP: | SCCCN from DEFGH tnl 51

Feb 7 12:22:16: Tnl 38 L2TP: Got a Chal | enge Response
in SCCCN from DEFGH

Feb 7 12:22:16: Tnl 38 L2TP: Tunnel Authentication
success

Feb 7 12:22:16: Tnl 38 L2TP: Tunnel state change from
wait-ctl-reply to established

Feb 7 12:22:16: Tnl 38 L2TP: SM State established



Feb 7 12:22:17: Tnl 38 L2TP: | ICRQ from DEFGH tnl 51

Feb 7 12:22:17: Tnl/Cd 38/ 1 L2TP: Session FS enabl ed

Feb 7 12:22:17: Tnl/d 38/ 1 L2TP: Session state change
fromidle to wait-for-tunnel

Feb 7 12:22:17: Tnl/C 38/ 1 L2TP: New session created

Feb 7 12:22:17: Tnl/C 38/1 L2TP: O ICRP to DEFGH 51/1

Feb 7 12:22:17: Tnl/d 38/ 1 L2TP: Session state change
fromwait-for-tunnel to wait-connect

Feb 7 12:22:17: Tnl/C 38/ 1 L2TP: | I CCN from DEFGH tnl
51, cl 1

Feb 7 12:22:17: Tnl/d 38/ 1 L2TP: Session state change
fromwait-connect to established

Feb 7 12:22:17: Vil VIEMPLATE: Reuse Vil, recycle
queue size 0O

Feb 7 12:22:17: Vil VTEMPLATE: Hardware address
00e0. 1e68. 942c

!-—- Use Virtual-template 1 for this user. Feb 7 12:22:17: Vil VPDN: Virtual interface created

for
janedoe@rtp.cisco.com

Feb 7 12:22:17: Vil VPDN: Set to Async interface

Feb 7 12:22:17: Vil VPDN: Clone from Vtemplate 1
filterPPP=0 blocking

Feb 7 12:22:17: Vil VTEMPLATE: Has a new cl onebl k vtenpl ate,
now it has vtenplate

Feb 7 12:22:17: Vil VTEMPLATE: *****x*xx*x*x*xx (] ONE
VACI:ESSl kkkkhkhkhkkkhkkhkhkhkkkkhkhkkk

Feb 7 12:22:17: Vil VTEMPLATE: O one from
Vi rtual - Tenpl at el

interface Virtual - Accessl

default ip address

no i p address

encap ppp

ip unnumeth O

no ip directed-broadcast

peer default ip address pool default

ppp aut hen chap

end

Feb 7 12:22:18: janedoe@tp.cisco.com38/1 L2TP: Session
with no hw db

02:23:59: %.| NK-3- UPDOWN: | nterface Virtual - Accessl,
changed state to up

Feb 7 12:22:19: Vil AAAN AUTHOR/ FSM (0): LCP succeeds
trivially

Feb 7 12:22:19: Vil VPDN: Bind interface direction=2

Feb 7 12:22:19: Vil VPDN. PPP LCP accepted rcv CONFACK

Feb 7 12:22:19: Vil VPDN: PPP LCP accepted sent CONFACK

Feb 7 12:22:19: Vil L2X: Discardi ng packet because of
no m d/ session

Feb 7 12:22:19: AAA: parse name=Virtual - Accessl idb
type=21 tty=-1

Feb 7 12:22:19: AAA: nane=Virtual - Accessl flags=0x11
type=5 shel f=0 sl ot =0 adapter=0 port=1 channel =0

Feb 7 12:22:19: AAA/ AUTHEN: create_user (0x2462A0)
user =' j anedoe@tp.ci sco.com ruser=""' port="Virtual - Accessl'
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Feb 7 12:22:19: AAA AUTHEN START (2229277178):
port="Virtual - Accessl' list="" action=LOG N
servi ce=PPP

Feb 7 12:22:19: AAA AUTHEN START (2229277178):
using "default" Iist

Feb 7 12:22:19: AAA AUTHEN START (2229277178):
Met hod=RADI US

Feb 7 12:22:19: RADIUS: ustruct sharecount=1



Feb 7 12:22:19: RADIUS: Initial Transmit Virtual - Accessl
id 78 171.68.120. 194: 1645, Access-Request, len 92
Feb 7 12:22:19: Attribute 4 6 0ALF0109
Feb 7 12:22:19: Attribute 5 6 00000001
Feb 7 12:22:19: Attribute 61 6 00000005
Feb 7 12:22:19: Attribute 1 23 6464756E
Feb 7 12:22:19: Attribute 3 19 34A66389
Feb 7 12:22:19: Attribute 6 6 00000002
Feb 7 12:22:19: Attribute 7 6 00000001

Feb 7 12:22:19: RADIUS: Received fromid 78
171. 68. 120. 194: 1645, Access-Accept, len 32

Feb 7 12:22:109: Attribute 6 6 00000002

Feb 7 12:22:109: Attribute 7 6 00000001

Feb 7 12:22:19: AAA/ AUTHEN (2229277178): status = PASS

Feb 7 12:22:19: Vil AAA/ AUTHOR/ LCP: Authorize LCP

Feb 7 12:22:19: AAA/ AUTHOR/ LCP Vil (1756915964):
Port="Virtual - Accessl' |ist="" service=NET

Feb 7 12:22:19: AAA AUTHOR/LCP: Vil (1756915964)
user =' j anedoe@t p. ci sco. com

Feb 7 12:22:19: AAA AUTHOR/LCP: Vil (1756915964)
send AV service=ppp

Feb 7 12:22:19: AAA AUTHOR/LCP: Vil (1756915964)
send AV protocol =l cp

Feb 7 12:22:19: AAA/ AUTHOR/ LCP (1756915964) found
list "default"

Feb 7 12:22:19: AAA AUTHOR/LCP: Vil (1756915964)
Met hod=RADI US

Feb 7 12:22:19: AAA/ AUTHOR (1756915964): Post
aut hori zation status = PASS_REPL

Feb 7 12:22:19: Vil AAA AUTHOR/ LCP: Processing
AV servi ce=ppp

Feb 7 12:22:19: AAA/ ACCT/ NET/ START User
janedoe@tp. ci sco.com Port Virtual - Accessl, List ""

Feb 7 12:22:19: AAA/ ACCT/ NET: Found list "default"

Feb 7 12:22:19: Vil AAAN AUTHOR/ FSM (0): Can we

start | PCP?
Feb 7 12:22:19: AAA/ AUTHOR/ FSM Vi 1 (1311872588):
Port="Virtual - Accessl' list=""' service=NET

Feb 7 12:22:19: AAA/ AUTHOR/ FSM Vi 1 (1311872588)
user =' j anedoe@t p. ci sco. com

Feb 7 12:22:19: AAA/ AUTHOR/ FSM Vi 1 (1311872588)
send AV service=ppp

Feb 7 12:22:19: AAA/ AUTHOR/ FSM Vi 1 (1311872588)
send AV protocol =ip

Feb 7 12:22:19: AAA/ AUTHOR/ FSM (1311872588)
found list "default"

Feb 7 12:22:19: AAA/ AUTHOR/ FSM Vi 1 (1311872588)
Met hod=RADI US

Feb 7 12:22:19: AAA/ AUTHOR (1311872588): Post
aut hori zation status = PASS_REPL

Feb 7 12:22:19: Vil AAAN AUTHOR/ FSM W can start
| PCP

Feb 7 12:22:19: RADIUS: ustruct sharecount=2

Feb 7 12:22:19: RADIUS: Initial Transmit Virtual - Accessl
id 79 171.68.120. 194: 1646, Accounting- Request, len 101

Feb 7 12:22:19: Attribute 4 6 0ALF0109

Feb 7 12:22:19: Attribute 5 6 00000001

Feb 7 12:22:19: Attribute 61 6 00000005

Feb 7 12:22:19: Attribute 1 23 6464756E

Feb 7 12:22:19: Attribute 40 6 00000001

Feb 7 12:22:19: Attribute 45 6 00000001

Feb 7 12:22:19: Attribute 6 6 00000002

Feb 7 12:22:19: Attribute 44 10 30303030

Feb 7 12:22:19: Attribute 7 6 00000001



Feb 7 12:22:109: Attribute 41 6 00000000

Feb 7 12:22:19: Vil AAA/AUTHOR/ I PCP: Start. Her
address 0.0.0.0, we want 0.0.0.0

Feb 7 12:22:19: Vil AAA AUTHOR/ | PCP: Processing
AV servi ce=ppp

Feb 7 12:22:19: Vil AAA/ AUTHOR/ | PCP: Aut hori zation
succeeded

Feb 7 12:22:19: Vil AAA/ AUTHOR/ | PCP: Done. Her
address 0.0.0.0, we want 0.0.0.0

Feb 7 12:22:19: RADIUS: Received fromid 79
171. 68. 120. 194: 1646, Accounti ng-response,
len 20

Feb 7 12:22:19: Vil AAA/AUTHOR/ | PCP: Start.
Her address 0.0.0.0, we want 10.6.1.1

Feb 7 12:22:19: Vil AAA AUTHOR/ | PCP: Processing
AV servi ce=ppp

Feb 7 12:22:19: Vil AAA/ AUTHOR/ | PCP: Aut hori zati on
succeeded

Feb 7 12:22:19: Vil AAA/ AUTHOR/ | PCP: Done.
Her address 0.0.0.0, we want 10.6.1.1

Feb 7 12:22:19: Vil AAA/AUTHOR/ | PCP: Start.
Her address 10.6.1.1, we want 10.6.1.1

Feb 7 12:22:19: AAA/ AUTHOR/ I PCP Vi1 (2909132255):
Port="Virtual - Accessl' |ist="" service=NET

Feb 7 12:22:19: AAA/ AUTHOR/ | PCP: Vi 1 (2909132255)
user =' j anedoe@t p. ci sco. com

Feb 7 12:22:19: AAA/ AUTHOR/ | PCP: Vi 1 (2909132255)
send AV service=ppp

Feb 7 12:22:19: AAA/ AUTHOR/ | PCP: Vi 1 (2909132255)
send AV protocol =ip

Feb 7 12:22:19: AAA/ AUTHOR/ | PCP: Vi 1 (2909132255)
send AV addr*10.6.1.1

Feb 7 12:22:19: AAA/ AUTHOR/ | PCP (2909132255)
found list "default"

Feb 7 12:22:19: AAA AUTHOR/ | PCP: Vi 1 (2909132255)
Met hod=RADI US

Feb 7 12:22:19: AAA/ AUTHOR (2909132255): Post
aut hori zation status = PASS_REPL

Feb 7 12:22:19: Vil AAAN AUTHOR/ | PCP: Rej ect
10.6.1.1, using 10.6.1.1

Feb 7 12:22:19: Vil AAA AUTHOR/ | PCP: Processing
AV servi ce=ppp

Feb 7 12:22:19: Vil AAA AUTHOR/ | PCP: Processing
AV addr*10.6.1.1

Feb 7 12:22:19: Vil AAA/ AUTHOR/ | PCP: Aut hori zati on
succeeded

Feb 7 12:22:19: Vil AAA/ AUTHOR/ | PCP: Done.
Her address 10.6.1.1, we want 10.6.1.1

02:24:00: 9% .1 NEPROTO 5- UPDOMN:  Li ne protocol on
Interface Virtual - Accessl, changed state to up

LNS#

A BEHEE — SELACHE TR ERERER

LACH#show debug

CGeneral OCS:
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on
AAA Accounting debugging is on

VPN:
L2X protocol events debugging is on
L2X protocol errors debugging is on
VPDN events debugging is on



VPDN errors debugging is on

L2TP dat a sequenci ng debugging is on
VTEMPLATE

Virtual Tenpl ate debugging is on
Radi us protocol debugging is on

1§ 1 & LLjanedoe@s;j.cisco.com(T & 2janedoe@rtp.cisco.com)iy 3 A , {ELAC RADIUSTE AR
BRAEER R LB,

Feb 7 13:26:48: RADIUS: Received from id 86
171.68.118.101:1645, Access-Reject, len 46

Feb 7 13:26:48: Attribute 18 26 41757468

Feb 7 13:26:48: RADIUS: failed to get
authorization data: authen status = 2

%VPDN-6-AUTHORFAIL: L2F NAS LAC, AAA authorization
failure for Asl user janedoe@sj.cisco.com

LT EERRBIBEEES  BRES —wHIPAEERNER. EREERBRYER , BELE
#Ro

Feb 7 13:32:45: Asl VPDN: Forward to
address 1.1.1.1

Feb 7 13:32:45: Asl VPDN: Forwarding...

Feb 7 13:32:45: Tnl 56 L2TP: Tunnel state
change from idle to wait-ctl-reply

Feb 7 13:32:46: Asl 56/1 L2TP: Discarding data
packet because tunnel is not open

B EEBEREEBERBETHETNER. F£LNSLE , Tusername the_LNS password ABCDE |
E A Tusername the_LNS password garbage. , Bt E & 17 1818 5 55 B K Blo

Feb 7 13:39:35: Tnl 59 L2TP: Tunnel Authentication
fails for the_LNS
Feb 7 13:39:35: Tnl 59 L2TP: Expected
E530DA13B826685C678589250C0BF525
Feb 7 13:39:35: Tnl 59 L2TP: Got
EO9D90E8A91CF1014C91D56F65BDD052
Feb 7 13:39:35: Tnl 59 L2TP: O StopCCN
to the_LNS tnlid 44
Feb 7 13:39:35: Tnl 59 L2TP: Tunnel state
change from wait-ctl-reply to shutting-down
Feb 7 13:39:35: Tnl 59 L2TP: Shutdown tunnel

AeE B — LNSHERER

LNS#show debug

General Cs:
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on
AAA Accounting debugging is on

VPN:
L2X protocol events debugging is on
L2X protocol errors debugging is on



VPDN events debugging is on

VPDN errors debugging is on

L2TP dat a sequenci ng debugging is on
VTEMPLATE:

Virtual Tenpl ate debugging is on
Radi us protocol debugging is on
LNS#

EARGIH | Taccept dialing 12tp virtual-template 1 remote DEFGH, E % "accept dialin 12tp
virtual-template 1 remote junky . LNS#EEBKFIEEDEFGH (B2 "MREBH, ),

Feb 7 13:45:32: L2TP: I SCCRQ from
DEFGH tnl 62

Feb 7 13:45:32: L2X: Never heard of
DEFGH

Feb 7 13:45:32: L2TP: Could not find info
block for DEFGH

LNSEZWREC 8%

10.31.1.9 janedoe@tp.cisco.com1l - start
server=rtp-cherry time=09: 23: 53
dat e=02/ 6/1999 task_i d=0000001C
Sat Feb 6 12:23:53 1999
Client-1d = 10.31.1.9
Cient-Port-Id =1
NAS- Port - Type = Virtual
User-Nane = "janedoe@t p. ci sco. cont
Acct - St atus- Type = Start
Acct - Aut henti ¢ = RADI US
User - Servi ce- Type = Franed- User
Acct - Session-1d = "0000001C'
Fr aned- Pr ot ocol PPP
Acct - Del ay- Ti ne 0

10.31.1.9 janedoe@tp.cisco.com1l - stop
server=rtp-cherry time=09: 24: 46
dat e=02/ 6/1999 task_i d=0000001C

Sat Feb 6 12:24:46 1999
Client-1d = 10.31.1.9
Cient-Port-Id =1
NAS- Port - Type = Virtual
User-Nane = "janedoe@tp. ci sco. cont
Acct - St at us- Type = St op
Acct - Aut henti ¢ = RADI US
User - Servi ce- Type = Franed- User
Acct - Session-1d = "0000001C'
Fr aned- Prot ocol = PPP
Franed- Address = 10.6.1.1
Acct - Term nat e- Cause = Lost-Carrier
Acct -l nput-Cctets = 678
Acct-Qut put-Cctets = 176
Acct - | nput - Packets = 17
Acct - Qut put - Packets = 10
Acct - Sessi on-Time = 53
Acct-Delay-Time = 0

HEEA
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