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* Solect AryConnect Package: ClscoSecuraClientDeskiopWindows 5.0
* Confliguration Name: ArmyConnect Configuration Redirectionlass
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Results
(+) Status Rule Name Conditions Profiles Security Groups Hits  Actions
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n DEVICE: on EQUALS ANl " .
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9 Cisco Secure Client — X

'L'.'_;é',;' Secure Client

Status Overview ISE Posture
Preferences Statistics  Security Products  Scan Summary Message History
AnyConnect VPN
ISE Posture Compliance Information -~
Current Status: Compliant
Acceptable Use Policy: Unknown
Latest Scan Start Time: Mon Apr 3 18:30:15 2023
Missing Requirements: None

Remaining Optional Updates: Mone
Compliance Module Version: 4,3.3335.6146

Connection Information ~

Policy Server: ise30cmexaaa.aaamex.com

Collect diagnostic information for all
installed components.

Diagnostics

BRZ2EFinHHISEAMRBR M MR

2. 7£ISE RADIUSENERF BEH |, AR TEE
- MREEEH

fAAREEE X

REXBARENEEREFTNR

- ECOABIRERASE

Time Status Detalls Repea... Identity Endpoint... Authorization Policy Server Posture Status Authorization Profiles
» v Identity Endpoim 1D Authorization Policy Server Posture Status Authorization Profiles

Apr 03, 2023 07:32:52.3... o o 1] redirectionless 00:50:5.... Posture Lab >> Redirectionless ise30cmexans Compliant i Redirectionless posture

Apr 03, 2023 07:32:40.7... & HACSACLE-IP-... Ise30banamex

Apr 03, 2023 07:32:40.6.., B a redirectioniess 00:50:5... Posture Lab »»> Redirectionless Ise30baaamex NowApplicable I Redirectioniess posture
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3. BN EREE LR & D EFENR AR5 ME . FEZEPolicy Server ( KgfAIR=R ) , MR
CRIBITFERINARFFRE , AR\EEBH/LIGSFN[E,



Overview

Evant 2200 Authentication succeaded
LIS rname Fedirg Lo n eSS

Endpoint id 00:50:56:B3:3E.0F &

Endpoint Prafile Windows 10-\Workstation
Authantication Folicy Fosture Lab >> Default
Authorization Policy Fosture Lab =» Redirectionless
Authorization Result Redirectionless posture

Authentication Details

Source Timestamp 2023=-04=-03 19:32:40.691
Heceived Timeastamp 2023-04-03 19:32:40.691
Event 2200 Authentication sucCeaded
LIsgrmame redirgClEonigss

BB B ShREAR F A Y SRR (R AR 28
fRRIR

ISE 2.64 T 6F12.7# T 3L L WISERRAASRADIUSEE B $#EAE B EMARERPRE/IGEES
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https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html#anc40

1. BE Z Administration > System > Settings > Light Data Distribution , A& EF2Enable
RADIUS Session DirectoryZREV A 2B E A,

Deployment Licensing Certificates Legging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
FIPS Mode

SeciibySetlings RADIUS Session Directory

Alarm Settings

Posture bl

Enable RADIUS Session Directory
Profiling
Protocols >

Endpoint Owner Directory
Endpoint Scripts b
Proxy

SMTP Server

Enable Endpoint Owner Directary

SMS Gateway

System Time

ER! i &
SLESHoR Advanced Settings

API Gateway Settings

Network Success Diagnostics >

DHCP & DNS Services

m
2 - Items 411)
Max Sessions 10 )

Light Data Distribution
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. ALARMS ] O X

Severity Name Occu... Last Occurred
W Queue

- COueue Link Error 2143 A7 mins ago

Last refreshed: 202 3=-04-03 14:45:19

B EAE R E R

4. BEANMRENPSNZBREBER T ERo
o Alarms: Queue Link Error
Description
Thi queus link between twa nodes in the ISE deployment ks down

Suggested Actions

Plaase check and restone connectivity between the nodes. Ensure that the nodes and the ISE Messaging Service ane up and running, Ensure that ISE Messaging Service ponts are not blocked by firewall. Please note that these alams could occur between nodes, when the nodes
are being registened 1o degloyment or manwally-synced from PPAN of whien the nodes are in out-cl-sync state of when the nodes ane getting restared

RowsiPage 100 1 s f12 > > 2143 Total Rows
L3 mefresh Acknowiedge
Cause=
[ Time Stamp Description {tis_alert;” unknown Ca"} Detalls
O Apr 03 2023 21:07:00.977 FM Queue Link Error: M =From lse30cmexaas asamex.com To 15 .anamex.com; Cause={tis_alert.;" unkno...
O Apro03 2023 21:07:00.955 PM Queue Link Error: Mossam{:‘rom ise30baaamex.aaamex.com To ise30Ccmexaan.aaamex cowl:anse-hls_a!uﬂ:' unkno..
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a. & F Administration > System > Certificates > Certificate signing requests.

. % — TGenerate Certificate Signing Requests(CSR). o

c. R FHIEEHIEFEFISE Root CA , A% 1% — T Replace ISE Root CA Certificate
chain,
MRISERCATHA , FEMEIZTEREHE > AICARE , AER—THAR
EREHE K ARIREFCSRILFFHEKBRCA,

d. £ FTRICSRIL{E T HE E B ISEE SR,

e REPBFEEMEHHALEMERESE.

O

AR ENMEREER , BEERIERHERERUAREIHARACAREconnrefedty R E
, WHEERBEEREGBERUBEREECHER,
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MEEEE (HINEEREE M MREMBNSCPURIARNS EHFITE ) TReEEPSNUKMNTEI
R, WEBEFERERUTES

o CiscoZ £ % 5 i i FE# =5 8 Bt M 58 BE a) AR 25 48R B 85 38

- FERBHTHEMEZEZINRESHANSEIZAERRHNRE, EMNE "THL > T8#HEK.
> T$RF, > TR, > TRERR. UREHREK,

- UNTEHANRERSER, ELBREEISEINRESRARLEK,
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MRMEBMEZEEEORENTE  EEERTERMRME. BREURUTHIH :

+ #fECall HomeFEMEAKIPSNE, ERBRBRETR D TR LB o] A RHIRER
PSNEE.,
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ERETE  FUTUTERE:
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Authorization Profiles > Redirectionless-PSN1

Authorization Profile

* N.
e Redirectionless PSN1
Descript
SEEEEE Authorization profile for redirectionless pesture with DACL allowing traffic only to PSN1, DNS and DHCP
#
* Access Type =
ACCESS_ACCEPT v
Network Device Profile &% Cisco v @
Service Template O
Track Movement O
Agentless Posture Oo®
Passive Identity Tracking [ (&)
v Common Tasks
DACL Name redirectionless_posture_psnl  ~
[=1=] v =) =
EBEEPSNHEBDACLHRERERER
O Compliant | Sesslon-PostureStatus EQUALS Compllant Compliant access

k DEVICE-Posture EQUALS PosturefiRedirectionless

DEVICE-Location EQUALS All LocationsHUSHWEST
[ ] Redirecticnless PSN1 AND Redirectionless PSN1
k Session-PostureStatus NOT_EQUALS Compliant

@

] Network Access-ISE Host Name EQUALS Ise30Obaaamex.aaamex.com

k DEVICE-Posture EQUALS PostureifRedirectionless

e DEVICE-Location EQUALS All LocationsHUSHWEST
] Redirectionless PSN2 AND Redirectionless PSN2
k Sesslon-PostureStatus NOT_EQUALS Compliant

e Network Access-ISE Host Name EQUALS ise30cmexaaa aaamex.com

E Session-PostureStatus NOT_EQUALS Compliant
[ ] Redirection AND Redirection posture
B DEVICE-Posture EQUALS Posture#fRedirection
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ERFISELBERMNEIRERSE , FEMEERE > Reports > Reports > Endpoints and Users >
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