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nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane pi xfirewal |

fixup protocol ftp 21

fixup protocol http 80




fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

nanes

!--- The ACL to bypass the NAT. You have to know the !--
- IP address of the Client. In this case, it is !---
subnet 65.10.10.0/24. access-list 103 permit ip 10.0.0.0
255.0.0.0 65.10.10.0 255.255.255.0

pager lines 24

no | oggi ng tinestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

no | ogging trap

l ogging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl auto

ntu outside 1500

nmu inside 1500

i p address outside 192.68.0.10 255.255.255.0

i p address inside 10.1.1.3 255.255.255.0

no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 192.68.0.11-192.168.0.15 net mask
255. 255. 255. 0

!--- Binding ACL 103 to the NAT statement in order to !-
-- avoid NAT on the IPSec packet. nat (inside) 0 access-
list 103

nat (inside) 1 0.0.0.0 0.0.0.000

static (inside,outside) 192.68.0.50 10.1.1.50 netnask
255.255.255.255 0 0

conduit pernit icnp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

route outside 0.0.0.0 0.0.0.0 192.68.0.1 1

route inside 10.2.2.0 255.255.255.0 10.1.1.1 1
timeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

!--- The sysopt ipsec pl-compatible command !--- avoids
conduit on the | PSec encrypted traffic. !--- This
conmand needs to be used if you do not use !--- the nat

0 access-list conmand.

sysopt ipsec pl-compatible

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map cisco 1 set transform-set myset
crypto map dyn-map 20 ipsec-isakmp dynamic cisco




map dyn-map interface outside
enable outside

crypto
isakmp
isakmp
10
10
10
10
isakmp policy 10
telnet tinmeout 5
termnal width 80
Crypt ochecksum c687aa0af bldd03abce04c31566b5¢c52
end

[X]

isakmp policy authentication pre-share

isakmp encryption des
hash md5
group 1

lifetime 1000

policy
isakmp policy

isakmp policy

key ciscol23 address 0.0.0.0 netmask 0.0.0.0

VPN% i i

Net work Security policy:
1- TACconn
My ldentity
Connection security: Secure
Renote Party ldentity and addressing
I D Type: | P subnet
10.0.0.0
255.0.0.0
Port all Protocol all
Connect using secure tunnel
I D Type: | P address
192.68.0. 10

Aut henti cation (Phase 1)
Proposal 1
Aut henti cati on nmet hod: pre-shared key
Encryp Al g: DES
Hash Al g: M5
SA life: Unspecified
Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5

Encap: tunnel
SA life: Unspecified
no AH

2- Ot her Connections
Connection security: Non-secure
Local Network Interface
Name: Any
| P Addr:
Port: All

Any
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debugfE$
XX : ¥tidebuglE 28l , BB AR DebugiE T EEZEH.
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- debug crypto ipsec sa — FEREE2FE R IPSecltii i
- debug crypto isakmp sa — F R 1B HISAKMP# R,
- debug crypto engine — B R INZE5E,
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