#EPIX 500R 3 Z < & B EE BIASA 5500% 5 H
HEL S8 E

B &

B

PDEBRYG

FERMREER

BHA T4

1EHl

FERESEH

HEPIXER B8 AR Z< H 4R 217 .x

5 M copy tftp flashin S AERPIXZ £ EE
eEREEXARPIXEEEE

# T E & B Cisco PIX#EX#87.08 11 & Cisco ASAIE R
LB REPIXE R EIASA

FE1FEHER/BLE

FE2ETFTPIFTP T &
HEPIXEX B8 IR 456 . x Pt i FE FH A ASABX BE MR AR 7 .x
SRR — F B S i
EEERTEENMREIIRET

SHEHE

EELCFAIEHE

HUERH (BIFTP ) EETFTE T

#Cisco PIXZ £ % B £ 1% A Cisco Adaptive Security Appliance(ASA)RF | 5% 55 B 48 BR A BE
tHEIEEA

masr

ARIXEN B MAHRPIX 500R I EZ2 K EEBFIASASS00RY B EEZEHE,

BE : PIX 501, PIX 506F1PIX 506EF % EE 8 BB RR A7,
BPIXEBERAASARBEMESLE :

- TEWBEiR
- FBER
ERI AN BN T AHEER

CiscoZ B A TEWBIEIR | UESPIXEEERA/ASARE,
MRETSZRER  TEHERSEZEERAEATERM, B2, PEAREFERNALHES

ETAAFEE, AR ENELERRLRE IRt HEERERER, TRELE LT
K2n , BEERREKEE.



AX : TRERMPIXTIASABBITE | LEMBABERIIFNASARENBRE, kT EAREPIXE
BTHHEHTH. ARFHEEN , F2EBPIX500R 5 L2 & EMNAEEBIIASA 5500% 5 Bi#E
EZeRE,

BERMF
ERAKBER

BT LLPIX 515, 515E, 525, 5357k E7.0k%

ERBRFABEIRAT x2 81 , CiscoBRZBPIXETHRAC2RES A, ENHRIERERETERE.,
A, HERBUTEEERSTEEZETHFERAMER :

PIX®&i RAMEXR
ZR(R) FZR(UR)/EHEREB(FO)
PIX-515 64 MB* 128 MB*
PIX-515 E 64 MB* 128 MB*
PIX-525 128 MB 256 MB
PIX-535 512 MB1 GB

Z% tHshow versionin & , LAfEE BB FEPIX E ZEHRAMK ),
i : PIX515HI515EE B AR B A REEE B R AR

- ATAIRE X PR E32 MBEERBHE Fin A AR El64 MBECREE.
- BREERTZRFIAVFF I EM64 MBEIRE AT AR A A AR E 128 MBRERE.
wF2ETR, BEARELRE LN REATEN IR,

EfZERE FHRfRRA R

FARFTR AR ( ARET ) SPEER BN (ARE)
ZRR) 32 MB PIX-515-MEM-32= 64 MB

JFEZRUR) 32MB PIX-515-MEM-128= 128 MB
EHENR(FO) 64 MB PIX-515-MEM-128= 128 MB

AE : BHRBURRPIX LRENFFAE,
BERA6XB7 XA RBRERN FE-LEFHIH, EXATHRA TSRS 8RR

1. FRTE E A1 B & 78 B conduitzoutbound/apply@i o 7XxTBXEELG S , AEESMH
BREef. EFRAHzA , 3 HAConduit Converter T B E i S B ASRIBE,

2. BRPIXT E# L B BB E I E(PPTP)EMR. HERA7 XEF T X EPPTPK L,

3. M ARBREZH , FAPIXENVPNEREREAHUERE,

4. ERAEUTXE , LRARSAEHN., EEANNEEZRANGS | EREHEARINEKER
AEEITHRA , 520 "Cisco PIXZ2H BT, - Cisco PIX 6. 2%!]6 A EHRE
Cisco PIX%??.OW?&@

5. T EEFHBHTER, HAEBEEAZMESR , BPXZRLEEARI7TxBE—HE
RER , FE—LEHER,

6. #£Cisco Downloads ( ERFMEF ) TH7.x¥E&,

SRR T



http://www.cisco.com/en/US/docs/security/asa/migration/guide/pix2asa.html
http://www.cisco.com/en/US/docs/security/asa/migration/guide/pix2asa.html
http://www.cisco.com/cgi-bin/tablebuild.pl/pix?sort=occ-121.zip
http://www.cisco.com/en/US/docs/security/asa/asa70/pix_upgrade/upgrade/guide/pixupgrd.html
http://www.cisco.com/en/US/docs/security/asa/asa70/pix_upgrade/upgrade/guide/pixupgrd.html
http://www.cisco.com/cgi-bin/tablebuild.pl/pix

AXFHNEARBRIRU T REMBERRA

- ASA 5500 R IR & KB
- PIXZ£%&E515. 515E, 525%1535
- PIXEX BRI #6.3, 7.0
AXFHEARRBBECEREREANEEMEL. XTERASNMERERRDER (FHR
) RHERESREE) . MREHWEREEER  FRALCCEBIMESATREKRNTE.,

"5
AR AR N ESUREE S BE X EANNERA.

FEHERER

BBFHERBE , BUUEANSARERZITEAEE , YEBERPIXN R SERAIASAT T

o

FEHHRPIXEEBIRABASAERERERAEE L IRHERBE, B2 , RBEFEREE , MRL
HAEITZRER | AFERFBER,

ERPIXEBIIASA , X BERUT=ZRESEE :

1. BEPIXERBE AR A FHAR F7 X0
2. A HEBERCisco PIXEEE7. .08 ACisco ASAER .
3. BBPIXE 7.0 EE R FICisco ASA 5500,

HEPIXERBRAR FHAR B7 X
ERRBRNARBRZN , BERUATSR

1. & Hishow running-configsiwrite netis % , #&PIXE Bl B F R XA ERRTFTPREIARES.
2. B Hishow version T ULBREER |, HITIRAM, LbHh |, St SR EMBEFEIIXAER, MR
TEMEREREANKRE , TEEERBRASE,
MBPIXKE AR A HRFE(BIOS)RAIERA.2 , HELEHEA KRS TEPDMAIPIX 5155 PIX
535, RIAZBE TEEEER, TERABIBRE , MF 26 Acopy tip flash5 %, EMRBIOShRA
, BEFREPIX , ERZFESE  TRBREEES.

BIOSIRATEHEF 5 , Hln :

Rebooting. . ..

Cl SCO SYSTEMS PI X FI REWALL

Embedded BIOS Version 4.3.207 01/02/02 16:12:22.73
Conpi | ed by norl ee

64 MB RAM

AR EAHBED X TEEDBRATXHT. PTHNEBHEREEYREEN. BFEE
TXRBRBEREREEN , URRADEARETARE. RE , SREMRFIIRAERER U
BERRTEET AR RERBDHERNEREE.


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

i REABRRKRTXE , BELTEFERARBRA6x npBERARN (MERRKE )  BATER
H7 XEBREBUERE{ERBEAETTRERE. EETREREELALINEE, R2RONE

f5 A copy tftp flaship = AHEPIXZ 2 & B
SERRIELESER |, LAMEE Acopy tftp flash@s & HARPIXo.

1. BEPIXEE ZE M HIIREG ( Hl2pix701.bin ) BREBITFTPRIREZFHR B 8%
2. ERARTRAT , ¥iicopy tftp flashin &

pi xfirewal | >enable
Passwor d:

pi xfirewal | #copy tftp flash

3. W ATFTPRIBRERAVIPH# L,

Address or nanme of renote host [0.0.0.0]?

4. MABRANTFTPARES LAER, ERPIXTEHRETRER,

Source file name [cdisk]?

5. AR R TFTPERE | £ Ayes,
copying tftp://172.18.173.123/pi x701.bin to flash:image
[ yes| no| agai n] ?yes

6. B , RIRERTFTPAEMRBFERIIREIGCIRE. RNEETUHER | B RERKT , BERR
BIFCiBR P E L HIRE | B A MR EHBRE,

Recei ved 5124096 bytes
Erasi ng current inage

Witing 5066808 bytes of inage
R R RN RN RN

I mge installed
pi xfirewal | #

7. EFEAPIXER B US| SR RE&,

pi xfirewal | #reload
Proceed with rel oad? [confirni

Rebooting. . ..

8. PIXIRIEREN7.0B 5 , fEM TR F#RIBTE,
Tl B — £ A copy tftp flashfis & HEPIXE R

pi xfirewal | #copy tftp flash

Address or nanme of renote host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701.bin

copying tftp://172.18.173.123/pi x701.bin to flash:image
[yes| no| agai n] ? yes



Recei ved 5124096 bytes
Erasi ng current inage

Witing 5066808 bytes of inage
RN R RN RN NN RN RN NN

I mage installed

pi xfirewal | #

pi xfirewal | #reload

Proceed with rel oad? [confirni

Reboot i ng. . .

Cl SCO SYSTEMs PI X FI REWALL

Enbedded BI OS Version 4.3.207 01/02/02 16:12:22.73
Conpi | ed by norl ee

128 MB RAM

PCl Devi ce Tabl e.

Bus Dev Func Vendl D DeviD C ass Irq
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 | SA Bridge

00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCl Bridge

00 0D 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Ethernet 10

00 13 00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mn Dec 31 08:34:35 PST 2001
Pl at f orm PI X- 515E
System Fl ash=E28F128J3 @ Oxf ff 00000

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot imediately.

Readi ng 5063168 bytes of image fromflash.

B R A
B R A
128MB RAM

Total NI Cs found: 2

ncwa i 82559 Ethernet at irg 11 MAC: 0009. 4360. ed44

ncwa i 82559 Ethernet at irg 10 MAC: 0009. 4360. ed43

Bl OS Fl ash=an29f 400b @ 0xd8000

ad file systemdetected. Attenpting to save data in flash

!--- This output indicates that the Flash file
!--- system is formatted. The messages are normal. |Initializing flashfs... flashfs[7]: Checking
bl ock 0...Dblock number was (-27642) flashfs[7]: erasing block 0...done. flashfs[7]: Checking
bl ock 1...Dblock number was (-30053) flashfs[7]: erasing block 1...done. flashfs[7]: Checking
bl ock 2...Dblock number was (-1220) flashfs[7]: erasing block 2...done. flashfs[7]: Checking
bl ock 3...Dblock number was (-22934) flashfs[7]: erasing block 3...done. flashfs[7]: Checking
bl ock 4...Dblock nunmber was (2502) flashfs[7]: erasing block 4...done. flashfs[7]: Checking bl ock
. bl ock nunmber was (29877) flashfs[7]: erasing block 5...done. flashfs[7]: Checking bl ock
. bl ock nunmber was (-13768) flashfs[7]: erasing block 6...done. flashfs[7]: Checking bl ock
. bl ock nunmber was (9350) flashfs[7]: erasing block 7...done. flashfs[7]: Checking bl ock
. bl ock nunmber was (-18268) flashfs[7]: erasing block 8...done. flashfs[7]: Checking bl ock
..block nunber was (7921) flashfs[7]: erasing block 9...done. flashfs[7]: Checking bl ock
10... bl ock number was (22821) flashfs[7]: erasing block 10...done. flashfs[7]: Checking bl ock
11... bl ock number was (7787) flashfs[7]: erasing block 11...done. flashfs[7]: Checking bl ock

© N O



12...bl ock number was (15515) flashfs[7]: erasing block 12...done. flashfs[7]: Checking bl ock
13...block number was (20019) flashfs[7]: erasing block 13...done. flashfs[7]: Checking bl ock
14. .. bl ock nunmber was (-25094) flashfs[7]: erasing block 14...done. flashfs[7]: Checking bl ock
15. .. bl ock number was (-7515) flashfs[7]: erasing block 15...done. flashfs[7]: Checking bl ock
16. .. bl ock number was (-10699) flashfs[7]: erasing block 16...done. flashfs[7]: Checking bl ock
17...bl ock number was (6652) flashfs[7]: erasing block 17...done. flashfs[7]: Checking bl ock
18...bl ock number was (-23640) flashfs[7]: erasing block 18...done. flashfs[7]: Checking bl ock
19... bl ock number was (23698) flashfs[7]: erasing block 19...done. flashfs[7]: Checking bl ock
20...block nunber was (-28882) flashfs[7]: erasing block 20...done. flashfs[7]: Checking bl ock
21...block nunber was (2533) flashfs[7]: erasing block 21...done. flashfs[7]: Checking bl ock
22...block nunber was (-966) flashfs[7]: erasing block 22...done. flashfs[7]: Checking bl ock
23...block nunber was (-22888) flashfs[7]: erasing block 23...done. flashfs[7]: Checking bl ock
24. .. bl ock nunber was (-9762) flashfs[7]: erasing block 24...done. flashfs[7]: Checking bl ock
25...block nunber was (9747) flashfs[7]: erasing block 25...done. flashfs[7]: Checking bl ock

26. .. bl ock nunber was (-22855) flashfs[7]: erasing block 26...done. flashfs[7]: Checking bl ock
27...block nunber was (-32551) flashfs[7]: erasing block 27...done. flashfs[7]: Checking bl ock
28...block nunber was (-13355) flashfs[7]: erasing block 28...done. flashfs[7]: Checking bl ock
29...block nunber was (-29894) flashfs[7]: erasing block 29...done. flashfs[7]: Checking bl ock
30...block nunber was (-18595) flashfs[7]: erasing block 30...done. flashfs[7]: Checking bl ock
31...block nunber was (22095) flashfs[7]: erasing block 31...done. flashfs[7]: Checking bl ock
32...block nunber was (1486) flashfs[7]: erasing block 32...done. flashfs[7]: Checking bl ock
33...block nunber was (13559) flashfs[7]: erasing block 33...done. flashfs[7]: Checking bl ock
34...block nunber was (24215) flashfs[7]: erasing block 34...done. flashfs[7]: Checking bl ock
35...block nunber was (21670) flashfs[7]: erasing block 35...done. flashfs[7]: Checking bl ock
36...block nunber was (-24316) flashfs[7]: erasing block 36...done. flashfs[7]: Checking bl ock
37...block nunber was (29271) flashfs[7]: erasing block 37...done. flashfs[7]: Checking bl ock
125. .. bl ock nunber was (0) flashfs[7]: erasing block 125...done. flashfs[7]: inconsistent sector
list, fileid 7, parent_fileid O flashfs[7]: inconsistent sector list, fileid 12, parent_fileid O
flashfs[7]: 5 files, 3 directories flashfs[7]: O orphaned files, O orphaned directories
flashfs[7]: Total bytes: 16128000 flashfs[7]: Bytes used: 5128192 flashfs[7]: Bytes avail abl e:
10999808 flashfs[7]: flashfs fsck took 59 seconds. flashfs[7]: Initialization conplete. Saving
the configuration ! Saving a copy of old configuration as downgrade.cfg ! Saved the activation
key fromthe flash i nage Saved the default firewall node (single) to flash Saving image file as
PIRIRIEE R il Upgrade process conpl ete Need
to burn loader.... Erasing sector 0...[OK] Burning sector 0...[OK] Licensed features for this

pl atform Maxi mum Physical Interfaces : 6 Maximum VLANs : 25 Inside Hosts : Unlimted

Fai |l over : Active/Active VPN-DES : Enabled VPN 3DES-AES : Enabled Cut-through Proxy : Enabled
Guards : Enabled URL Filtering : Enabled Security Contexts : 2 GIP/GPRS : Disabled VPN
Peers : Unlimted This platformhas an Unrestricted (UR) |icense. Encryption hardware device :
VAC (I RE2141 with 2048KB, HW 1.0, CGXROM 1.9, FWB.5) ------mmmmmm oo
-------------------------------- e L L e N e B O B e O R R A NN B B A
C i S C 0 S Y S & € M S oo oo oo oo oo b oo
--- Cisco PI X Security Appliance Software Version 7.0(1) *****xxkkkxskkxkkrrdkkxkkrxkrxx* WArni ng
FrEkkkkkkkkkkxkkkkkkkxkkkxkkkxxkrx This product contains cryptographic features and is subject to
United States and local country | aws governing, inport, export, transfer, and use. Delivery of
Ci sco cryptographic products does not inply third-party authority to inport, export, distribute
or use encryption. Inporters, exporters, distributors and users are responsible for conpliance
with U S and local country laws. By using this product you agree to conply with applicable | aws
and regulations. If you are unable to conply with U S. and local laws, return the enclosed itens
imediately. A sunmary of U.S. |aws governing Cisco cryptographic products may be found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqrg.htm |f you require further assistance pl ease
contact us by sending email to export @i SCO.com *****Fkkxkdkkkkkxkkkxkkrxkkxkkrx* WArni ng

KRk kkkkkkkkkkkkkkkxkkkxkkxxkkx Copyright (c) 1996-2005 by Cisco Systems, Inc. Restricted Rights
Legend Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Conputer Software - Restricted R ghts clause at FAR sec.
52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Conputer Software

cl ause at DFARS sec. 252.227-7013. Cisco Systens, Inc. 170 West Tasnan Drive San Jose,
California 95134-1706 !--- These messages are printed for any deprecated commands. ERROR: This
conmmand is no | onger needed. The LOCAL user database is always enabled. *** Qutput fromconfig
line 50, "aaa-server LOCAL protoco..." ERROR This conmand is no | onger needed. The 'fl oodguard
feature is always enabled. *** Qutput fromconfig line 55, "floodguard enabl e"

Crypt ochecksun{unchanged): 9fa48219 950977b6 dbf6bea9 4dc97255 !--- All current fixups are
converted to the new Modular Policy Framework. |NFO. converting 'fixup protocol dns maximm



length 512" to MPF commands | NFGQ converting 'fixup protocol ftp 21' to MPF commands | NFC
converting 'fixup protocol h323_h225 1720' to MPF commands | NFO converting 'fixup protocol
h323_ras 1718-1719' to MPF conmands I NFO converting 'fixup protocol http 80" to MPF commands
INFO converting 'fixup protocol netbios 137-138 to MPF commands | NFO converting 'fixup
protocol rsh 514' to MPF commands | NFO. converting 'fixup protocol rtsp 554' to MPF commands
INFO converting 'fixup protocol sip 5060° to MPF commands | NFO converting 'fixup protocol

ski nny 2000' to MPF commands | NFO converting 'fixup protocol sntp 25 to MPF conmmands | NFO
converting 'fixup protocol sqglnet 1521' to MPF conmands | NFO converting 'fixup protocol
sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69° to MPF commands | NFO
converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting 'fixup protocol xdntp
177° to MPF conmands Type help or '?" for a list of available conmands. pixfirewall >

5 . #Hishow versionfa T , SAURBPIXREREEIT7 XK,

AE ERTEROIEHBRENTMERR , 555 Hshow startup-config errorsis &, B IXRE
PIX# , WP ERERER,

REDPEXABPIXZLRE
b PNt EN
TRUATHER , EAPIX LR EREN,

1. FRAUTERARESEHEEEERTIPIX LR HEER : 0600 T/M8EEFHY BT BRER
1M=L ERERS

2. ENTBRESENHAPIX. BB , RAKIRTEFEABREAKRESCUH ET R BRI
o BHE1OWNRFERPEEENSIEBRE,

3. IRESCHE = #iXBREAKF T LA A BEf2E . tnREAWindowsi@ ik #& 0% , T LAREsciB = 1%
Ctri+Break A f£i:BREAKF jt. MRBEiBKimfAREETelnetSAFARIPIXHW R HIEE | AIFER
Ctrl+] ( Control +A$Fill ) F e ATelneti TR R, A% % Hsend breakiE®,

4. A& EE Rnoni t or >SIBRo

5. MER 1 EEE X HMRPIX BB o

e E X AARPIX

ERATESR , LEREEEXARPIX,

1. #EPIXEEE — AL HIRER ( Hlapix701.bin ) BWHEE JTFTPﬁH&%ﬁE’J*EEﬁO

2. EAPIXEHERERN, MEREBTHEEMMSITILIRE , B2REAEREN, T8 — B
AERER  BULER "7, #  RETHARENEE,

3. MM ATFTPRIBRESFIERN N EMmST , RRIFBETFTPAREEIN T E. FEFRE Ainterface
1(Inside),

noni t or >interface

X AEEERAT  NEEAREHIXSRENE T, NHRETERAERE, Eit , MR
PXNHEBATEREARE/ETHREE FEERESATKEEFRELABBHHS., LA
,FEOEE  PIXEBEEREREXWRILGigabitZ KiBNHE., X BEHRARIEZC KEENE

4. AL BRIPERNW A HEHNIPHLE,

noni t or >address



5. W ATFTPRIBRZRAYIPH# L,

noni t or >server

6. (FIE ) M AMBER P, MRPIXMNEETFTPRIRSRTER —ME L, AIFEERAbL

o
noni t or >gateway

7. MAEHEANTFTPARSR LHESR, ERPIXTHRERES,

moni tor >file

8. #PIX ping TFTPAIARES AR ERIPIEB M., MRpingk ¥ , FFHAREEE. PIXITEA
TFTP{A ARV IPHEut AR HEREAV 1Pt ( NREFE ), pingL BRI T BEREE,

noni t or >ping

9. I Atftp ARIBTFTP T &,

noni t or >tftp

10. PIX#RETHERAMGT X EBRBE. £5I1EBEFS , BRRABSEENEE BB,
BR , BEATH. ERBEREIBUTESHRLEELSRI1:

EE Sk I R O

* * * %
** ok WARNE NG *** WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG ***  **
* * * %
** ----> Current image running fromRAMonly! <---- * %
* * * %

**  \When the PI X was upgraded in Mnitor npde the boot inmage was not **
** witten to Flash. Please issue "copy tftp: flash:" to | oad and *x

** save a bootable image to Flash. Failure to do so will result in **
** a boot loop the next tine the PIX is rel oaded. *x
* * * %

EE Rk I O R S S O

11. 5|8% , EARABERN LB A E —BREEREIPIX, E—IR , &HHcopy tftp flashin ©. &



12.

ERREREFIRACREERRR. URRETRESR BT RERBAPIXKE HERS
BEE,

pi xfirewal | >enable
pi xfirewal | #copy tftp flash

& . BEW{AIfEAcopy tftp flashin SRR FEMEREA , S BIE Acopy tftp flashds &
BPIXLE L EEERD

£ Fcopy tftp flashin TEEMGE , ARBETH. ROIER — REREXARZPIXRELE
B

noni t or >interface 1

0: i8255X @PCl (bus:0 dev: 13 irq: 10)
1. i8255X @PCI (bus:0 dev:14 irq:7 )
2: 18255X @PCl (bus: 1 dev:0 irg:11)
3: i8255X @PCl (bus:1 dev:1 irq:11)
4: i8255X @PCl (bus:1 dev:2 irq:11)
5: i8255X @PCl (bus:1 dev:3 irq:11)

Using 1: 182559 @PCl(bus:0 dev:14 irq:7 ), MAC. 0050.54ff. 4d81

noni t or >address 10.1.1.2

address 10.1.1.2

noni t or >server 172.18.173.123

server 172.18.173.123

noni t or >gateway 10.1.1.1

gateway 10.1.1.1

nmoni t or >file pix701.bin

file pix701.bin

noni t or >ping 172.18.173.123

Sendi ng 5, 100-byte Oxa0l14 | CMP Echoes to 172.18.173.123, tineout is 4 seconds:
Success rate is 100 percent (5/5)

noni t or >tftp

tftp pi x701. bi n@L72. 18. 173. 123, . . . o
Recei ved 5124096 bytes

Cisco PI X Security Appliance adm n |oader (3.0) #0: Mon Mar 7 17:39: 03 PST 2005
HHHHHBH IR R H B H R H B H R R R R R R R R R R R R R R R R
128MB RAM

Total NI Cs found: 6

ncwa i 82559 Ethernet at irq 10 MAC: 0050. 54ff. 4d80

ncwa i 82559 Ethernet at irq 7 MAC 0050.54ff. 4d81

ncwa i 82558 Ethernet at irq 11 MAC. 00e0. b600. 2014

ncwa i 82558 Ethernet at irq 11 MAC. 00e0. b600. 2015

ncwa i 82558 Ethernet at irq 11 MAC: 00e0. b600. 2016

ncwa i 82558 Ethernet at irq 11 MAC: 00e0. b600. 2017

Bl GS Fl ash=AT29C257 @ Oxf f f d8000

Adfile systemdetected. Attenpting to save data in flash

!I-—— This output indicates that the Flash file

!I-—-- system is formatted. The messages are normal. Initializing flashfs... flashfs[7]:
Checki ng bl ock O...block nunber was (-10627) flashfs[7]: erasing block 0...done.
flashfs[7]: Checking block 1...block nunber was (-14252) flashfs[7]: erasing bl ock
1...done. flashfs[7]: Checking block 2...block nunmber was (-15586) flashfs[7]: erasing

bl ock 2...done. flashfs[7]: Checking block 3...block nunber was (5589) flashfs[7]: erasing
bl ock 3...done. flashfs[7]: Checking block 4...block nunmber was (4680) flashfs[7]: erasing
bl ock 4...done. flashfs[7]: Checking block 5...block nunmber was (-21657) flashfs[7]:
erasing block 5...done. flashfs[7]: Checking block 6...block nunber was (-28397)
flashfs[7]: erasing block 6...done. flashfs[7]: Checking block 7...block nunber was (2198)
flashfs[7]: erasing block 7...done. flashfs[7]: Checking block 8...block nunber was (-
26577) flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block nunber was
(30139) flashfs[7]: erasing block 9...done. flashfs[7]: Checking bl ock 10...block number



was (-17027) flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...bl ock
nunber was (-2608) flashfs[7]: erasing block 11...done. flashfs[7]: Checking bl ock
12...bl ock number was (18180) flashfs[7]: erasing block 12...done. flashfs[7]: Checking
bl ock 13...block number was (0) flashfs[7]: erasing block 13...done. flashfs[7]: Checking
bl ock 14...block nunmber was (29271) flashfs[7]: erasing block 14...done. flashfs[7]:
Checki ng bl ock 15...bl ock nunber was (0) flashfs[7]: erasing block 15...done. flashfs[7]:
Checki ng bl ock 61...block nunber was (0) flashfs[7]: erasing block 61...done. flashfs[7]:
inconsistent sector list, fileid 9, parent _fileid O flashfs[7]: inconsistent sector list,
fileid 10, parent_fileid O flashfs[7]: 9 files, 3 directories flashfs[7]: 0 orphaned
files, O orphaned directories flashfs[7]: Total bytes: 15998976 flashfs[7]: Bytes used:
10240 flashfs[7]: Bytes avail able: 15988736 flashfs[7]: flashfs fsck took 58 seconds.
flashfs[7]: Initialization conplete. Saving the datafile ! Saving a copy of old datafile
for downgrade ! Saving the configuration ! Saving a copy of old configuration as
downgrade.cfg ! Saved the activation key fromthe flash i mage Saved the default firewall
nmode (single) to flash The version of image file in flash is not bootable in the current
version of software. Use the downgrade command first to boot ol der version of software.
The file is being saved as image_ol d. bi n anyway.
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrriiri il upgrade process complete

Need to burn | oader....

Erasing sector 0...[ K]

Burni ng sector 0...[CK]

Erasi ng sector 64...[ ]

Bur ni ng sector 64...[ ]

Li censed features for this platform
Maxi mum Physical Interfaces : 6

Maxi mum VLANs . 25

I nsi de Hosts D Unlimted
Fai | over : ActivelActive
VPN- DES : Enabl ed
VPN- 3DES- AES : Enabl ed
Cut -t hrough Proxy : Enabl ed
Quards : Enabl ed
URL Filtering : Enabl ed
Security Contexts 2

GTP/ GPRS : Disabl ed
VPN Peers D Unlimted

This platformhas an Unrestricted (UR) |icense.

Encryption hardware device : VAC+ (Crypt 05823 revision 0x1)

Cisco PI X Security Appliance Software Version 7.0(1)

E Rk O S O O O \Mrnl ng R I S S S

Thi s product contains cryptographic features and is
subject to United States and | ocal country | aws
governing, inport, export, transfer, and use.
Delivery of Cisco cryptographic products does not
inmply third-party authority to inport, export,
distribute, or use encryption. |nporters, exporters,
di stributors and users are responsible for conpliance
with U S. and local country laws. By using this
product you agree to conply with applicable |aws and
regul ations. If you are unable to comply with U. S.
and |l ocal laws, return the enclosed itens i mediately.



A sunmary of U.S. laws governing Ci sco cryptographic
products may be found at:
http://ww. ci sco. com w / export/crypto/tool/stqgrg. htm

If you require further assistance please contact us by

sending emai|l to export @i sco.com
kkhkkhkhkkkhkkhkhkhkhkkhkkhhkhrhkkhkkhkhhkhkkhkhhkhrkkhhhkkx*k V\ﬁl’nl ng kkhkkhkhkkkhkkhkhkhkhkkhkkhhkhhkkhkkhkhhkhkkhkdhkrxkkhkhkhkkxk

Copyright (c) 1996-2005 by G sco Systens, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Governnment is
subject to restrictions as set forth in subparagraph

(c) of the Conmmercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Conputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Ci sco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

!--- These messages are printed for any deprecated commands. .ERROR This conmand is no
| onger needed. The LOCAL user database is always enabled. *** Qutput fromconfig line 71,

"aaa-server LOCAL protoco..." ERROR This command is no | onger needed. The 'fl oodguard'
feature is always enabled. *** Qutput fromconfig line 76, "floodguard enabl e"
Crypt ochecksun{unchanged): 8c224e32 c17352ad 6f2586c4 6ed92303 !--- All current fixups are

converted to the

!--- new Modular Policy Framework. |NFQ converting 'fixup protocol dns maxi mum | ength
512" to MPF commands | NFO converting 'fixup protocol ftp 21' to MPF comrands | NFCG
converting 'fixup protocol h323_h225 1720 to MPF conmands | NFO. converting 'fixup
protocol h323_ras 1718-1719' to MPF conmands | NFO converting 'fixup protocol http 80" to
MPF comands | NFO converting 'fixup protocol ils 389" to MPF commands | NFO converting
"fixup protocol netbios 137-138" to MPF conmands | NFO converting 'fixup protocol rsh 514’
to MPF commands | NFO converting 'fixup protocol rtsp 554' to MPF commands | NFO
converting 'fixup protocol sip 5060' to MPF commands | NFO converting 'fixup protocol

ski nny 2000' to MPF commands | NFO converting 'fixup protocol sntp 25 to MPF conmands
INFO converting 'fixup protocol sqglnet 1521' to MPF commands | NFG converting 'fixup
protocol sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69' to MPF
conmands | NFOG converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting

"fixup protocol xdncp 177' to MPF commands
kkhkkhkhkkkhkkhhkhkhkhkkhhhhhkkhkhhhhkhdhhhhhkdhhhhkddhhhhhkdhhhddhhhhdhhhkddhrhhhdhrhkdddrhxhhkdhxx*x **%x %% **%x **x%

WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG *** ** ** % %% _._._.> Cyrrent
image running fromRAM only! <---- ** **x *x *x \When the Pl X was upgraded in Mnitor node
the boot image was not ** ** witten to Flash. Please issue "copy tftp: flash:" to | oad
and ** ** save a bootable inmage to Flash. Failure to do so will result in ** ** a boot

|l oop the next tine the PIX is rel oaded. ** ** **
kkhkkhkhkkkhkkhhkhkhkkhkkhhhhkhhkhhhhkhhhhkhhhhhhkddhhrhhhdhohhkddhrhhhdhkhhkddhrrrhdhrxhkrdhrrrhkdhxx* Type help or '?'

for a list of available conmands. pixfirewall> pixfirewall >enable
Passwor d:

pi xfirewal | #
pi xfirewal | #copy tftp flash

Address or nane of renote host []? 172.18.173.123
Source filenane []? pix701.bin

Destination filenane [pix701.bin]?

Accessing tftp://172.18.173.123/pi x70L. bin... . t0rrrrrrrrrrrrrrrrrrrrrrrrrrnd



Witing file flash:/pix701.bin...
SRR NN R NN RN RN RN

5124096 bytes copied in 139.790 secs (36864 bytes/sec)
pi xfirewal | #

N ERE WA Cisco PIXE 7.0 B Cisco ASAKER

ZIBENT —F RERRENERNERCisco PIXKE7 ONEE.

H A Cisco ASANTH M B I EECisco PIXZ £ HETRE , ALt BREE ¥ Cisco PIXELEEITEN
REEHEEHERY FERCisco ASA 5500R R H=E,

TERUATER , LEEPIXEELEXNEER !

1. BERE R ER Cisco PIXEB7.0NEE, Alt , FER ELERTFTP/FTPMAMRSR , i
TR AFEEEREBRIINFRESRT. FERPIXEE LERTFTP/FTPRIMRSS , it
EREEBEATHS
copy startupd™’ config tftp://n.n.n.n/PlX7cfg.txt
copyorst artupd@™’ config ftp://n.n.n.n/PlX7cfqg.txt

2. EfACisco PIXEBE7. 0N B BERAK I LEEITFTP/FTPREIRES ( BB L RER B A {REERS
) &, ERGEERNEFZHRIEMEANXARRESS , UEXPIXEE LN HEREB, Cisco
PIXZ£ £ BN HMmIEROEIn, Cisco ASA5500R 52 EBERBENE/AEENEE TR
. MAXNNMHMIRSREEA0/02I0/3 , EE S E AManagement 0/0, 4GE SSM#&E#E LRI/
HfmiEEE A1/081/3, EIT7.00EAFF I F A Cisco ASA 551088 = E1RIE Z A@E
( 0/0%0/2 ) LAK Al AWV EFE0/0N H. £ Security PlusFF A #YCisco ASA 551012 £ &B
FAREZ AHENHE. Cisco ASA 5520F15540% IU1E F Ik 2 A BEF —EIRE Z KB EIEE
» Cisco ASA 5550 B B8{E T K Z AMBEM1ERE Z KPR, BPXEELN N HEBERA
ASANEER . Flm :

Et hernet 0 ==> Et hernet 0/0
Et hernet1l ==> Et hernet0/1
G gabi t Et hernet 0 ==> G gabi t Et hernet 0/0

ERFEET  FSHANZLRBRTIRBERIORYY "RENHEIBL —,
He e AL PIXE B BIASA

LB | BBEEEACisco PIXEEB7.0MWEE , ENHEHBBEE R , ZHER S LEFICisco ASA
5500% %], #EEACisco PIXEREE7 ORVELEH A |Cisco ASA 5500R Y EEBFMES £,

SERFEIRNSER . FEER/EE EREZE2RTFTP/IFTP R &,

FEILFHER/R L
REPIXEZHIEERE R/ L EEREE !

1. 7E B E 18X AICisco PIXE &7 .0BLE 2 Bl , BiB#EHI1#EZE A ECisco ASA 5500% % i 2% Hiclear
config allis = LUBRRELE


http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/config.html

ASA#config t
ASA(config)#clear config all

2. BEERRI R FRIASARFIE  REMEFERE, & : £FRKAEz  FREMBHRER

no shutdown#REE,
BE2:RTFTP/IFTP TR

E_RBAEERRTFTPFTPERE THE M Cisco PIXEEE7.0WEE, HRAKSE  HREEECisco
ASAS500RFIEXEBE FEEEENMEUETTFTP/FTPTE :

1. TEASARHIBR AT &S
ASA#config t
ASA(config)#interface management 0
ASA(config)#nameif management
ASA(config)#ip add

EE . ( EUEE )route management <ip> <mask> <next-hop>

2 REEENEH , THUSPIXEE TREIASA

ASA (Config)#copy tftp://

3. AR AR,
#&PIXER B A 2-6. X [ P8 F IRAS AR B AR 257 .

HEPIX 6.286. 3 EER AFMASAZ S HER —EF HiBE. ASAPIXEEEFEEEHHRPIX 6.x58
SELACELASATE AW S EABIASAEEH, BB TME EHE LGS | Hlilaccess-listin &
o FEIEMAEPIX 6.2806.3El BEFTAASAE EH TR LR |, URAERBEFTSHE,

X : Cisco CLI Analyzer(ZHt EFMEFEA)TARKBELER X BENBRE WS (HliNapply,
outbound=conduit) Bt A HEMNFRIEE. BRENBEREENKESE, LARTERETTER
T EEE,

X AREIFASAEENBREEARIFPIXEENBETRRH.,. EREHAPIXERARBIASASTE
ASA £ RS E S

HEHR — FRERESR
SR EREERADRE

. £ Fcopy tftp flash 77 =2 A RPIXAE EFAE R , CHREEFEUETMEIRES -

Cisco Secure PIX Firewall BIOS (4.0) #O:
Thu Mar 2 22:59:20 PST 2000


http://cway.cisco.com/go/sa/
http://tools.cisco.com/RPF/register/register.do

Pl at f orm Pl X-515
Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt flash boot.
Use SPACE to begin flash boot imediately.
Readi ng 5063168 bytes of image from flash

£ Fcopy tftp flashdn & & E AR AR AR A4 20 BIOSHRAIPIXE B, BANAFAERERSE
BHETHIR
EPIXET7 XU EFHREB R , CHERELERREIREF -

Rebooting. . ..

Cisco Secure PIX Firewall BIGCS (4.0) #0: Thu Mar 2 22:59:20 PST 2000
Pl atform Pl X-515
Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt flash boot.
Use SPACE to begin flash boot imediately.
Readi ng 115200 bytes of inmage from fl ash.

Pl X Fl ash Load Hel per

Initializing flashfs...

flashfs[0]: 10 files, 4 directories

flashfs[0]: O orphaned files, 0O orphaned directories
flashfs[0]: Total bytes: 15998976

flashfs[0]: Bytes used: 1975808

flashfs[0]: Bytes avail able: 14023168

flashfs[0]: Initialization conplete

Unabl e to | ocate boot image configuration
Booting first image in flash

No bootable image in flash. Please download
an image from a network server in the monitor mode

Failed to find an image to boot

MEPIXMREREXFARE7.0, B7.0GEE —IREIEB7.0RRBEENERIIREFELERH
, IEPIXEFBAR , CEEREEFMEBREY, STERREREXEHRIALR. BB
#% , LA Acopy tftp flash 5 EB R ERMRE,

HBUHR

5 Fcopy tftp flash 7 2T H R , BEFELUTHERER

pi xfirewal | #copy tftp flash

Address or nanme of renmote host [0.0.0.0]? 172.18.173. 123
Source file name [cdisk]? pix701.bin

copying tftp://172.18.173.123/pi x701.bin to flash:imge
[yes| nojagain]? vy

| A T 1 A I T A A A I

Recei ved 5124096 bytes

Erasing current image

Insufficient flash space available for this request:

Size info: request: 5066808 current: 1966136 delta: 3100672 free: 2752512
I mage not installed

pi xfirewal | #



& 1 A copy tftp flash5 32 FHk B L E£PDMBIPIX 5158 PIX 53585 | BE SR RILHEE,

8 B AR 5 R T R A SR LB 2

BB DT FIERE

AEPIXTES xFHRE7 x1& , REBMETREIERER,

show startup-config errorsir SV HAEE R 7T BB EE M HIRWEMEERR. BREPIXE | B
TERRER. REELHERYERABREM,

RER (HIMFTP ) MEERTH

B, KERK (HIWFTP ) EAMBEEER T/,

ABBEABMAHELBHENRE, MAMERENRE, Atk , FHEMNFTEIRREEERER
BRAFTEREELERNRERE,

ERMERBNFRER  F2RENZ2REnDIEREER7.ORTH "EAKAEREGER
EJ _Eﬁo

#Cisco PIXZ £ 85l &% A Cisco Adaptive Security Appliance(ASA)& , =B
HBPR e

NREABNEEELSEEASASRERPIXZL RERB LS BMRERE , BEALED.

BB PIXMEMBEE ik 3% BB BEPIXE /A EE A EIPib 1k 48 [F #Y Outside interface IPith it B ASAE
R L BREASRMAREGEOutside interface IP Address¥ FE /Y PIXAImac-address.
It , BEEEELXERAEIXLOASA, ATHEASAEE Ik, X EFRLEFKRBEE ENARPER
, MEEEETH/IEEN mactt it R B . MREFTEFEHAASABBRPIXEEZARPIRE , ©HHR
InternetE AR A E, ARP{X B BRRAEHISPEEKRIFTHKo

MRS

. Cisco PIX 500R 5 Z £ %R — i/
. B iz BB 4 - Cisco Systems



http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/config.html
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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