HEIBPIX 5. 2R ERRAZNTHEAESHRE. B
HEA R

B &

&I

DERY

ERxH

Bl

B, RENGIR
FREFBEBERE REFEINER
FE B

ESmETE

8B Bl 2=

FARERERE — ESEE

A fil EARADIUSIEE ( 5.3 ESIRA )
PIX 5 17 52 58 54 = 1
B

FAREREE — S RBNTE
PIXHL & — #Ti8 T

PIX & {7 B 55 01 4% # 38 5 7= 51
MiFEUEE T8

PIXEL &

Al AR B Fl B AR =R
6.2MR TR IR E A E A THEHEIEE
B IR

PIXHL & — #TiE R

50 R 7= 45

fFf Fexcludefn &
BEAESFEENREEAFEHE
FEHENE
FUREREAEFINAR
BEERFHEETEE
A AT B8 8
EBEHTTPH 4

E#Telnet

E#ETelnetEA

E#ETelnetH vk
E#ETelnets A

ERIERE




8% Bl &
BRHTTP, FTP#MTelnet A2 HNAAASIE

TACACS+EC R 5T 85 & 51

DMZ L8 & 13 B 3%

AR B 7=

2o PIXEE
BITACRHIRFEWENEN
T

RADIUSFITACACS+5 17 B2 3% A1 @i Cisco Secure PIXBF KB AFTP, TelnetMHTTPER TR . ¥
HAKEANBGENSNRBEEERALE TE, XETACACS+Z#E, TXERADIUSEE,
PIX 525 1 ERTE. REMEIRAAAERHRA LN EXRTHEAAGBEFESE , AARFIHER
SEFE , FRESHBEMLEER, EPIXS53RESHRAR , SHRE. REMIIIRAAAEEHK
SRR A LAY 8L ERADIUSIE R ATELE/ .

BIEE : PIX6xTLAE BB RERITICIR , B4 B Wit APIXH 7 E R R TR,

B R

BXR
AR ERE TR
BRA T
AERPFNEARRBUTRERAE

- Cisco Secure PIXFy K 52X B i 2<5.2.0.205#15.2.0.207
AXHHNEARRBREERTRBANKEMEYL, XHEAINMEREEREER (AR
) WABREREAE), WRERVEREEER K FREECECEBIMETHRERNTE,
& MRETPIXASARBMA7T XREGHRA , F2REEAAARRSEMA M ERIE,
4l
WEXHEHINFREN , FSEER MR REH.
e, KR
LT REE., RENGCIRNERE

- BOREBRERE,

- RERERAENTHRAE,
- RERE , BOBREER.
- REF BT BREEY


//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/aaa.html
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

- FRIRRE A EHITHRE
{65 7R & 3% 18 BA U B8/ R B BN SR
EEAEERRABIAS (RZPR ) LB S HRB/IRMEBRK -

- Telnet — EAERIFERAEEBRETEHR , RAERFBREH. WREPIX/FARSELKETS G
BE (NMRE)  AEEXIHERTERAERAEAEEBANER.

-FTP —EREEIHAFRAEEBRER. FAEZEEWA T
local_username@remote_username. EAEHAERZRE WA "
local_password@remote_password {fEAZ . PIX#& "local_usernames 1 T
local_password ; EiAE|AbZ 2 FREE. WREPIX/RREFLAINETEHERE (FRE
) , Bl "remote_username. # "remote_password A {EIEZE| B ZFTP{RARES.

-HTTP — BBHB+IHER—ERREAEERITIBBNRE, MRSFHRFE (FRE ) K
, AIEAERBHXEEEERER, Bk, SR SRNEAEEBAZH. WRPIXEL
FREEHTTPERER , B2 X EHEK , AIEER LEBBRES "HE, REWPIXEAE
ZBNBBRETEMIORIE. PXKERBSED S ORIBAMRSE. PIXREBFN/S RS
FRBERTHBER, WRTelnetMFTPELF TIEE ) I, BHTTPEKLRIE , ERERR,

o v

- EFEBAAAERRENRESS , FRAPXEEI LS., NMREERERBENREZIEL
BERE , AICBREEELIEERE.
- EPIXH A EE B %, % HHlogging console debugin & LA A A Stk 41 EAR ., F¥E
RAEAERENRKLEAAFEHERS. #Hlogging monitor debug 50 #%
TelnetfEZEPEER . AILAfE Alogging buffered debugging , A% #1Tshow loggingdi . B
#5%1E AT LUEE B R B 55 A PR 25 0 E AR AR
. BAR(TACACS+E5RADIUSRAREFHI T

ESHRE
L B



99 99 99 2 99 99993

—_—

17218124 157
Inside

17215124 114

==

TACACS+ or
RADIUS
Server

17218124111

Cisco Secure UNIX TACACS{AIfRES &

User = cse {
password = cl ear "cse"
default service = permt

}
Cisco Secure UNIX RADIUS{A R 288 B

BiEE . FEBYSMRGUI , #SPIX IPH 1 1€ 88 5718 B4R 55 R A R 2S(NAS) B E e,

user=bill {
radi us=Ci sco {
check_itens= {
2="f 00"



}
reply_attributes= {

6=6
}
}
}

CiscoZ £ Windows RADIUS

F LT HEBBER E Cisco Secure Windows RADIUSA BRES .
1. #£User SetupZB 0 EHU RS
2. #£Group Setup# 4 , #% B4 6(Service-Type)i& E ALoginZAdministrative.
3. EGUIHYNASEL B 2B 75 #i8PIX IPHb L,

Cisco®£Windows TACACS+

{F & EUser Setup ( FHERTE ) P2 WBZE,

Livingston RADIUS{d B 85 &t i

BRE :  ASPIX IPit it 7 & SR 48 B clientiE .,

- bill Password="foo" User-Service-Type = Shell-User
{R{ERADIUSfA] Bk 2R &
BYRE : AGPIX IPit it R & 3% 18 B clientiE 2.

- bill Password="foo" Service-Type = Shell-User

TACACS+%: St &k 18 {7 AR 25 Fid B

key = "cisco"

user = cse {

login = cleartext "cse"
default service = permt

}
PIX¥IBER — ESHRE

PIX¥1REE — E50RE

Pl X Version 5.2(0)205

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd OnTr BUGLTpOednkr encrypted

host nane pi xfirewal

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514




fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

nanes

!

!--- These lines are necessary !--- 1f the new feature
in 5.2 is used to define which !--- target/source IP
addresses are to be authenticated. access-list 101
permit tcp any any eq telnet

access-list 101 permit tcp any any eq ftp
access-list 101 permit tcp any any eq www

]

pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl 10baset

nmtu outside 1500

nmu inside 1500

i p address outside 99.99.99.1 255.255.255.0

i p address inside 172.18.124.157 255. 255. 255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 99.99.99.10-99.99.99.20 net mask
255. 255. 255. 0

nat (inside) 1 172.18.124.0 255.255.255.0 0 0

static (inside,outside) 99.99.99.99 172.18.124.114
net mask 255.255.255.255 0 0

conduit pernit tcp any any

conduit pernit udp any any

conduit pernit icnp any any

route inside 172.18.0.0 255.255.0.0 172.18.124.1 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h323 0: 05: 00

si p 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

]
!--- For the purposes of illustration, the TACACS+
process 1is used !--- to authenticate inbound users and
RADIUS is used to authenticate outbhound users. aaa-
server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 172.18.124.111
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 172.18.124.111

cisco timeout 5
|




!--- The next six statements are used to authenticate
all inbound !--- and outbound FTP, Telnet, and HTTP
traffic. aaa authentication include ftp outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include telnet outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http outside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include telnet inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include ftp inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
!
!-—— OR the new 5.2 feature allows these two statements
in !--- conjunction with access-1list 101 to replace the
previous six statements. !--- Note: Do not mix the old
and new ver bi age.

aaa authentication match 101 outside AuthInbound

aaa authentication match 101 inside AuthOutbound

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

no sysopt route dnat

i sakmp identity hostnane

telnet tinmeout 5

ssh timeout 5

terminal wdth 80

Crypt ochecksum 5882f 514247589d784a0d74c800907b8
end

BHRADIUSIE ( 5.3 ERARZA )

HEERADIUSAI RS FIRADIUSERIET T 21645/1646 ( BHE £1812/1813 ) . HPIX53RES
MR e | ATLAGE A LT an S ASRADIUS B 17 B 8 M SC IR B i A BRTE SR 1645/1646 2 ShHY ELAth 18 -

aaa-server radius-authport #
aaa-server radius-acctport #

PIX & 15 B8 58 58 55 R B

EREMMBEMBAERNEN , F2EARTSE. LT 2M1A99.99.99. 20 F & [
172.18.124.114(99.99.99) AZ 2 REMEH , R 2R, BAREBIBTACACSER , MELR
Ei#EBRADIUSE: &,

RIS HBRE — TACACS+ ( AM)




109001: Auth start for user '???" from 99.99.99.2/11003 to 172.18.124.114/23
109011: Authen Session Start: user 'cse', sid 2
109005: Authentication succeeded for user 'cse' from 172.18.124.114/23
to 99.99. 99.2/11003 on interface outside
302001: Built inbound TCP connection 4 for faddr 99.99.99.2/11003
gaddr 99.99.99 .99/23 laddr 172.18.124.114/23 (cse)

ﬁggg%ﬁﬁlﬁﬁﬁ%  SBRE A — TACACS+ (AY ), FHEET "#HR . BHEBX
X "

109001: Auth start for user '???" from 99.99.99.2/11004 to 172.18.1 24.114/ 23
109006: Authentication failed for user '' from 172.18.124. 114/ 23
to 99.99.99.2/1 1004 on interface outside

FRIBRESEEEBPDGEFE — TACACS+ (AM ), BHEREI—XEHEEE , IPIXETERE
B (MHETelnett ), FAEEE "#HR . BHBAESEIE, "

109001: Auth start for user '???" from 99.99.99.2/11005 to 172.18.124.114/23
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109006: Authentication failed for user '' from 172.18.124.114/23
to 99.99.99.2/1 1005 on interface outside

BiE®E — RADIUS (i)

109001: Auth start for user '???" from 172.18.124.114/35931 to 99.99.99. 2/ 23

109011: Aut hen Session Start: user 'bill', Sid 0

109005: Authentication succeeded for user '"bill' from 172.18.124. 114/ 35931
to 99 .99.99.2/23 on interface inside

SHRBER (EHERBENRE ) —RADIUS (Hh ), FREFIFEHAERBRER  RER
BRER  F-ENEB N ELWH . MRAK  HS0 THER  SHSARERE, "

109001: Auth start for user '???" from 172.18.124.114/35932 to 99.99. 99. 2/ 23
109002: Auth from 172.18.124.114/35932 to 99.99.99.2/23 failed

(server 172.18.12 4.111 failed) on interface inside
109006: Authentication failed for user '' from 172.18.124. 114/ 35932

to 99.99.99. 2/23 on interface inside

AR gRping{B TR B, [RIEERMEpingil , RESM/TFIKRFIE — FTRHEPIXIER —
RADIUS (¥ ), FRAELXEIEAEEE  BEIEE . REHT "RADIUS{HRER KM
BEERT TR BHSARBAE, "

109001: Auth start for user '???" from 172.18.124.114/35933 to 99.99.99. 2/ 23
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside
109006: Authentication failed for user '' from 172.18.124. 114/ 35933
to 99.99.99. 2/23 on interface inside



RERERE

NMREFLEATIERBEHRBNEAEBBPIXHITAERE (HTTP, FTPMTelnet) , BI&
PREREANT  FTEERE, BR A WREFEAFELEFHENELERE FENREEREH
BELUEE  AIFERE. RADIUSEREHEBPIXHREEM, EURFP , TACACS+EREEN

o

MRESHRFER , Y ARERR , PXEEEAEEEITHHSEER@ARET. Hln, http
1.2.3.41 o TEPIXHI5.2MRH , TACACS+REHEEFEEFERLSHER , UEHERAENENMNE,

MREAHTTP ( EFREIMNRAY ) BERRE , FEAZE N Websensez EHWEE , R AE @R ITEE
A REIP#hu BB EEIEE,

fARRERERTE — S RT R

Cisco Secure UNIX TACACSfi RS B

user = can_only_do_telnet {
password = clear "**xx*kxxkxn
service = shell {

cnd = telnet {

permt .*

}

}

}

user = can_only_do_ftp {
password = cl ear "**x*Fxxxn
service = shell {

cmd = ftp {

permt .*

}

}

}

user = httponly {

paSSV\Drd = clear "xFErExEA"
service = shell {

cmd = http {

permt .*

}

}

}

Cisco&Z£Windows TACACS+

SER AT HERLLER E Cisco Secure Windows TACACS+fR R 28,

1. & — T 5 E K EB#YDeny unmatched 10S commands.

2. % —T TAdd/Edit New Command(FTP, HTTP, Telnet)y . #lf , IR E i TelnetF4HEE
uhEE( Ttelnet 1.2.3.41 ) , v =2telnet, 5IER 1.2.3.4, EE "command=telnet, # , 75|
BB HIEE Tpermity IPHbiE (70, "permit1.2.3.4, )., MREARFFMETelnet , Zip
1 Atelnet , 1832 — T Allow all unlisted arguments, A#%Z—TERWMBH S

3. HIBEAKMNGS (HliTelnet, HTTPHIFTP ) FITH 2,



4. 3BIGUIFE "NASELE ) B0 #EPIX IPibit,

TACACS+£ & 5 8 {r B BS i (R

user = can_only_do_telnet {
login = cleartext "tel netonly"
cmd = telnet {
permt .*
}
}

user = httponly {
login = cleartext "httponly"

cmd = http {
permt .*

}

}

user = can_only_do_ftp {
login = cleartext "ftponly"
cmd = ftp {
permt .*

}

}
PIXEL ik — T2

MERERENGT

aaa authorization include telnet outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound

aaa authorization include http outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

aaa authorization include ftp outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

A5 2N AR RN E LN ERNAHRBFEI01 —BERIIN=ZEFTY. FERRTEES—
o

o

aaa authorization match 101 outside AuthInbound

PIX & {7 B8 58 1 35 Al 58 &5 7

SRR BMR ) — TACACS+

109001: Auth start for user '???" from
99.99.99.2/11010 to 172.18.124.114/ 23

109011: Authen Session Start: user 'cse', Sid 3

109005: Aut hentication succeeded for user
‘cse' from 172.18.124.114/23 to 99.99.99.2/11010
on interface outside



109011: Authen Session Start: user 'cse', Sid 3

109007: Authorization permtted for user 'cse
from99.99.99.2/11010 to 172.18.1 24.114/23
on interface outside

302001: Built inbound TCP connection 2 for faddr
99.99.99. 2/11010 gaddr 99.99.99.99/23 | addr
172.18.124. 114/ 23 (cse)

SOREBRY  BREAR — TACACS+, FHEEREIME #ER . FESE,

109001: Auth start for user '???" from
99.99.99.2/11011 to 172.18.124.114/23

109011: Authen Session Start: user 'httponly', Sid 4

109005: Aut hentication succeeded for user 'httponly
from 172.18.124.114/23 to 9 9.99.99.2/11011
on interface outside

109008: Aut hori zation denied for user 'httponly
from 172.18.124. 114/ 23 to 99.99.99.2/11011
on interface outside

MEFEUBE ThRE

HEPIXEREMAS 2R EGRASD , ERPIXLWFHBBEE. RBAKSZ LNEAEREEERZEE
AEfl. TACACS+EEREMRME, RADIUSEEREFE., HAFA|H , TACACS+HVE HEE
RECEE., EPIXELEREHRBE.

EE : EPIXMRAG.0.1RESHAS | MMREAEHRADIUS , AIEBEZEIETF RADIUSEB 4
11(Filter-Id)[CSCdt50422] i AR B ERBHRFBEE, EAHID , BENMEBER115, MTA2H
THEMMEESEDN Tacl=115, B8,

PIXE R

access-list 115 permit tcp any host 99.99.99.2 eq telnet
access-list 115 permit tcp any host 99.99.99.2 eq www
access-list 115 permit tcp any host 99.99.99.2 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq www
access-list 115 deny tcp any host 99.99.99.3 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq telnet

e Bl 25 g (O 0 5
&t 1 2. 1RAMTACACS+R BB LA "acl) HF.

Cisco Secure UNIX TACACS+{a R ES &L B

user = pixa{
paSSV\Drd = clear "*rFrkkkEkxn
servi ce=shel |l {
set acl =115
}
}

Cisco®£Windows TACACS+




ATEPIXFIERELUZEEHERAEFERFBBEENNE |, i3 EFshell/lexec , i Access control
listiE , WIEBEHF ( EBPIX LW REEREICE ) o

CiscoZ£UNIX RADIUS

user = pixa{
paSSV\Drd = clear "xFErExEA"
radi us=Ci sco {
reply_attributes= {
9, 1="acl =115"
}
}
}

CiscoZ £ Windows RADIUS

RADIUS/Cisco2 # ER Bll, £Cisco/RADIUSEFHER , Tpixa, FHAEZEFEAERTE. £,
BEM Tacl=115, , HAFER009\001 AVE S ( S ERHERS ) .

B

BEERFESR Tacl=115, WHIEFERE pixas BEMNZE, FAKRFGacl=115EEZ
PIX , PIX#SERUTER :

pi xfirewal | #show uauth

Current Most Seen
Aut henti cat ed Users 1 2
Aut hen I n Progress 0 2

user 'pixa' at 172.18.124.114, authenticated
access-list 115
absol ute timeout: 0:05:00
inactivity tineout: 0:00:00

FAE Tpixas ERBI1E99.99.99.3 ( HEr99.99.99 2 MM EMIPHIHE , RAEFEERBESdeny ) B
,FREGEEINATER :

Error: acl authorization denied

6. 21 H By B2 65 F3 & 7] T MELEEE

FEPIXBr XAV R BB MR A6 2R ESIRA A |, SRR RARER(ACS) LERFEEE , WEESHER
HERTHRIIPIX, EEEARRADIUSEABE. EFEPIXAE LEESEBFE, HEREANS
BERE,

HERHRAT , SABEREPIXEEEN. FOBER  ACSKHHRIBERBUEEIIPIX, A
AFFACSH FH BB EEEMIETIPIX,

AR NRBAEHEER | AFSERuauthREAERETETSORE. BRATHFEFE.

ACSERTE

# — T Group Setupifi##RADIUS(Cisco IOS/PIX)S& B BI LA EFEAEIRE, AEAESEFEH
EEB (EXRHIFAEH "cses ) MZETE, & "BMH, EEH , #ZFRE[009\001] vendor-av-pairft) i



H, ERHBEBE , MUATRAFRR :

] vt s ure Ad % B Winsloses SIHE ST - M rasal lidermet Espalone .-lm_"'l
Fe EdE Wew Fawosbes Took Help | madek ey I TG L 21 TS

in = e«
wpak + = - (P[] A Quewt ifeotes Joooy e B B

Eagea Sraremn Em Eet“p

E

; = * Liroup Setlings
F i s Diel e wl T reess St
B [0 1 ] cseo-av-pas o Callbach
@I ip:inacif=parmic top any any 2 s Nevwerk Accoss Rewiriciions
s S e S
e | * Enahle ('ptions
o o . # Tokem Card Settings
[ [0 ] caeo-hI23-credil-mmount « Password Aging Hules
| + P Assignmneni
g « Damlosdable ACLs
™ (0P 102] caeo-hil3-credit-
(O0PAIGE] cw — « TACAUS+ Settings
| » TACACSE* Shell Command Auwtharization
e [ [OOA10F] csco-hId3-retum-code + IACACSY Unknown Services
| « [ETF RADIUS Jumh.l"
- IUE ri %
' |
T [O0RN0S] caee-h3d3-day- and-me Croup Settings

[ [003106] ciseo-h323-redirect - To enable admrsstrators 1o tabor what ssthonzahons me

dplayed for & conbguration end 1o senplfy the
| mierince, Cuco Seoae ACS duplays only the
™ [OOSR I0T] claco-hi23-prefemed-lag = edormabion for the cavent confpaation. Specibe Group
I Ehh'li*ﬂlm I : i | e £ '\-r..ﬁgwa‘h.n ’-:l'-l'.l-‘.]hi'..::|r.l':|]-r--l--|-i.
attribages are dinplayed o Group Setep only @ the
frlnigme recrpnitance e :l

B D i e

PIXFIR : B SAREN TR EEE

- EAFTenetIEEHMKE,

pi x# 305011: Built dynam c TCP translation frominside
172.16.171. 33/ 11063 to outside:172.16.171. 201/ 1049

109001: Auth start for user '???" from 172.16.171. 33/ 11063
to 172.16.171. 202/ 23

109011: Authen Session Start: user 'cse', sid 10

109005: Aut hentication succeeded for user 'cse
from172.16.171. 33/ 11063
to 172.16.171.202/23 on interface inside

302013: Built outbound TCP connection 123 for outside
172.16.171. 202/ 23 (172.16.171.202/23) to inside:
172.16.171. 33/ 11063 (172.16.171. 201/ 1049) (cse)

show uvauth@s S HE

pi x#show uauth

Current Mst Seen

Aut henticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-1ist AAA-user-cse

absol ute timeout: 0:05:00

inactivity tineout: 0:00:00

show access-listér 5 HY & H o
pi x#show access-list
access-|ist AAA-user-cse; 2 elenents



access-list AAA-user-cse pernmit tcp any any eq telnet (hitcnt=1)
access-1ist AAA-user-cse deny ip any any (hitcnt=0)

. EEBTelneti AFEHMTE,

pi x# 305011: Built dynam c TCP translation frominside:
172.16.171. 33/ 11064 to outside:172.16.171.201/ 1050

109001: Auth start for user '???" from 172.16.171.33/11064 to
172.16. 171. 202/ 23

109011: Authen Session Start: user 'cse', sid 11

109005: Aut hentication succeeded for user 'cse
from172.16.171. 33/ 11064
to 172.16.171.202/23 on interface inside

109015: Aut hori zation denied (acl= AAA-user-cse) for user 'cse

from172.16.171. 33/ 11064 to 172.16.171.202/23 on interface inside

show uvauth@ S HIE H

pi x#show uauth

Current Most Seen

Aut henticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute tinmeout: 0:05:00

inactivity tineout: 0:00:00

show access-listdr BV E i,

pi x#show access-list

access-|ist AAA-user-cse; 2 elenents

access-list AAA-user-cse deny tcp any any eq telnet (hitcnt=1)
access-list AAA-user-cse permt ip any any (hitcnt=0)

fEFAACS 3.0 E SR E T T MEHFAEE

EACSRA3.0% , AMEBERRTA A LM ARV AHERERRIL S5 EEA B REERERE
B, BENREBAUEMERENEAESNE-EERA. ERNETASEEAEREMRNGREE
&K,

AR NRBEREER |, BuauthTEERIEEIPIX, EREHEYRS K SFEEEFEN. B2
, MAEMBBENER , YEXTEHIBBEE.

ERAARLBHER

ERAAAREERE , SERAUA TSR,

1. #—T TlInterface Configuration. .

2. REMAEHRT FRACLA/S LT TFRACL,

3. #&— T Shared Profile Components. #— T "User-Level Downloadable ACLs. -

4. ER A THACL,

5. #— T Group Setup, #EDownloadable ACLsT , #PIXFER/BE D ELEI 2 SR S MV RH B EE

o
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T T — Ao mtp aba
i rie=

e e =

PIXFEES - {F F 3t I 0 (B A SR 9 45 S0 B 3 B 58 A T S A9 B PR B

. E R TelnetE B HMTRE,
pi x# 305011:
172.16.171. 33/ 11065

109001: Auth start for user '???
172. 16. 171. 202/ 23

109011: Authen Session Start: user

109005: Aut hentication succeeded for

172.16.171. 33/ 11065
302013: Built outbound

'cse',

user

sid 12

cse

from

172.16.171. 202/ 23 (172.16.171.202/23) to inside:
172.16.171. 33/ 11065 (172.16.171. 201/ 1051) (cse)

show vauthds S HYE H .

pi x#show uauth

Current Mst Seen

Aut henticated Users 1 1
Authen In Progress 0 1

user 'cse' at 172.16.171. 33,

aut hent i cat ed

access-|ist #ACSACL#- Pl X-cse_access_|ist-3cff1lbb3

absol ute tineout: 0:05:00
inactivity tineout: 0:00:00
pi x# 111009: User 'enable_15
pi x#

show access-listdr B #i

pi x#show access-list

execut ed cnd:

Built dynamic TCP translation frominside
to outside:172.16.171.201/1051
from172.16.171. 33/11065 to

to 172.16.171. 202/ 23 on interface inside
TCP connection 124 for outside

show uaut h

access-|ist #ACSACL#- Pl X-cse_access_list-3cfflbb3; 2 elenents
access-|ist #ACSACL#- Pl X-cse_access_l i st-3cff1bb3

permt tcp any any eq telnet (hitcnt=1)

access-|ist #ACSACL#- Pl X-cse_access_list-3cff1bb3

deny ip any any (hitcnt=0)




pi x# 111009: User 'enabl e_15' executed cnd: show access-li st

- EEBTelnet AFHMFE,

pi x# 305011: Built dynam c TCP translation frominside
172.16. 171. 33/ 11066 to outside: 172.16.171. 201/ 1052

109001: Auth start for user '???" from 172.16.171.33/11066 to
172.16. 171. 202/ 23

109011: Aut hen Session Start: user 'cse', sid 13

109005: Aut hentication succeeded for user 'cse
from 172. 16. 171. 33/ 11066
to 172.16.171.202/23 on interface inside

109015: Aut hori zation deni ed (acl =#ACSACL#- Pl X-cse_access_| i st-3cff 1dd6)
for user 'cse' from 172.16.171. 33/ 11066
to 172.16.171.202/23 on interface inside

show uauth@s 5BV i
pi x#show uauth
Current Most Seen
Aut henticated Users 1 1
Authen In Progress 0 1
user 'cse' at 172.16.171.33, authenticated
access-|ist #ACSACL#- Pl X-cse_access_|ist-3cffl1ldd6
absolute timeout: 0:05:00
inactivity tineout: 0:00:00
pi x# 111009: User 'enable_15" executed cnd: show uauth
show access-listdr 5 B #i
pi x#show access-list
access-|ist #ACSACL#- Pl X-cse_access_list-3cffl1ldd6; 2 elenents
access-|ist #ACSACL#- Pl X-cse_access_list-3cff1dd6
deny tcp any any eq telnet (hitcnt=1)
access-|ist #ACSACL#- Pl X-cse_access_|list-3cff1dd6
permit ip any any (hitcnt=0)
pi x# 111009: User 'enabl e_15' executed cnd: show access-|i stpi x#

FiRECIR
PIXEL R — ¥@ECIE

TACACS(Authinbound=tacacs)

SR A

aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

HE , EAS2HNF DR ERFHABFERTENAR,

aaa accounting match 101 outside AuthInbound
xEE  SEEE1I0IREBRERN,

RADIUS(AuthOutbound=radius)

SR A



aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthOutbound

HE , ERAS2HNHUEERSEBFEEFENAR,

aaa accounting match 101 outside Authoutbound
IR : HREBEE101REBEEN,

SER : #PIX 7.0RTERILE | TUAPIX LSRR ERTIRE &,
RCHE R B

- TACACSEREA#£99.99.99.2 outsideZ|172.18.124.114 inside(99.99.99) W Telnetf5| &,
172.18. 124. 157 pi xuser PI X 99.99.99.2 start server=rtp-cherry
ti me=10: 36: 16 dat e=08/23/2000 task_i d=0x0 foreign_i p=99.99.99.2
| ocal _i p=172.18. 124. 114 cnd=t el net
172.18. 124. 157 pi xuser PI X 99.99.99.2 stop server=rtp-cherry
ti me=10: 37: 50 dat e=08/23/2000 task_i d=0x0 foreign_i p=99.99.99.2
| ocal _i p=172.18.124. 114
cmd=t el net el apsed_ti me=94 bytes_ i n=61 bytes_out =254

. #£172.18.124.114 £ F99.99.99. 25\ ZB(Telnet) #199.99.99.3 41 B (HTTP) K 4R Y RADIUSE
R Bl

Sun Aug 6 03:59:28 2000
Acct - St at us- Type = Start
NAS- | P- Address = 172.18.124. 157
Logi n-I P-Host = 172.18.124.114
Logi n- TCP- Port = 23
Acct - Session-1d = 0x00000004
User - Nane = cse
Vendor - Speci fic
Vendor - Speci fic
Vendor - Speci fic
Vendor - Speci fic

Source-|1 P=172.18. 124. 114
Sour ce- Port =35937
Destination-1P=99. 99. 99. 2
Destination- Port =23

Sun Aug 6 03:59:32 2000
Acct - St at us- Type = St op
NAS- | P- Address = 172.18.124. 157
Logi n-I P-Host = 172.18.124.114
Logi n- TCP- Port = 23
Acct - Session-1d = 0x00000004
Usernane = cse
Acct-Session-Tine = 4
Acct -l nput-Cctets = 101
Acct - Qut put -Cctets = 143
Vendor - Speci fic = Source-|1P=172.18.124. 114
Vendor - Speci fi c = Sour ce- Port=35937
Vendor - Speci fic = Destination-1P=99.99.99.2
Vendor - Speci fic = Destination-Port=23

Sun Aug 6 04:05:02 2000
Acct - St at us- Type = Start
NAS- | P- Address = 172.18.124. 157
Logi n-I P-Host = 172.18.124.114
Logi n- TCP- Port = 80



User name = cse

Vendor - Speci fic
Vendor - Speci fic
Vendor - Speci fic
Vendor - Speci fic

Source-|1 P=172.18. 124. 114
Sour ce- Port =35949
Destination-1P=99. 99. 99. 3
Destinati on- Port =80

Sun Aug 6 04:05:02 2000
Acct - St at us- Type = St op
NAS- | P- Address = 172.18.124. 157
Logi n-I P-Host = 172.18.124.114
Logi n- TCP- Port = 80
Acct - Session-1d = 0x0000000a
User name = cse
Acct - Session-Time = 0
Acct -l nput-Cctets = 1277
Acct - Qut put -Cctets = 310
Vendor - Speci fic = Source-|1P=172.18.124. 114
Vendor - Speci fi c = Sour ce- Port=35949
Vendor - Speci fic = Destination-1P=99.99.99.3
Vendor - Speci fic = Destinati on-Port=80

£ Aexclude® £

ELMES  MREEERERIBETTESORE, REJRIR , FRHUTHS

aaa authentication exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa authorization exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa accounting exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

MiEE : ZBELEAincluded o

aaa authentication|authorization|accounting include http|ftp|telnet

g& , EAS2HNHRE , EREHBRNAR,

access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq telnet
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq ftp
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq www
access-list 101 permit tcp any any eq telnet

access-list 101 permit tcp any any eq www

access-list 101 permit tcp any any eq ftp

aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

aaa accounting match 101 outside AuthInbound

AE  MREERRIFPHR—(EE , YECEERE | AEXERBEPHRZKE,

BASEEANRREAEAE

o



BHLTACACS+FRADIUSHIBREZEA "max-sessiony = Mview logged-in usersy AL, #H{Tmax-
sessionsZcheck logged-infE A E R ThEEBUR R RLIRAC 8% . EEMNECIR "BHR . BB RE "FiE
1 RC8kEF , TACACS+HRADIUSTfRSREREXFERAENMAEA (B, FAEBBPIXEEEHE

) o HAFEBRNME  EFRFEARTenetMFTPER, ER , EXTEESHTTP, REHIFFERAH
ETENMEKRHERE  BES2HERN,

FEAEBBPIX#TTelnet , TRPHTHHEE,

(pix) 109001: Auth start for user '???" from

171.68.118. 100/ 1200 to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', Sid 3

(pi x) 109005: Authentication succeeded for user
'cse' from 171.68.118.100/1200 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for
faddr 9.9.9.25/23 gaddr 9.9.9.10/1200 | addr
171.68.118. 100/ 1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp- pi necone.rtp.ci sco.comcse
PI X 171.68.118. 100 start task_i d=0x3
foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net

HRARIFEEE "FHiR, ik, BRAE "Fib, K, Rt ARFJEETR "Telnety ERAE
EEA, NEEAEERBEESARBING — EER (| WAL R — A PCHEST ) , b Btk fE A & AY Al BR

25 _F fmax- sessmnsan?% ", (BREMRKREEZEmax-sessions ) ﬂﬂb’z%ﬁﬂvﬁﬁﬁﬁ'?’ EiR. A
EEBEEHM L ETTelnetHFTPER , AREBRE (FUHEE T2 )

(pi x) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1 | addr
171.68.118. 100/ 1281 duration 0:00:00 bytes
1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rt p- pi necone.rtp.cisco.com

cse PI X 171.68.118. 100 stop task_i d=0x3
foreign_ip=9.9.9.25 | ocal _i p=171. 68. 118. 100
crmd=t el net el apsed_time=5 bytes_i n=98
bytes_out:36

FEimuauth20 ( IBRETEHRE ) ERES (HuauthIEET RGBT ) , FEL8EH
R Y v B B \Eﬂmﬁﬁﬂﬁ‘io

HABABENSE K HTTPHEESXFTE. UTRHTTPH RG] , HPFEREEBPIXBIER
171.68.118.100%19.9.9.25,

(pix) 109001: Auth start for user '???" from
171.68.118.100/1281 to 9.9.9.25 /80
(pix) 109011: Authen Session Start: user 'cse', Sid 5
(pix) 109005: Authentication succeeded for user
"cse' from 171.68.118.100/12 81 to 9.9.9.25/80
(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 | addr
171. 68.118. 100/ 1281 (cse)
(server start account) Sun Nov 8 16:35:34 1998
rtp- pi necone. rtp.cisco.com
cse PIX 171.68.118. 100 start task_i d=0x9
foreign_ip=9.9.9.25 |l ocal _i p=171. 68. 118. 100 cnd=http
(pi x) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1



| addr 171.68.118. 100/ 1281 duration 0:00:00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998
rtp-pi necone.rtp.cisco .com
cse PI X 171.68.118. 100 stop task_i d=0x9
foreign_ip =9.9.9.25 | ocal _i p=171. 68. 118. 100
cmd=http el apsed_tine=0 bytes_ in=1907 bytes_out =223
FEREENTEHENEE., RRTCEEMAIFREA16:35:34 , FLEHEMIEEA16:35:35, L THE
B0 (B, ARCHEEAFLEKZcENERTE-® ). EHERBEANEE, ERAERENERR
REABGESR, Max-sessionsziview logged-in usersTEL R THE, ERRAHTTPHAERRRE ( 7
By, M THER, 2EORE ) KE. "BEB. M TELE RERAPER. RERE "Fik) BB
0 TH%R) REAEE, RASLREKER LREER K. BR2EuauthiREROIHE KX
et HEEEBEnAREREE THR, M TFiE) ik BR  HRHTTPERNME K &KX
BRBIRERACRAEHELTE

EAENE
EURTEAEEINNE

MREEUTSHS :

auth-prompt prompt PIX515B

RBREAEBBPIXE R LLETR,

Pl X515B

BERFEAERINES

MREBUATHT

auth-prompt accept "GOOD_AUTHENTICATION"
auth-prompt reject "BAD AUTHENTICATION"

RE , ERESEINETEEARBAN G S D ERERENHES.

Pl X515B

User nane: junk
Passwor d:

" BAD_AUTHENTI CATI ON'

Pl X515B

User nane: cse
Passwor d:

" GOOD_AUTHENTI CATI ON"

SEAEZMANERE R

PIX timeout vauth@F TR FIFEZEM S HREBHNIAR, WREHMTACACS+ERRE/RE gty
BECEREETERS . WEAERBEERREAZEHER (ETACACS+EERBMAMRSEL B
o EREN )




user = cse {

default service = permit
login = cleartext "csecse"
service = exec {

ti meout 2

idletine =1

}
}
RE/RER

show uauth

Current Most Seen
Aut henti cated Users 1 2
Aut hen In Progress 0 1

user 'cse' at 99.99.99.3, authorized to:
port 172.18.124.114/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

EM D ER R
BEREF — /EXMRERER -

109012: Aut hen Session End: user 'cse', Sid 20, elapsed 122 seconds
302002: Teardown TCP connection 32 faddr 99.99.99.3/11025
gaddr 99.99.99.99/23 | addr 172.18.124.114/23 duration 0:02: 26
bytes 7547 (TCP FI Ns)

EEHTTPH ¥,

MREPIXAGBMPIXASFEESHRE  FRSEEIEENIERTA , RARESRSREER
HEBAER,

ATREEERER , HEIBREC 1918 #biit ( 7EiInternet =R A 3% FH{E B PIX A EBAIEE B 3K Bt —
Byt ) AN EFBRPIXEED REHEEREHTTP,

virtual http #.#.#.#

THEAEESABBPIXE K EEETEHER, NEEEwams|E , BIERAESRIIEHE@AR
o B HuauthhWEBERERESTE, WXEFR , B2EHEEHTTPStimeout vauthis S 15E
BFEEREAOR ., ER ARSI EERWeb @ REFHHTTPELR,

X EBHTTPHEE Telnet IPHit #BEEHaaa B BRI/, EAXATREISF , $57F0.0.0.0%

EQEiELtithiur,


http://www.ietf.org/rfc/rfc1918.txt?number=1918

-,

99 99 99 3

(Outside - 99 99 99 1
machine being *— COutside PI}{]l

browsed)

17218124157
(Virtual P 17218 124 47)
(Inside PLX)
_
TACACS+
or RADIUS 17218124 114
server (browser)

HEPIXE B F# it ar &

virtual http 172.18.124.47

£ &R BIERRIE[99.99.99.3, R RIIHEE.

Enter usernane for PlIX515B (I DXXX) at 172.18.124. 47

BRER  REKENEMDE99.99.99.3,

EETelnet

XE  EBHTTPHERETelnet IPHit N BEESFaaa B HEBREEIT. EAREF , $E0.0.0.0%
EQSEtibit,

E#iTelnet® A




L a»

999399 2 99 .99 .99 1
(mail sender (Wirtual IP 99 9999 30 -

outside ) a Dutmde Flx)
17218124157
(Inside P1X)
_E

TACACSH 17218124114

server (mail recipient -
static to 99,9995 99)

HALWBEETEOREBEFIRRINEE , RATSEREALSEEINBHNRE, FXH
exclude® . EATERRH , HETELT D,

aaa authentication include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
aaa authorization include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
!--- OR the new 5.2 feature allows these !--- four statements to perform the same function. !---
Note: The ol d and new verbi age shoul d not be m xed.

access-list 101 permit tcp any any eq smtp

l--- The "mail" was a Telnet to port 25. access-list 101 permit tcp any any eq telnet

aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

1

!-—- plus ! wvirtual telnet 99.99.99.30

static (inside,outside) 99.99.99.30 172.18.124.30
netmask 255.255.255.255 0 0

static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp host 99.99.99.30 eq telnet any

conduit permit tcp host 99.99.99.99 eq telnet any

conduit permit tcp host 99.99.99.99 eq smtp any



fEf%E (JERTACACS+R B ) -

user = cse {
default service = permt
login = cleartext "csecse"

}

user = pixuser {
login = cleartext "pixuser"
service = exec {

}
cmd = tel net {

permt .*

}

}
MRERASHHRR , AMESEREETelnet[@IP#:1£99.99.99.30 T H PR %R , BiXALEH
. MBRBATHERE  AIFERAE "5, [99.99.99.30i# TTelnet?hf , WM ATACACSHERE R
BT, TelnetERGEIRE, K&, FHE "cse, BEHFHIXF)99.99.99.99(172.18.124.114),
FH#E Tpixusers WEMERERI. BR , EPIXEiXE¥cmd=tcp/25FMcmd-arg=172.18.124.1141)
REFRE , BFREKRY , AT &8 EHPTT.

109001: Auth start for user '???" from
99.99.99.2/11036 to 172.18.124.114/23
109005: Authentication succeeded for user
‘cse' from 172.18.124.114/23 to
99. 99.99. 2/11036 on interface outside

pi xfirewal | #show uauth

Current Most Seen
Aut henti cat ed Users 1 1
Aut hen I n Progress 0 1

user 'cse' at 99.99.99.2, authenticated
absol ute ti meout: 0:05:00
inactivity tineout: 0:00:00

pi xfirewal | # 109001: Auth start for user '???" from
99.99.99.2/11173 to 172.18.124.30/23

109011: Authen Session Start: user 'cse', sid 10

109005: Authentication succeeded for user 'cse' from 99.99.99. 2/23
to 172.18.124.30/ 11173 on interface outside

109011: Aut hen Session Start: user 'cse', sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11173
to 172.18.124.30/ 23 on interface outside

109001: Auth start for user 'cse' from99.99.99.2/11174 to
172.18. 124. 114/ 25

109011: Authen Session Start: user 'cse', sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11174
to 172.18.124.114/ 25 on interface outside

302001: Built inbound TCP connection 5 for faddr 99.99.99.2/11174
gaddr 99.99.99.99/25 | addr 172.18.124.114/25 (cse)

pi xfirewal | # 109001: Auth start for user '???" from 99.99.99.2/11175
to 172.18.124.30/ 23

109011: Authen Session Start: user 'pixuser', sid 11

109005: Aut henticati on succeeded for user 'pixuser' from 99.99.99.2/23
to 172.18.124.30/11175 on interface outside

109011: Authen Session Start: user 'pixuser', sid 11

109007: Authorization permitted for user 'pixuser' from 99.99.99.2/11175
to 172.18.124.30/23 on interface outside



109001: Auth start for user 'pixuser' from 99.99.99.2/11176
to 172.18.124.114/25

109008: Aut horization denied for user 'pixuser' from 99.99.99.2/25
to 172.18.124.114/11176 on interface outside

E#fTelnetH 3

L

9999 9972 999999 1
(mail recipient (Virtual [P 99 99 .99 30 -

outside) a Dutmde F1x)
17218124 157

(Inside PLX)
. ==

RADIUS
server 17218124114

(mail sender)

HALBAHETEORBTIZERFNEE , RATEEREALEANBHNRE, FXA
excludemn T, BEATERRH , FETELEST T,

HHWBAETHOREAREFEE , IATEEREHMBANKRE, FXHexclude®n T, 1B
RETENRRA , FETELHT.

aaa authentication include tcp/25 inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthOutbound
I-—— OR the new 5.2 feature allows these three statements !--- to replace the previous
statements. !--- Note: Do not mix the old and new verbi age.

access-list 101 permit tcp any any eq smtp

access-list 101 permit tcp any any eq telnet

aaa authentication match 101 inside AuthOutbound

!

I--- plus ! wvirtual telnet 99.99.99.30

I-—— The IP address on the outside of PIX is not used for anything else.

EERBARABERING , FEBF IR ARG TRTA , A¥TelnetE99.99.99.30, EE®



FRMEB4ERNRE. BH4H172.18.124.114/F1%%/99.99.99.2:

305002: Translation built for gaddr 99.99.99.99
to laddr 172.18.124.114

109001: Auth start for user '???" from
172.18.124. 114/ 32860 to 99. 99. 99. 30/ 23

109011: Authen Session Start: user 'cse', Sid 14

109005: Aut hentication succeeded for user 'cse'
from 172. 18.124. 114/ 32860 to 99. 99. 99. 30/ 23
on interface inside

302001: Built outbound TCP connection 22 for faddr
99. 99. 99. 2/ 25 gaddr 99. 99. 99. 99/ 32861
| addr 172.18.124. 114/ 32861 (cse)

pi xfirewal | #show uauth

Current Most Seen
Aut henti cated Users 1 2
Aut hen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absol ute timeout: 0:05:00
inactivity tineout: 0:00:00

E#Telnetitif

EFERAEEBETelnetEEZE EHTelnet IPALHLEE | show vauthiE S SBETRREBCE NI EER, WMRMFE
AEFEHHERTRE ( FENEZFuauthd ) FHIEFREEIB , AIEEBXEBTelnetsh B E#
Telnet IPHbiit, EREARAEXRER ., ARFIFRBETE—H,

F—ESHRE

109001: Auth start for user '???

from 172.18. 124. 114/ 32862 to 99. 99. 99. 30/ 23
109011: Authen Session Start: user 'cse', Sid 15
109005: Aut hentication succeeded for user

‘cse' from 172.18.124.114/32862 to

99. 99.99. 30/ 23 on interface inside

F-REE

pi xfirewal | #show uauth

Current Most Seen
Aut henti cat ed Users 1 2
Aut hen I n Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absol ute ti meout: 0:05:00
inactivity tineout: 0:00:00

BB RE

pixfirewal | # 109001: Auth start for user 'cse’
from 172. 18. 124. 114/ 32863 to 99. 99. 99. 30/ 23

109005: Aut hentication succeeded for user 'cse'
from 172. 18. 124. 114/ 32863 to 99. 99. 99. 30/ 23
on interface inside

BoRGHRE#



pi xfirewal | #show uauth

Current Mbst Seen
Aut henti cat ed Users 0 2
Aut hen I n Progress 0 1

EARE 1
L E

9999993

(device to send 9999 99 1

traffic in TCRAD. . (Wirtual IF 999999 99 -

50 range) a Plfutside F)
172 18124 157
_E

(Inside LX)

TACACS+
server 17218124 114
(device to recelve
traffic in TCRA0-50
range - static to
949 99 .99 99)

AHHIESEETEE, NREPIXEERETEHTenet, YHA—RIIEFETEE , AIFHAESF
AEETenetBIRZ . A% K WREFESHBENRERR , BEXSEERANTEGPPIX , BIPIXE
E IS EIXB TACACS+AIREFLUETIRE, WEHIFEREHRIBHE FNEARE,

aaa authentication include any outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authorization include tcp/40-50 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
!-—— OR the new 5.2 feature allows these three statements !--- to perform the same function as
the previous two statements. !--- Note: The old and new verbi age should not be m xed.

access-list 116 permit tcp any any range 40 50
aaa authentication match 116 outside AuthInbound
aaa authorization match 116 outside AuthInbound



1

!--- plus ! static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

virtual telnet 99.99.99.99

TACACS+fRfREFELE R ( REBEE )

user = cse {

login = cleartext "numeric"
cmd = tcp/ 40-50 {

permt 172.18.124.114

}

}
FERAENEE ETelnetEIEHIP#1E99.99.99, HMHRER , EFEAEEHBIBPIXHIXIE40-50E
E RN TCPHREZF|99.99.99.99(172.18.124.114)8F , cmd=tcp/40-504 X EITACACS+A MRS , &
@ Rcmd-arg=172.18.124.114 , IR :

109001: Auth start for user '???" from 99.99.99.3/11075
to 172.18.124. 114/ 23
109011: Authen Session Start: user 'cse', Sid 13
109005: Aut hentication succeeded for user 'cse
from 172.18.124. 114/ 23 to 99.99.99. 3/ 11075
on interface outside
109001: Auth start for user 'cse' from 99.99.99.3/11077
to 172.18.124. 114/ 49
109011: Authen Session Start: user 'cse', Sid 13
109007: Authorization permtted for user 'cse'
from99.99.99.3/11077 to 172.18.124.114/49
on interface outside

BXHTTP. FTPHITelnet A S B9 MEIAAAGEIE

BREETenetI THEARXRAFTCP/A0-50FRERERB AN EME | BEAUTHSALR
EFEECIR,

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
!-—- OR the new 5.2 feature allows these !--- two statements to replace the previous statement.
!--- Note: Do not nmix the old and new ver bi age.

aaa accounting match 116 outside AuthInbound
access-list 116 permit ip any any

TACACS+ECIREC 8% 85 51

Thu Aug 24 08: 06: 09 2000 172.18.124.157 cse PI X 99.99.99.3

start task_id=0x17 foreign_ip=99.99.99.3 local _ip=172.18.124.114
cnd=t cp/ 40- 50

Thu Aug 24 08: 06:17 2000 172.18.124.157 cse PI X 99.99.99.3

stop task_i d=0x17 foreign_ip=99.99.99.3 |ocal _ip=172.18.124.114
cnd=t cp/ 40- 50 el apsed_ti me=8 bytes_i n=80 bytes_out =101

DMZ LW B {7 B8 T8




ATHE—EDMZAMHIE —ENENERAEETIORE  FEAPXHEEMNANREETH
BERE. EPIXE , THWT :

| east secure

Pl X outside (securityQ) = 172.18.124.155

pix/intf3 (DMZ - securityl5) = 3.3.3.3 & device 3.3.3.
pix/intf4 (DVMZ - security20) = 4.4.4.4 & device 4.4.4.
Pl X i nside (securityl00) = 10.32.1.250

nost secure

% =

2
2

(static to 3.3.3.15)

TACACS+ server
17218124 111

17215124 155

(ouside) DMZ intf3
23313

DMM
4444
— 44472
(static to
— 3.3.3.15)
10.321.250
Inside

B4 PIXEL B

B8 pix/intf3 M pix/intf4 2 B M TelnetiR & , WLLEFT o

HoPIXEE

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
(nanei f ethernet2 pix/intf2 securityl0)
nanei f ethernet3 pix/intf3 securityl5




nanei f ethernet4 pix/intf4 security20

(nanei f ethernet5 pix/intf5 security25)

interface ethernet0 auto

interface ethernetl auto

(interface ethernet2 auto shutdown)

interface ethernet3 auto

interface ethernet4 auto

(interface ethernet5 auto shut down)

i p address outside 172.18.124. 155 255. 255. 255. 0

i p address inside 10.32.1.250 255.255.255.0

ip address pix/intf3 3.3.3.3 255.255.255.0

ip address pix/intf4 4.4.4.4 255.255.255.0

static (pix/intf4,pix/intf3) 3.3.3.15 4.4.4.2 netmask
255.255.255.255 0 0

conduit permit tcp host 3.3.3.15 host 3.3.3.2

aaa-server xway protocol tacacs+

aaa-server xway (outside) host 172.18.124.111 timeout
5

aaa authentication include telnet pix/intf4 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway

aaa authentication include telnet pix/intf3 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway
!-—— OR the new 5.2 feature allows these four statements
!--—- to replace the previous two statements. !--- Note
Do not nmix the old and new verbi age

access-list 103 permit tcp 3.3.3.0 255.255.255.0
4.4.4.0 255.255.255.0 eqg telnet

access-list 104 permit tcp 4.4.4.0 255.255.255.0
3.3.3.0 255.255.255.0 eqg telnet

aaa authentication match 103 pix/intf3 xway

aaa authentication match 104 pix/intf4d xway

BVUTACRAIREWENER

MREHT LERNEHRRSBRNEENE , YEFEM
Cisco TACIE X R , A MRIE AL B ALAHEBRPIXPS A
R,

- BEERNAEREFEEEA

- BRI 2B R E TR R

- show tech-supportas + K9 & H

- fi£ Flogging buffered debuggingn & 1T#% show
logtr @Y , B REENEGFERE (WRTA

)
KU SR E B IEBRBH SCERE RS ()M I EIRH R
Bl, FRARMHEHRTE (ERIMEF ) KERALBERE
WREERZIMES), NMREEEZFERGFEHTE
, S ETEAMGPNEREET
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