Sonicwall EmAI BN Z 2R B 2 HHVPNE E
B

Im
=

S (o
8 =
=3
&

Bl
%

B
I
&

fii]
B
it
a0

S [

i/l

===

axX iE

25
o
|

i =

Sonicwall L&
|PsecE 8 AH&E
|PsecE B8 X AL &
B

SRS HERR

tHEIE A

L

AXRERNAE AR ASMEE PsechiE , UEFATBRAMNEEXEMESAMEE B
{TER. AT | BEAMEERENE2EE(PIVASA)ALBHI 192.168.1 xEL A 48R F1SoncwalT
TZ17OF‘E%§%W"‘BE’J172 22.1 xE RS

A E R

B3R
ERUtEEZ N BRARTEAUTER

- BB E 2 , KRBCiscoZ £ £ E R MSonicwall TZ170 R EBH R EEFR EInternet ( ILE
H10.xXXHEEERR ) o

- EREEREIPsecR S, WBRASPARBLSE , HhDEMEMABRAR S8 X (IKE)REER
o IPsech2BHMEBERERIE, REEIPsecHHERAR[BEHET K SHELAEB, EIKESE
1BEER |, IPsecHISBITECBIUMNIKERZ2EBBI(SA) K, HEHBBRER , LERABRBERK
ZE2MEBHNSBEREBABE(ISAKMP)EL LLBE, EIKESE2MEE , IPsecHEFERARA
B BRENLT2RBE R EIPsec SAEE, HAKRKNIGEMEENMEILIPsechzE, #EEIL
IPsech3i& , YW iRIEIPsecE B E P E B M IPsecs| BTEIPsecHi SR o B ERE R, IPsech8BTE
IPsec SAH M BREL H 4 7 HA B HABF AR 1k,



235 bk
AXHHERRBIRA T BB A& AR A
. Cisco PIX 515E/RZ4<6.3(5)

. Cisco PIX 515%27.0(2)
. Sonicwall TZ170,SonicOSIE%2.2.0.1

ANHNEARBBEREERTRREANKEMEL. XHEH UEIJFﬁﬁéz%%?ME/ﬁB% ( B
) BVIERERE B, MREHVMREREEER |, FRACCHRBEMES TRERNEE,

HEEmR
BEEE AT AR R A T R MR AR A
- PIX 6.3(5) B B W AN EIT R A B AV AT A HAtbCisco PIXBF K fEEm ( PIX 501, 506% )

. PIX/ASA 7.0(2)E B R&EFAFESTPIX 7.0 518k 88 ( F23E501. 506HI ATAEEERI515 ) SR
Cisco 5500 R FIASAMEE,

: =

ﬂliH.

A REENEAR MEGINRMEE S R EHINEH.

RXIE

AERMEARBRER PR IIEERN EF.
& : A Command Lookup Tool(B#tEFMEFER) T ERAGHEAN G SHFHEENR.

ﬁgll

AR : EIPsecEBERT , Sonicwall EEZERBBIPIXHYIPsechgiE, D #TItEEN AR LAE R
E—3 LEIPseCEEbE‘ﬁJ_ﬁH‘ﬁEFIilﬁﬂﬁfﬁgio

AERZSFEHUTHEBEE
T /g 10.10.10.1/24 10.20.20.1/24 T
172.22.1.0/24 | b | g 192.168.1.0/24
— PIX Firewall
——gonicwall TZ170 Internet —
Sonicwallfit &

Sonicwall TZ1708 B E BB E R WebB /M E#1T-

AR TTSE -


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

1. ERBREEWebBIBEEHERIH p —EARR T E L AR IPHi, HREEREARE,

SONICWALL?

Mame:

Fasswiond:

System

Metwork

Fireswall

VPN

o] Eﬂﬂ 0s

DHCP aver VPR

TP Server

Lacal Cedificates

CA Cerificates

Llsers

SECUrity Services

Log

Wizards

Help

Logout

2. & A F|Sonicwall¥& B I iEEVPN > Settings.
3. B AVPNE ERMNIPHut A FERWFEL A S8, & — T Destination Networks T #Add.



SNelvwors Subnet Mask

15216810

l|

4. & A BB, 38 TSettings (5&E ) 1 RE.



Ganeral

Security Policy

IPSac Keying Mode: IKE wsing Preshaned Secnet

Haime: To Cizco P
IPSac Pimarny Galeway Mama or Address: 10200200
IFSac Secondan Galeway Name or Address: 0.0.0.0
Shared Secret ciscol 23

Destination Networks

_Use this YPM Tunnel as default routa for all inbernat trafic

_} DesSnation natwark obfains IF addresses using OHCP through this VPN Tunnel
(*} Bpecify destination nebwarks belaw

192, 166, 1.0 E55. 855, 255.0

Lol

5. —T TRE, REEIN "EFE, H5E.

6. BELHEANLKEENRR (B ETBER ) URBEERIMEER2HHRRE. WRHIE
EEMERRFEHAAES-25611% , HHPSHA1MEREZAN S MERR |, 1024/1Diffie-
Hellmanfi2 A IKEZR B,



7. %—T "Bk BR. EHERTTERERELGEE. U TRARLTAIRBORE.



8.8—T "OK) (HE ). TAEEEMERPIXLWEER , "HE, KRERELRIELRA T
REL BB,



VPN > Settings | WPH Pll'ﬂnrd._ I EE E

VPN Global Setdngs

[=] Ensble v
Linlgue Firgwsd ideniter

VPN Pollcies

Destinathons Enable

Crypto Suite Conligure

Gateway

FrouphPM ESP AEE: 256 HMAC SHAT (ME) | o

v 89

10200300 @ 15116800 - 1821680 254 ESP AES-256 HMAL SHAT (ME)

[=]

Ta Cisco PR

2 Polickes Defned, 1 Policles Enabled, 3 Masmum Policies Allowed

Currently Active VPN Tunnels

Remate Gaberay

|IPsecEE K AR
AEHFEAULTERE :

. Cisco PIX 515ehx4%6.3(5)
. Cisco PIX 5158 257.0(2)

Cisco PIX 515eRx%6.3(5)

pix515e-635#show running-config
Saved

PIX Version 6.3(5)

!--- Sets the hardware speed to auto on both interfaces.
interface ethernet0 auto interface ethernetl auto !/---
Specifies the inside and outside Iinterfaces. nameif
ethernet0 outside securityO nameif ethernetl inside
securityl00 enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted hostname pix515e-635
fixup protocol dns maximum-length 512 fixup protocol ftp
21 fixup protocol h323 h225 1720 fixup protocol h323 ras
1718-1719 fixup protocol http 80 fixup protocol rsh 514
fixup protocol rtsp 554 fixup protocol sip 5060 fixup
protocol sip udp 5060 fixup protocol skinny 2000 fixup
protocol smtp 25 fixup protocol sglnet 1521 fixup
protocol tftp 69 names !--- Specifies the traffic that
can pass through the IPsec tunnel. access-list pixtosw
permit ip 192.168.1.0 255.255.255.0 172.22.1.0
255.255.255.0 pager lines 24 mtu outside 1500 mtu inside
1500 !--- Sets the inside and outside IP addresses and




subnet masks. ip address outside 10.20.20.1
255.255.255.0 ip address inside 192.168.1.1
255.255.255.0 ip audit info action alarm ip audit attack
action alarm pdm history enable arp timeout 14400 /---
Instructs PIX to perform PAT on the IP address on the
outside interface. global (outside) 1 interface !---
Specifies addresses to be exempt from NAT (traffic to be
tunneled). nat (inside) 0 access-list pixtosw !/---
Specifies which addresses should use NAT (all except
those exempted). nat (inside) 1 0.0.0.0 0.0.0.0 0 0 /---
Specifies the default route on the outside interface.
route outside 0.0.0.0 0.0.0.0 10.20.20.2 1 timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 rpc 0:10:00 h225 1:00:00 timeout h323 0:05:00
mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00 timeout sip-
disconnect 0:02:00 sip-invite 0:03:00 timeout uauth
0:05:00 absolute aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ max-failed-attempts 3 aaa-server
TACACS+ deadtime 10 aaa-server RADIUS protocol radius
aaa-server RADIUS max-failed-attempts 3 aaa-server
RADIUS deadtime 10 aaa-server LOCAL protocol local no
snmp-server location no snmp-server contact snmp-server
community public no snmp-server enable traps floodguard
enable !--- Implicit permit for all packets that come
from IPsec tunnels. sysopt connection permit-ipsec !---
PHASE 2 CONFIGURATION: !--- Defines the transform set
for Phase 2 encryption and authentication. !---
Austinlab is the name of the transform set that uses
aes-256 encryption !--- as well as the SHA1l hash
algorithm for authentication.

crypto ipsec transform-set austinlab esp-aes-256 esp-
sha-hmac

!--- Specifies IKE is used to establish the IPsec SAs
for the map "maptosw". crypto map maptosw 67 ipsec-
isakmp !--- Specifies the ACL "pixtosw" to use with this
map . crypto map maptosw 67 match address pixtosw ![---
Specifies the IPsec peer for this map. crypto map
maptosw 67 set peer 10.10.10.1 !/--- Specifies the
transform set to use. crypto map maptosw 67 set
transform-set austinlab !/--- Specifies the interface to
use with this map. crypto map maptosw interface outside
I--- PHASE 1 CONFIGURATION !--- Specifies the interface
to use for the IPsec tunnel.

isakmp enable outside

!--- Specifies the preshared key and the addresses to
use with that key. !--- In this case only one address 1is
used with the preshared key ciscol23. isakmp key
*FxAkxHkxk% gddress 10.10.10.1 netmask 255.255.255.255 /---
Defines how the PIX identifies itself in !--- IKE
negotiations (IP address in this case). isakmp identity
address !--- These five commands specify the Phase 1
configuration settings !--- specific to this sample
configuration. isakmp policy 13 authentication pre-share
isakmp policy 13 encryption aes-256 isakmp policy 13
hash sha isakmp policy 13 group 2 isakmp policy 13
lifetime 28800 telnet timeout 5 ssh timeout 5 console
timeout 0 terminal width 80
Cryptochecksum:07a3815d59db9965b72c7d8a7aaf7£f5f : end
pix515e-635#




Cisco PIX 515k%7<7.0(2)

pix515-702#show running-config
Saved

PIX Version 7.0(2)

names
1

!--- PIX 7 uses an interface configuration mode similar
to Cisco IOS®. !--- This output configures the IP
address, interface name, !--- and security level for
interfaces Ethernet(0 and Ethernetl. interface Ethernet0
nameif outside security-level 0 ip address 10.20.20.1
255.255.255.0 ! interface Ethernetl nameif inside
security-level 100 ip address 192.168.1.1 255.255.255.0
! interface Ethernet2 shutdown no nameif no security-
level no ip address ! interface Ethernet3 shutdown no
nameif no security-level no ip address ! interface
Ethernet4 shutdown no nameif no security-level no ip
address ! interface Ethernet5 shutdown no nameif no
security-level no ip address ! enable password
8Ry2YjIyt7RRXU24 encrypted passwd 2KFQnbNIAI.2KYOU
encrypted hostname pix515-702 domain-name cisco.com ftp
mode passive !--- Specifies the traffic that can pass
through the IPsec tunnel. access-list pixtosw extended
permit ip 192.168.1.0 255.255.255.0 172.22.1.0
255.255.255.0 pager lines 24 mtu inside 1500 mtu outside
1500 no failover monitor-interface inside monitor-
interface outside no asdm history enable arp timeout
14400 !--- Instructs PIX to perform PAT on the IP
address on the outside interface. global (outside) 1
interface !--- Specifies addresses to be exempt from NAT
(traffic to be tunneled). nat (inside) 0 access-list
pixtosw !--- Specifies which addresses should use NAT
(all except those exempted). nat (inside) 1 0.0.0.0
0.0.0.0 !--- Specifies the default route on the outside
interface. route outside 0.0.0.0 0.0.0.0 10.20.20.2 1
timeout xlate 3:00:00 timeout conn 1:00:00 half-closed
0:10:00 udp 0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00
h323 0:05:00 h225 1:00:00 mgcp 0:05:00 timeout mgcp-pat
0:05:00 sip 0:30:00 sip_media 0:02:00 timeout uauth
0:05:00 absolute no snmp-server location no snmp-server
contact snmp-server enable traps snmp /--- Implicit
permit for all packets that come from IPsec tunnels.
sysopt connection permit-ipsec !--- PHASE 2
CONFIGURATION !--- Defines the transform set for Phase 2
encryption and authentication. !--- Austinlab is the
name of the transform set that uses aes-256 encryption
!-—-- as well as the SHAl hash algorithm for
authentication.

crypto ipsec transform-set austinlab esp-aes-256 esp-
sha-hmac

l--- Specifies the ACL pixtosw to use with this map.
crypto map maptosw 67 match address pixtosw !---
Specifies the IPsec peer for this map. crypto map
maptosw 67 set peer 10.10.10.1 !--- Specifies the
transform set to use. crypto map maptosw 67 set
transform-set austinlab !--- Specifies the interface to
use with this map . crypto map maptosw interface outside
!--- PHASE 1 CONFIGURATION !--- Defines how the PIX




identifies itself in !--- IKE negotiations (IP address
in this case).

isakmp identity address

!--- Specifies the interface to use for the IPsec
tunnel. isakmp enable outside !--- These five commands
specify the Phase 1 configuration !--- settings specific
to this sample configuration. isakmp policy 13
authentication pre-share isakmp policy 13 encryption
aes-256 isakmp policy 13 hash sha isakmp policy 13 group
2 isakmp policy 13 lifetime 28800 telnet timeout 5 ssh
timeout 5 console timeout 0 !/--- These three lines set
the IPsec attributes for the tunnel to the !--- remote
peer. This is where the preshared key is defined for
Phase 1 and the !--- IPsec tunnel type is set to site-
to-site. tunnel-group 10.10.10.1 type ipsec-121 tunnel-
group 10.10.10.1 ipsec-attributes pre-shared-key *
Cryptochecksum:092b6fc5370e2ef0cf07c2bcl0fl1d44a : end
pix515-702#

IPsecEBi i B

REERAUTERE

. Cisco PIX 515ehx4%6.3(5)
. Cisco PIX 515/ 257.0(2)

Cisco PIX 515efk%6.3(5)

pix515e-635#show running-config
Saved

PIX Version 6.3(5)

!--- Sets the hardware speed to auto on both interfaces.
interface ethernet0 auto interface ethernetl auto !/---
Specifies the inside and outside interfaces. nameif
ethernet0 outside securityO nameif ethernetl inside
securityl00 enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQOnbNIdI.2KYOU encrypted hostname pix515e-635
fixup protocol dns maximum-length 512 fixup protocol ftp
21 fixup protocol h323 h225 1720 fixup protocol h323 ras
1718-1719 fixup protocol http 80 fixup protocol rsh 514
fixup protocol rtsp 554 fixup protocol sip 5060 fixup
protocol sip udp 5060 fixup protocol skinny 2000 fixup
protocol smtp 25 fixup protocol sglnet 1521 fixup
protocol tftp 69 names !--- Specifies the traffic that
can pass through the IPsec tunnel. access-1list pixtosw
permit ip 192.168.1.0 255.255.255.0 172.22.1.0
255.255.255.0 pager lines 24 mtu outside 1500 mtu inside
1500 !/--- Sets the inside and outside IP addresses and
subnet masks. ip address outside 10.20.20.1
255.255.255.0 ip address inside 192.168.1.1
255.255.255.0 ip audit info action alarm ip audit attack
action alarm pdm history enable arp timeout 14400 !---
Instructs PIX to perform PAT on the IP address on the
outside interface. global (outside) 1 interface !---
Specifies addresses to be exempt from NAT (traffic to be
tunneled). nat (inside) 0 access-list pixtosw /---
Specifies which addresses should use NAT (all except




those exempted). nat (inside) 1 0.0.0.0 0.0.0.0 0 0 /---
Specifies the default route on the outside interface.
route outside 0.0.0.0 0.0.0.0 10.20.20.2 1 timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 rpc 0:10:00 h225 1:00:00 timeout h323 0:05:00
mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00 timeout sip-
disconnect 0:02:00 sip-invite 0:03:00 timeout uauth
0:05:00 absolute aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ max-failed-attempts 3 aaa-server
TACACS+ deadtime 10 aaa-server RADIUS protocol radius
aaa-server RADIUS max-failed-attempts 3 aaa-server
RADIUS deadtime 10 aaa-server LOCAL protocol local no
snmp-server location no snmp-server contact snmp-server
community public no snmp-server enable traps floodguard
enable !--- Implicit permit for all packets that come
from IPsec tunnels. sysopt connection permit-ipsec !=---
PHASE 2 CONFIGURATION !--- Defines the transform set for
Phase 2 encryption and authentication. !--- Austinlab is
the name of the transform set that uses aes-256
encryption !--- as well as the SHAl hash algorithm for
authentication.

crypto ipsec transform-set austinlab esp-aes-256 esp-
sha-hmac

!--- Creates the dynamic map ciscopix for the transform
set. crypto dynamic-map ciscopix 1 set transform-set

austinlab !--- Specifies the IKE that should be used to
establish SAs !--- for the dynamic map. crypto map
dynmaptosw 66 ipsec-isakmp dynamic ciscopix !--- Applies

the settings above to the outside interface. crypto map
dynmaptosw interface outside !=--- PHASE 1 CONFIGURATION
I-—-- Specifies the interface to use for the IPsec tunnel

isakmp enable outside

!--- Specifies the preshared key and the addresses to
use with that key. !--- In this case only one address 1is
used as the preshared key "ciscol23". isakmp key
*xAkxHkxk% gddress 10.10.10.1 netmask 255.255.255.255 /---
Defines how the PIX identifies itself in !--- IKE
negotiations (IP address in this case). isakmp identity
address !--- These five commands specify the Phase 1
configuration settings !--- specific to this sample
configuration. isakmp policy 13 authentication pre-share
isakmp policy 13 encryption aes-256 isakmp policy 13
hash sha isakmp policy 13 group 2 isakmp policy 13
lifetime 28800 telnet timeout 5 ssh timeout 5 console
timeout 0 terminal width 80
Cryptochecksum:07a3815d59db9965b72c7d8a7aat7£f5f : end
pix515e-635#

Cisco PIX 515i%7<7.0(2)

pix515-702#show running-config
Saved

PIX Version 7.0(2)

names
1

!--- PIX 7 uses an interface configuration mode similar
to Cisco IOS. !--- This output configures the IP




address, interface name, and security level for !---
interfaces Ethernet(0 and Ethernetl. interface Ethernet0
nameif outside security-level 0 ip address 10.20.20.1
255.255.255.0 ! interface Ethernetl nameif inside
security-level 100 ip address 192.168.1.1 255.255.255.0
! interface Ethernet2 shutdown no nameif no security-
level no ip address ! interface Ethernet3 shutdown no
nameif no security-level no ip address ! interface
Ethernet4 shutdown no nameif no security-level no ip
address ! interface Ethernet5 shutdown no nameif no
security-level no ip address ! enable password
8Ry2YjIyt7RRXU24 encrypted passwd 2KFQnbNIdI.2KYOU
encrypted hostname pix515-702 domain-name cisco.com ftp
mode passive !/--- Specifies the traffic that can pass
through the IPsec tunnel. access-list pixtosw extended
permit ip 192.168.1.0 255.255.255.0 172.22.1.0
255.255.255.0 pager lines 24 mtu inside 1500 mtu outside
1500 no failover monitor-interface inside monitor-
interface outside no asdm history enable arp timeout
14400 !--- Instructs PIX to perform PAT on the IP
address on the outside interface. global (outside) 1
interface !--- Specifies addresses to be exempt from NAT
(traffic to be tunneled). nat (inside) 0 access-list
pixtosw !--- Specifies which addresses should use NAT
(all except those exempted). nat (inside) 1 0.0.0.0
0.0.0.0 !/--- Specifies the default route on the outside
interface. route outside 0.0.0.0 0.0.0.0 10.20.20.2 1
timeout xlate 3:00:00 timeout conn 1:00:00 half-closed
0:10:00 udp 0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00
h323 0:05:00 h225 1:00:00 mgcp 0:05:00 timeout mgcp-pat
0:05:00 sip 0:30:00 sip_media 0:02:00 timeout uauth
0:05:00 absolute no snmp-server location no snmp-server
contact snmp-server enable traps snmp !--- Implicit
permit for all packets that come from IPsec tunnels.
sysopt connection permit-ipsec !--- PHASE 2
CONFIGURATION !--- Defines the transform set for Phase 2
encryption and authentication. !--- Austinlab is the
name of the transform set that uses aes-256 encryption
!-—- as well as the SHAl hash algorithm for
authentication.

crypto ipsec transform-set austinlab esp-aes-256 esp-
sha-hmac

!--- Creates the dynamic map "ciscopix" for the defined
transform set. crypto dynamic-map ciscopix 1 set

transform-set austinlab !/--- Specifies that IKE should
be used to establish SAs !--- for the defined dynamic
map. crypto map dynmaptosw 66 ipsec-isakmp dynamic
ciscopix !--- Applies the settings to the outside
interface. crypto map dynmaptosw interface outside !---
PHASE 1 CONFIGURATION !--- Defines how the PIX
identifies itself in !--- IKE negotiations (IP address

in this case).

isakmp identity address

!--- Specifies the interface to use for the IPsec
tunnel. isakmp enable outside !--- These five commands
specify the Phase 1 configuration settings !--- specific
to this sample configuration. isakmp policy 13
authentication pre-share isakmp policy 13 encryption
aes-256 isakmp policy 13 hash sha isakmp policy 13 group
2 isakmp policy 13 lifetime 28800 telnet timeout 5 ssh




timeout 5 console timeout 0 !/--- These three lines set
the IPsec attributes for the tunnel to the !--- remote
peer. This is where the preshared key is defined for
Phase 1 and the !--- IPsec tunnel type is set to site-
to-site. tunnel-group 10.10.10.1 type ipsec-121 tunnel-
group 10.10.10.1 ipsec-attributes pre-shared-key *
Cryptochecksum:092b6fc5370e2ef0cf07c2bcl0fld44a : end
pix515-702#
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- show crypto isakmp sa — B R¥ &8 LA B EJIIKE SA.
=

- show crypto ipsec sa — B/~ & BISAEAMERE.
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. Cisco PIX 515ehx7#<6.3(5) — £ER

. Cisco PIX 515k 4<7.0(2) — £

. Cisco PIX 515ehR4%6.3(5) — FE)IE R
. Cisco PIX 515/ 787.0(2) — FB)IES

Cisco PIX 515ehx#%6.3(5) — =

pix515e-635#show crypto isakmp sa

Total 1
Embryonic : 0
dst src state pending
created
10.10.10.1 10.20.20.1 QM_IDLE 0
1

pix515e-635#

pix515e-635#show crypto ipsec sa

interface: outside
Crypto map tag: maptosw, local addr.
10.20.20.1

local ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(172.22.1.0/255.255.255.0/0/0)

current_peer: 10.10.10.1:500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts
digest 4
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#pkts decaps: 4, #pkts decrypt: 4, #pkts
verify 4

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed:
0, #pkts decompress failed: 0

#send errors 1, #recv errors 0

local crypto endpt.: 10.20.20.1, remote crypto endpt.:
10.10.10.1

path mtu 1500, ipsec overhead 72, media mtu
1500

current outbound spi: ed0afa33

inbound esp sas:

spi: 0xac624692(2892121746)

transform: esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: maptosw

sa timing: remaining key lifetime (k/sec):
(4607999/28718)

IV size: 16 bytes

replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0xed0afa33(3976919603)

transform: esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: maptosw

sa timing: remaining key lifetime (k/sec):
(4607999/28718)

IV size: 16 bytes

replay detection support: Y

outbound ah sas:

outbound pcp sas:

pix515e-635#

Cisco PIX 515/ 457.0(2) — E# =

pix515-702#show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)

Total IKE SA: 1

1 IKE Peer: 10.10.10.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE
pix515-702#

pix515-702#show crypto ipsec sa




interface: outside
Crypto map tag: maptosw, local addr: 10.20.20.1

local ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(172.22.1.0/255.255.255.0/0/0)

current_peer: 10.10.10.1

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 5, #pkts decrypt: 5, #pkts
verify: 5
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 5, #pkts comp failed:
0, #pkts decomp failed: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.20.20.1, remote crypto endpt.:
10.10.10.1

path mtu 1500, ipsec overhead 76, media mtu 1500
current outbound spi: 2D006547

inbound esp sas:

spi: 0x309F7A33 (815757875)

transform: esp-aes-256 esp-sha-hmac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-map: maptosw

sa timing: remaining key lifetime (kB/sec):
(4274999/28739)

IV size: 16 bytes

replay detection support: Y

outbound esp sas:

spi: 0x2D006547 (755000647)

transform: esp-aes-256 esp-sha-hmac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-map: maptosw

sa timing: remaining key lifetime (kB/sec):
(4274999/28737)

IV size: 16 bytes

replay detection support: Y

pix515-702#

Cisco PIX 515ehi2<6.3(5) — =B

pix51l5e-635#show crypto isakmp sa

Total 1
Embryonic : 0
dst src state pending
created
10.20.20.1 10.10.10.1 QM_IDLE 0
1

pix51l5e-635#show crypto ipsec sa

interface: outside

Crypto map tag: dynmaptosw, local addr.
10.20.20.1

local ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)




remote ident (addr/mask/prot/port):
(172.22.1.0/255.255.255.0/0/0)

current_peer: 10.10.10.1:500

PERMIT, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts
digest 0

#pkts decaps: 0, #pkts decrypt: 0, #pkts
verify 0

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed:
0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 10.20.20.1, remote crypto endpt.:
10.10.10.1

path mtu 1500, ipsec overhead 72, media mtu
1500

current outbound spi: efbl149d

inbound esp sas:

spi: 0x2ad2cl3c(718455100)

transform: esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: dynmaptosw

sa timing: remaining key lifetime (k/sec):
(4608000/28736)

IV size: 16 bytes

replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0xefb1149d(4021359773)

transform: esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: dynmaptosw

sa timing: remaining key lifetime (k/sec):
(4608000/28727)

IV size: 16 bytes

replay detection support: Y

outbound ah sas:

outbound pcp sas:

pix515e-635#

Cisco PIX 515/ 257.0(2) — EhH#E X

pix515-702#show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)

Total IKE SA: 1




1 IKE Peer: 10.10.10.1
Type : L2L Role : responder
Rekey : no State : AM_ACTIVE
pix515-702#

pix515-702#show crypto ipsec sa

interface: outside

Crypto map tag: ciscopix, local addr:
10.20.20.1

local ident (addr/mask/prot/port):
(192.168.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(172.22.1.0/255.255.255.0/0/0)

current_peer: 10.10.10.1

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 5, #pkts decrypt: 5, #pkts
verify: 5
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 5, #pkts comp failed:
0, #pkts decomp failed: 0

#send errors: 0, #recv errors: 0

10.10.10.1

path mtu 1500, ipsec overhead 76, media mtu 1500
current outbound spi: D7E2F5FD

inbound esp sas:

spi: OxDCBF6AD3 (3703532243)

transform: esp-aes-256 esp-sha-hmac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-map: ciscopix

sa timing: remaining key lifetime (sec):
28703

IV size: 16 bytes

replay detection support: Y

outbound esp sas:

spi: OxXD7E2FS5FD (3621975549)

transform: esp-aes-256 esp-sha-hmac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-map: ciscopix

sa timing: remaining key lifetime (sec):
28701

IV size: 16 bytes

replay detection support: Y

pix515-702#

local crypto endpt.: 10.20.20.1, remote crypto endpt.:

SRR
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