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R2 (config) #router rip

R2 (config-router) #offset-1list 1 out 2 sl

R2 (config-router) #offset-list 2 out 2 el

R2 (config-router) #fexit

R2 (config) #access-1list 1 permit 172.30.0.0 0.0.255.255
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R2 (config) #access-1list 2 permit 192.168.1.0 0.0.0.255
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1. i#12Wizards > VPN Wizard,
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VPN iz ard

YPH Wizard

Wiglcome to the YPM ¥Wizard. This wizard will help you create site-io-sife YFRs
which can be used to securaly connect this P to another YPM device, of remote
access VPMs which can be used to securely connect moblle users and
telecamimuters to this P

Selectthe type of WFM:

i Remote Access YPH

Selecttha interface on which the YRR will be enabled;
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VPN Wizard Remote Site Peer

Flease specify ihe remote peer VPM device to which this P will connect over the
VPN, The PIX and the remote peer device will authenticate each other befora
negoliating any IPSec unnal o pass trafc. The authentication is done by
corfiguring a shared passward hetwasn he bwo pears, or cerificates issusd by 5

Peer IF Address: 1723011
s I R R I e e e o L ) e e e o g Dy
(@ Pre-sharedkey |7
TTEE

Reenter Key
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VPN Wizard IKE Policy

Flease specify the encryplion algorithm, authentication algorithm, and
Diffie-Hellman group that are used by the P when negotiating an [KE security
association . Since the fwo parties have to agrae on the algorthms in order to talk
to each other, make sure the configuration of the other party s the sama as the P,

Encryption: joES R4

Austhentication: I"'-'”:'5 ﬂ

DH Group:
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VPN Wizard Transform Set

Fleasze specify the encryption and authentication algorthms used by the IPSec YFR
tunnel. Since the two parties must usa the same algorithms to talk to each other,
mmake sura the configuration of the other party 15 the same as this P This
assumes the usage of ESP. ITyou wanl 1o use AH, you can change it Iater using the

WVFPM takb from the main PDM wind ow.

Encrypfion: 1DE5 ﬂ

Authertication:  |MD5 =l
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IPSec Trafiic Selector selects the fraffic lows that are going to be protected by the
IFSec tunnel. Packets that flow between the selected hostefnetworks inside the PIX
fwehich you specity below) and the the selected hostsietworks at the ramote site
carhich you wWill specify an the neid screen) Wwill be protected by the IPSec Wwnnel,
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IF address: I 1011.0

Mask |355 155 7550 E!

Browse .

Firlst i D:ar‘mul[ Help I

PSec Traflic Selector (Continue) |

Usze this panel to specify the hostsnetworks at the remote site that are used in
IPSec Traffic Selactor to select traffic lows to be protected by the IPSec funneal.
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(@ IPAddress (" Name (" Group 172.30.0.018

Interface; | ouiside :J
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Mask: | 255.255.0.0 (-]
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