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13. tNRFEHACL , FFEAUTHS,

access-list 102 permit tcp any host 10.16.1.16 eq www
access-group 102 in interface outside

BEAEASDMAEBACLNHMEF , F2EAXERI R I A AL T HEA B ERBER AR . &
EBIEE R/ BB EA nat 052 A R AAFTIEA BT R ERA MR/ BIBHACLZ B E 5
o MSACLEEnat 0BLSEMA RFFBBAMBHIREREER. ATBRTEMLRE , PIXNT

EFEZVRTEFRF,

ERSENEE (HX) (FF%)

FEPIX 6.0 , 8 TIREFE R (EE ) hEe , UAFASBER B BRI EIPHU/IR | W FEPIXE
REEERIBEENAIBRRES/IE, statichi s EISH, LHAMU TR —tit, HHHEPATH

WEREARRNE A, LIhEEFEPIX 7.0 24
AR HRZERE S TEREMT L.

static [(internal_if name, external_if name)] {global_ip/interface}local_ip [netmask mask]
[max_conns [emb_limit [norandomseq]]]

static [(internal_ if name, external if name)] {tcp/udp} {global_ip|interface} global_port
local_ip local_port [netmask mask] [max conns [emb_limit [norandomseq]]]

A MRBENATERAAIIP(global_IP)i st ETE# | Al se SR E R, Hit , EHEEZESD

£ A Finterface , MA 2 FERAIP{t,
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- NEBEAE A TelnetiHRE @ FME— IPib1k172.18.124.99,PIXii 3% |IPtb ik B E [ £10.1.1.6,
- AEBERAEAFTPFERE [ EIME—IPH31E172.18.124.99,PIX#4 &% IP# it EE [@%]10.1.1.3,

- AEBEAERK TelnetiBRE @ EIPATHENE172.18.124.208,PIXiigtth it BE [@F]10.1.1.4,

- AEREAE K TelnetERE@EIP#bIE£172.18.124.216 ZAMIPIX , PIXEHHEE@E

10.1.1.5,

- AEEAEBHTTPERE@ P 5172.18.124.216 ZAWIPIX , PIXEHHEE@E

10.1.1.5,
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10.1.1.2 | 172.18.124.216

l

Inside i
_J

Inside Addresses:

\

I
10.1.1.6/23 |
10.1.1.3:21 PAT address = 172.18.124.208 :g':"g'gi'gggﬁ
10.1.1.4/23 ' ol
1011523 | 172.18.124.208/23
10.1.1.5/80 | 172.18.124.216/23
10.1.1.7/80 - 172.18.124.216/80

| 172.18.124.208/8080

HBoPIXER — BEF [

Outside

Outside Addresses:

LA AERACABEEREENRSE (HX ), F2REREENEM (EX ) @REX,

HBAPIX7XEE —BEEMD (W)

fixup protocol ftp 21

!--- Use of an outbound ACL is optional. access-list 100
permit tcp 10.1.1.0 255.255.255.128 any eqg www access-
list 100 deny tcp any any eq www access-1list 100 permit
tcp 10.0.0.0 255.0.0.0 any access-list 100 permit udp
10.0.0.0 255.0.0.0 host 172.18.124.100 eqg domain access-
list 101 permit tcp any host 172.18.124.99 eqg telnet
access-list 101 permit tcp any host 172.18.124.99 eq ftp
access-list 101 permit tcp any host 172.18.124.208 eqg
telnet access-list 101 permit tcp any host
172.18.124.216 eqg telnet access-list 101 permit tcp any
host 172.18.124.216 eq www access-list 101 permit tcp
any host 172.18.124.208 eqg 8080 interface EthernetO




nameif outside security-level 0 ip address
172.18.124.216 255.255.255.0 ! interface Ethernetl
nameif inside security-level 100 ip address 10.1.1.2
255.255.255.0 ! global (outside) 1 172.18.124.208 nat
(inside) 1 0.0.0.0 0.0.0.0 0 O static (inside,outside)
tcp 172.18.124.99 telnet 10.1.1.6 telnet netmask
255.255.255.255 0 0 static (inside,outside) tcp
172.18.124.99 ftp 10.1.1.3 ftp netmask 255.255.255.255 0
0 static (inside,outside) tcp 172.18.124.208 telnet
10.1.1.4 telnet netmask 255.255.255.255 0 0 static
(inside,outside) tcp interface telnet 10.1.1.5 telnet
netmask 255.255.255.255 0 0 static (inside,outside) tcp
interface www 10.1.1.5 www netmask 255.255.255.255 0 0
static (inside,outside) tcp 172.18.124.208 8080 10.1.1.7
www netmask 255.255.255.255 0 0 !/--- Use of an outbound
ACL is optional. access-group 100 in interface inside

access-group 101 in interface outside

XX : R Asysopt noproxyarp outsideds TELEPIX/ASA , BICT TR A BIEPIX/ASAF #I1T
proxyarpMIEREENATE#:, A T HRALREE , FBEPIX/ASARL & 7 il Bksysopt noproxyarp outsidedr
T, RAEEAREARPEFNARPRE . ERFENATHRE ATEEIE,

UTBER—RfNAREREER (H5 ) Rl , RFFASBERE R TelnetiFBREREIE—IPit
1£172.18.124.99,PIX#§%IP 1 it B E [0 %]10.1.1.6,

1. £ AASDM3Ei# #Configuration > Features > NAT > Translation Rules.

2. & Translation Rules , %1% — TAdd.

3. HRAR MR | A ASBIPHb Y B F A

4. B Translate Address To , i##EStatic , B A/ EBIPHbuE |, AR EHRedirect port.
5 M ABFNNBEREEN (W TOIHEE23 ), B—T "OK, (BE),
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tddress Pool; | same address ) ' Wanage Pools,

B #&1# £ Configuration > Features > NAT > Translation RulestF , B/ 88 'R 1£ Translation
Rules ':F )
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£ ARBREITCP/UDPREE

MREBHRTCPHUDPERERR S MEEPIX/ASAHR Y A ER A ARES |

E{E Hstaticih © .

EEZEFRNVKRARLTCPHMUDPERR, BREA0 , RTERGIER(ZREIREtimeout
conn@r THEENZHBERZREM, ) WEETBERARAENAT, Z2REERBEBESEZENTEE
BEZENMHVER.

[REIFVAERNBE AT URELERZDoSHE, RERKEFEMLRRHIEETCP Intercept , TCP
Intercept ATREBERER{EZEBATCP SYNEREZ AN EERAIDoSKE, RHERREE KT
RN B R B4 EEFNERFER. LBETBHARATNAT, TCPREBIEEEARZ2RA
EeSN IR ARR. MRAINIBNATREDBIRS |, 1§ ZREAHRF,

fHln -

ASA (config) #static (inside,outside) tcp
! -—- The maximum number of simultaneous
500,
time specified !--- by the timeout conn
per host is 100.

default is 0 which means unlimited

10.1.1.1 www 10.2.2.2 www tcp 500 100
tcp connections the local IP !--- hosts are to allow 1is
|--- connections. Idle connections are closed after the

command !--- The maximum number of embryonic connections

%PIX-3-201002:{static|xlate} global_address ! _t#JE##%iB %econns nconns



ER—IREEFMEENES., EEHEEEREHIUNZNERBE | SERHIIES. econnsB8
RREREARNEHE |, nconns B EH xlate LRV R KEREHE

BENIRFEREMAshow statictn TREY BRI FEM U BN RS, HRERAIREN.

%ASA-3-201011:4£10.1.26.51/23938 7\ #8411 10.0.86.155/1 3509 A ¥4 B Kl HYE 4% PR $1 18
1000/1000

LLE5ERAN S R B CiscoffzRID CSCsg52106(EREME F)FES. WHEFMEN , FSRLLIER

o

HEHFEEER

BUBESEETSREEEENGE. timerangetr TEEEREEHE, ERFHHER , TS
HEnBRER BRIk RE,

EEZEERBEACL , B Atime-rangetr ST ERSTE A BMEFRE. A% Awith the access-list
extended time-range iz 7 1% s 8 €8 E 2 A FIACL.

HEEEIRNRZERENRKRE, BR  LYRENTPESESEAMR&E.

BIURREESEEYEAGESEERBEENE , L FHabsolutefperiodicin T EZFEEHES B, E
% Btime- rangenp%E’Jabsolute%ﬂpenodm%ﬁfﬂ—?—E’J?EEQEQE RERNEEEREEXTFEHR
defaultin %

EEBEERFEEACL , B Atime-rangetn T EZISE A BIMEFR, AR Awith the access-list
extended@ H S FEEEBZETACL, T—ERHIEEAH "Saless WACLEHEZIZ A "New York
Minute ) HYBFROEEE :

L RGIZERI —{EE % "New York Minute, WEFREEEYEAFESEEREEE

hostname (config) #time-range New York_ Minute

hostname (config-time-range) #periodic weekdays 07:00 to 19:00

(
(
hostname (config) #access-1list Sales line 1 extended deny ip any any time-range New_ York Minute
hostname (config) #access-group Sales in interface inside

B R 1 =7 438 5 il B B AN SR Y B BR

REMAREENEY Y 7% FiEiR Ciscot #iT T EBIRR G
, IRFER TIFUL B AABEBRPIX R £ 55 B HY S B .
- BEERNEBREFHEEA,
- BARUROIZ 51 AR E T E SRR S BB,
. show tech-supports < B &i H .
. iZ%Tlogging buffered debugging @ ¥ % show logis &
Wi | REREENRERE (ORTAH) .
H U SR 19 B R A SE B AR A S F R RAE K (ixt) B N EI B R
fil, BEULAETACHRBE R T E(ERIMES)PEEA
B pn 2 AV SR B, an RIS ESEFENTAC Service Request
Tool(EHEMEFMER) , TS EFBHMEPHNER
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