PIX 6.x: I EPIXZEIPIX VPNRREE B RH

Im
=

S (&
i
R
2

Epl
%

S
B
I
&

Lﬁii 2
=)

i
i
A

ks
lal

= |3
5
m

S
IKEFIPSeclit &
HRBE

B eE

PIX-01 show#n 5
PIX-02 showfip &
SR HE AR
SREHEARIED
tHERE R

s

B E S FF M {EICisco Secure PIXEs A& EiBInternetRAEAE A IPR £ (IPSec)Hy 2 HBIEITIR
PIXZIPIXH S E EBE A (VPN)BRE, IPSecREMEEMES , EIPSecH i v BiRHE
Rz, ERTEMENENRFESHEE.

B2 BPIX/ASA 7 xS EMPIXEIPIX VPNERER B R~ , BRESHEIRN LS HEETHERA
7 xBAEE 5 RWEFAE A

LERF

|R

AXHRBRHEER,

RA T

AN AHHEARRIRA T SR ANE LR

. CiscoZ£PIX 515EF5 X 4& | BXEEKRA46.3(5)
. CiscoZ£PIX 515ER A& , EXB8ARA<6.3(5)


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00805a87f7.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00805a87f7.shtml

i 4]
MEXHESNFRENR , FS2EEREMIRETED.

HREA

IPSecR S Al p AAMBLS R , Hh AW BRI SR TI(IKE) PR

1. IPSecB EHMERERE, MEEIPSecH SR - BEHIFHEARER,

2. EIKEE1BER , IPSecHHERIFHCEVMNIKERZ L BBI(SAFR, HEHBERBRZR K S
AEREREZSEREENSREEBAME(ISAKMP) R 242 EE,
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AR WEEFFEANIPIHRELS REInternet ETBESEEH, L TFRRFC 1918 Uit , BEEERE
RIEHRER,

IKERIPSecH it

REERANSEREAURANMEBEHRANBHEZZNTENER , SEAPIXLWIPSecElES 8%
{t. T Awrite terminalHshowin TEEFEE. HEGD & A $Eshow isakmp., show isakmp

policy. show access-list, show crypto IPSec transform-set%l]show crypto map. BEEEELH S
SHHMEF , 552/ Cisco Secure PIXPE KBS S8 #E,
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TR TS EREIAE EIPSec:

 REHASREEIKE

. BELEIPSec

. BUE R BRV 3 EFE (NAT)
BLEPIXRRIER

A OWODN -

AEAFAASMREBIKE

%% Hisakmp enable@s ¥ , SAEEIPSeciR i N HE EBAIKE, EtARS | ASFNERREPIX LK
IPSec#&im T H. MEPIX EHEE TIKE, ELa S ERERPIX-01,

isakmp enable outside

CEEEERIKEGRAHRFERANIKERE, 2% Hisakmp policyf © AT #TILIRE, RHHUGDE

, VAP ELIEFLAER —EBRE, TEERRLT  SERESEEIEF10ERKREE, WRIEER
EAFERAELASE. ARERBNBRBNMDSHERE L, ANHEL2 A (ESP)WDESUK
Diffie-Hellmanfi1, MWREEREAFERASALERFER,

isakmp policy authentication pre-share

isakmp policy encryption des
isakmp policy group 1

1
1
isakmp policy 1 hash md5
1
1 lifetime 1000

isakmp policy

A LU Fishow isakmp policy @ B ¥ IKEEL & :

Pl X- 01#show isakmp policy

Protection suite of priority 1

encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Message Digest 5

aut henticati on nethod: Pre-shared Key

Diffie-Hellman group: #1 (768 bit)

lifetinme: 1000 seconds, no volune limt

Default protection suite

encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Secure Hash Standard

aut henti cati on nethod: Rivest-Shamr-Adl eman Signature
Diffie-Hellman group: #1 (768 bit)

lifetime: 86400 seconds, no volune limt

5% , %Hisakmp keyin TR BEL AR Y EESE b, FHBLASRE | IPSecHZ
BLNE-FAHLASRAATE, titFE , EBRAERESRER P,

isakmp key ********** gddress 172.22.112.12 netmask 255.255.255.255
Pl X- 01#

A LA { F write terminal=ishow isakmp @+ B 38 R BE -

Pl X- 01#show isakmp



i saknp enabl e out si de

i saknp key *****xx**x gddress 172.22.112. 12 net mask 255. 255. 255. 255
isaknp identity address

i sakmp policy 1 authentication pre-share

i sakmp policy 1 encryption des
i sakmp policy 1 hash nmd5

i sakmp policy 1 group 1

isakmp policy 1 lifetime 1000

i B IPSec

EHP—EPIXIEBHES —EPIXAIMERARER , FREIPSeco LRBHARFEEMHIPSecR
EWREABRE. SREERAREEWLREREKENPSecth. LEFBUSEATRENR
10.1.1.x#B 3% EBIPSecBEFIAE172.16.1.x#8% . HRHPIXEE LHNHEBESRRILEEBE
o BBARPIX-01,

access-list 101 permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0

IPSecEREERHERANRRBERRNLEER, IPSecE#1E1B £ Acrypto IPSec transform-
setii N ER, VEAEREREE—HNER , YRS ULIRE=([AERRKERIPSecEZLHE,
LB EE AR EE SR . esp-hmac-md5#lesp-des.

crypto IPSec transform-set chevelle esp-des esp-md5-hmac

I A N REEREIPSec SA, BNHEDHEMRBZBAFYFEF LRI MBEM, REBEESMN
MY S|, BRI Y M EHIKERIPSec SA |, MBZREAHEFRBEI0VIERENAR , &
B ENYHZE I FHchevelle transform-set B R EBHHE T2 KM,

IPSec-isakmp

match address 101

set peer 172.22.112.12

set transform-set chevelle

crypto map transam
crypto map transam
crypto map transam
crypto map transam

ERZREE=LHER  FEXFREFLHREAINE. SEENNELERIPSecKimn/ T H.

crypto map transam interface outside

2% i show crypto mapn = SABR T8 N B E R B 1%

Pl X- 0O1#show crypto map
Crypto Map: "transam' interfaces: { outside }

Crypto Map "transam’ 1 |PSec-isaknp

Peer = 172.22.112.12

access-list 101 pernmit ip 10.1.1.0 255.255.255.0 172.16.1.0 255. 255. 255
Current peer: 172.22.112.12

Security association lifetine: 4608000 kil obytes/ 28800 seconds



PFS (Y/N): N
Transform sets={ chevelle, }

B ENAT

WS & HPIX T EYHIPSecBE B FAREHEITNAT, Hit , Baccess-listin S A BN ARA
»“’rIE%BﬁﬁéNATHEi%O

access-list NONAT permit ip 10.1.1.0 255.255.255.0
172.16.1.0 255.255.255.0
nat (inside) 0 access-list NoNAT

EBPIXR#iRE
HRAMIEAUESFEH L AHSHEFENEEHRRELET , Eitsysopt connection permit-IPSecdn 5 F

RAHFIE ALEIPSecRBINHBERTE, £/AIPSectRIEBAT; mER ?ﬁﬂb’"’“ EWMEALRITERN , I
EHREEEI KM, sysoptin T 7 TR EPIXI A B Z 2 AEBIAE.

sysopt connection permit-IPSec

B

MR A Ciscodt B B Bwrite terminalin S HVEI | A LA A Output Interpreter (R M % F )BT
BEBBENEEER, B4 FEALBAIavaScripts £ F Output Interpreter (EREMEF),

192.68.1.52K9PIX-01

Pl X Version 6. 3(5)

interface ethernet0 auto

interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane Pl X-01

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

!--—- Defines interesting traffic that is protected by
the IPSec tunnel. access-list 101 permit ip 10.1.1.0
255.255.255.0 172.16.1.0 255.255.255.0
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!--—- Do not perform NAT for traffic to other PIX
Firewall. access-list NoNAT permit ip 10.1.1.0
255.255.255.0 172.16.1.0 255.255.255.0

pager lines 24

ntu outside 1500

nmu inside 1500
ntu intf2 1500
mu intf3 1500
ntu intf4 1500
mu intf5 1500

!--- Sets the outside address on the PIX Firewall. ip
address outside 192.168.1.52 255.255.255.0

!--- Sets the inside address on the PIX Firewall. ip
address inside 10.1.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp timeout 14400

!--- This command tells the PIX not to NAT any traffic
!--- deemed interesting for IPSec. nat (inside) 0
access-list NONAT

I--- Sets the default route to the default gateway.
route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout sip-disconnect 0:02:00 sip-invite 0:03:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server TACACS+ nax-failed-attenpts 3

aaa- server TACACS+ deadtine 10

aaa-server RADI US protocol radius

aaa-server RADI US nmex-failed-attenpts 3

aaa-server RADI US deadtinme 10

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

!--- Allows IPSec traffic to pass through the PIX
Firewall !--- and does not require an additional conduit
!--—- or access-1list statements to permit IPSec traffic.
sysopt connection permit-IPSec

!--- IKE Phase 2. !--- The | PSec transformset
"chevel | " uses esp-nd5-hmac to provide !--- data

aut henti cati on.

crypto IPSec transform-set chevelle esp-des esp-md5-hmac
!--- Crypto maps set up the SAs for IPSec traffic. !---
Indicates that IKE is used to establish IPSec SAs.
crypto map transam 1 IPSec-isakmp

!--- Assigns interesting traffic to peer 172.22.112.12.
crypto map transam 1 match address 101

! --- Sets the IPSec peer. crypto map transam 1 set peer
172.22.112.12

!--- Sets the IPSec transform set "chevelle" !--- to be




used with the crypto map entry "transam". crypto map
transam 1 set transform-set chevelle

!--- Assigns the crypto map transam to the interface.
crypto map transam interface outside

!--- IKE Phase 1. !--- Enables IKE on the interface used
to term nate the | PSec tunnel

isakmp enable outside

!--- Sets the ISAKMP identity of the peer and !--- sets
the pre-shared key between the IPSec peers. !--- The
same preshared key must be configured on the !--- IPSec

peers for IKE authentication. isakmp key ****%%i*
address 172.22.112.12 netmask 255.255.255.255

! --- The PIX uses the IP address method by default !---
for the IKE identity in the IKE negotiations. isakmp
identity address

!--—- The ISAKMP policy defines the set of parameters !--
- that are used for IKE negotiations. !--- If these
parameters are not set, the default parameters are used.
!-—-- The show isakmp policy conmand shows the
differences in !--- the default and configured policy.

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5
1
1

isakmp policy group 1

isakmp policy lifetime 1000

telnet tinmeout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e

: end

PIX-02{14172.22.112.12

Pl X Version 6. 3(5)

interface ethernet0 auto

interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane Pl X- 02

fixup protocol dns maxi num|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

!--—- Defines interesting traffic that is protected by
the IPSec tunnel. access-list 101 permit ip 172.16.1.0
255.255.255.0 10.1.1.0 255.255.255.0

!--— Do not perform NAT for traffic to other PIX
Firewall. access-list NoNAT permit ip 172.16.1.0




255.255.255.0 10.1.1.0 255.255.255.0
pager lines 24
ntu outside 1500

mu inside 1500
mu intf2 1500
mu intf3 1500
mu intf4 1500
mu intf5 1500

!--- Sets the outside address on the PIX Firewall. ip
address outside 172.22.112.12 255.255.255.0

!--- Sets the inside address on the PIX Firewall. ip
address inside 172.16.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp timeout 14400

!--- This command tells the PIX not to NAT any traffic
!--- deemed interesting for IPSec. nat (inside) 0
access-list NoONAT

I--- Sets the default route to the default gateway.
route outside 0.0.0.0 0.0.0.0 172.22.112.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00

ti meout h323 0:05: 00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout sip-disconnect 0:02:00 sip-invite 0:03:00

ti meout uauth 0:05:00 absolute

aaa- server TACACS+ protocol tacacs+

aaa- server TACACS+ nax-failed-attenpts 3

aaa- server TACACS+ deadtine 10

aaa- server RADI US protocol radius

aaa- server RADI US nax-failed-attenpts 3

aaa- server RADI US deadtine 10

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

!--- Allows IPSec traffic to pass through the PIX
Firewall !--- and does not require an additional conduit
!--—- or access-1list statements to permit IPSec traffic.
sysopt connection permit-IPSec

/--- IKE Phase 2: !--- The |PSec transform set defines
the negotiated security policy !--- that the peers use
to protect the data flow. !--- The |PSec transform set
"toyota" uses hmac-nd5 authentication header !--- and
encapsul ates the payload with des.

crypto IPSec transform-set toyota esp-des esp-md5-hmac
!--- Crypto maps set up the SAs for IPSec traffic. !---
Indicates that IKE is used to establish IPSec SAs.
crypto map bmw 1 IPSec-isakmp

!--- Assigns Iinteresting traffic to peer 192.168.1.52.
crypto map bmw 1 match address 101

!--- Sets IPSec peer. crypto map bmw 1 set peer
192.168.1.52

!--- Sets the IPSec transform set "toyota" !--- to be




used with the crypto map entry "bmw". crypto map bmw 1
set transform-set toyota

!--- Assigns the crypto map bmw to the interface. crypto
map bmw interface outside

/--- IKE Phase 1: !--- Enables |KE on the interface used
to term nate | PSec tunnel

isakmp enable outside

!--- Sets the ISAKMP identity of the peer and !--- sets
the preshared key between the IPSec peers. !--- The same
preshared key must be configured on the !--- IPSec peers

for IKE authentication. isakmp key *******x* address
192.168.1.52 netmask 255.255.255.255

! --- The PIX uses the IP address method by default !---
for the IKE identity in the IKE negotiations. isakmp
identity address

!--- The ISAKMP policy defines the set of parameters !--
- that are used for IKE negotiations. !--- If these
parameters are not set, the default parameters are used.
isakmp policy
isakmp policy

1 authentication pre-share
1
isakmp policy 1 hash md5
1
1

encryption des

group 1
lifetime 1000

isakmp policy
isakmp policy
telnet tinmeout 5
ssh timeout 5
consol e timeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
: end

B

RERENEFATRARERENAERT ERERF,
& FER) X ER Lshowis & , B L FF AR showss T8 HAY 55

Output Interpreter Tool (£
o

- show crypto IPSec sa — bt ir S ERIPSec SAWEBIME , TRERERS EENEBRREH

. show crypto isakmp sa — Lt a5 = ERIKE SAHY E I AR 58,

PIX-01 sho

PIX-01 showdr %

Pl X- 01#show crypto IPSec sa
interface: outside
Crypto map tag: transam, |ocal addr. 192.168.1.52

| ocal ident (addr/mask/prot/port):
(10.1.1.0/255. 255. 255. 0/ 0/ 0)

renote ident (addr/nmask/prot/port):
(172.16.1.0/ 255. 255. 255. 0/ 0/ 0)

current _peer: 172.22.112.12

PERM T, flags={origin_is_acl,}

!--- This verifies that encrypted packets are being sent
!--- and received without any errors. #pkts encaps: 3,
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#pkts encrypt: 3, #pkts digest 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: 0O

#send errors 2, #recv errors O

|l ocal crypto endpt.: 192.168.1.52, renote crypto endpt.
172.22.112.12

path mu 1500, |PSec overhead 56, nedia nmtu 1500
current outbound spi: 6f09cbf1l

! -—-- Shows inbound SAs that are established. inbound esp
sas:

spi: 0x70be0c04(1891503108)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: transam

sa timng: remaining key lifetime (k/sec):

(4607999/ 28430)

IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound pcp sas:

!--- Shows outbound SAs that are established. outbound
ESP sas:

spi: 0x6f 09cbf1(1862913009)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: transam
sa timng: remaining key lifetime (k/sec):
(4607999/ 28430)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:
out bound PCP sas:

!--- The ISAKMP SA is 1in the quiescent state (QM _IDLE)
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-0l#show
crypto isakmp sa

dst src state pendi ng
created
172.22.112.12 192.168.1.52 QM _IDLE 0

1Maui-PIX-01#

PIX-02 showis &

PIX-02 showfs &

Pl X- 02#show crypto IPSec sa

interface: outside
Crypto map tag: bmw, |ocal addr. 172.22.112.12

| ocal ident (addr/mask/prot/port):
(172.16.1.0/ 255. 255. 255. 0/ 0/ 0)




renote ident (addr/mask/prot/port):
(10.1.1.0/255. 255. 255. 0/ 0/ 0)

current_peer: 192.168.1.52

PERM T, flags={origin_is_acl,}

!--- This verifies that encrypted packets are !--- being
sent and recede without any errors. #pkts encaps: 3,
#ipkts encrypt: 3, #pkts digest 3

#ipkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. Failed: 0, #pkts
deconpress failed: 0O

#send errors 0, #recv errors O

| ocal crypto endpt.: 172.22.112.12, renote crypto
endpt.: 192.168.1.52

path mu 1500, |PSec overhead 56, nedia ntu 1500
current outbound spi: 70beOc04

!--- Shows inbound SAs that are established. Inbound ESP
sas:

spi: 0x6f09chbf1(1862913009)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto nmap: bmw

sa timng: remaining key lifetime (k/sec):
(4607999/ 28097)

IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound PCP sas:

!--- Shows outbound SAs that are established. Outbound
ESP sas:

spi: 0x70be0c04(1891503108)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: bmw

sa timng: remaining key lifetime (k/sec):
(4607999/ 28097)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:
out bound PCP sas:

!--- The ISAKMP SA is 1in the quiescent state (QM_IDLE)
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-02#show
crypto isakmp sa

dst src state pendi ng
created
172.22.112.12 192.168.1.52 QM _TIDLE 0
PIX-02#

BRIEFE 2 AL BE X TE & T management-access
B&iE.

Pl X- 02( conf i g) #management-access i nsi de
Pl X-02( confi g) #show management-access
managenent - access i nsi de

, & RIS £ ping BPIXHY A BRI E AT B



RER: AR

RERENEF TR R A REE TSR SR

SHYRIED
XE : clearf A BEEEER TH1T.

- clear crypto IPSec sa — i HEER HEVPNERE X & EEIPSec SA,
. clear crypto isakmp sa — It ap 1 E 5 i# B VPNBRIE & Bl E B ISAKMP SA,
A : #HdebugiE T2 Al , FEESEBMDebuglE THEEEA.

. debug crypto IPSec — Wt TR T E Fin2 R EEHEVPNERHIPSecEb 2
- debug crypto isakmp — Lt TR TREHER I E EEHEVPNERHISAKMPER 2
ERERE , JLAEAshowin T HEITER R

HEEA

- PXXEEH

. PIXTh o8&

. EREM(RFC)

. |PSecifF/IKEB A E X B EH
- B ff X MBS - Cisco Systems
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