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Bui | di ng configuration..
Saved

Pl X Version 6.3(1)

I-—- Specify speed and duplex settings. interface
ethernet0 auto interface ethernetl auto interface
ethernet2 auto shutdown interface ethernet3 auto
shutdown interface ethernet4 auto shutdown interface
ethernet5 auto shutdown naneif ethernetO outside
security0 naneif ethernetl inside securityl00 naneif
ethernet2 intf2 security4 naneif ethernet3 intf3
security6 naneif ethernet4 intf4 security8 naneif
ethernet5 intf5 securityl0 enabl e password
8Ry2Yj | yt 7TRRXU24 encrypted passwd 2KFhbNI dI . 2KYOU
encrypted host name pi x515 fixup protocol ftp 21 fixup
protocol h323 h225 1720 fixup protocol h323 ras 1718-
1719 fixup protocol http 80 fixup protocol ils 389 fixup
protocol rsh 514 fixup protocol rtsp 554 fixup protoco
sip 5060 fixup protocol sip udp 5060 fixup protoco

ski nny 2000 fixup protocol sntp 25 fixup protocol sql net
1521 nanmes !--- Specify split tunnelling access list and
"nonat" access list. access-list 101 pernmit ip 10.2.2.0
255. 255, 255. 0 10.1. 1.0 255. 255.255.0 pager lines 24 ntu
out side 1500 ntu inside 1500 ntu intf2 1500 nmtu intf3
1500 ntu intf4 1500 ntu intf5 1500 !--- Define IP
address for the PIX's inside and outside interfaces. ip
address outside 172.16.2.1 255.255.255.0 ip address
inside 10.2.2.1 255.255.255.0 no ip address intf2 no ip
address intf3 no ip address intf4 no ip address intf5 ip
audit info action alarmip audit attack action alarmip
| ocal pool ippool 10.3.3.1-10.3.3.254 no failover
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside no
failover ip address intf2 no failover ip address intf3
no failover ip address intf4 no failover ip address
intf5 pdm history enable arp tineout 14400 /---
Configure Network Address Translation (NAT)/ !--- Port
Address Translation (PAT) for regular traffic, !--- as
well as NAT for IPsec traffic. global (outside) 1
interface nat (inside) 0 access-list 101 nat (inside) 1

0.0.0.0 0.0.0.0 0 0 !--- Define the outside router as
the default gateway. !--- Typically this is the IP
address of your !--- Internet service provider's (ISP)

router. route outside 0.0.0.0 0.0.0.0 172.16.2.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0:10: 00 udp 0:02: 00 rpc 0:10:00 h225 1:00: 00 ti meout
h323 0: 05: 00 ngcp 0: 05: 00 sip 0:30:00 sip_nedia 0:02: 00
ti meout uauth 0:05:00 absol ute aaa-server TACACS+
protocol tacacs+ aaa-server RADI US protocol radius aaa-
server LOCAL protocol |ocal no snnp-server |ocation no
snnp-server contact snnp-server conmunity public no
snnp-server enable traps floodguard enabl e sysopt
connection pernmit-ipsec !--- Configure IPsec transform
set and dynamic crypto map. Crypto ipsec transformset
myset esp-aes esp-nd5-hmac crypto dynami c-nmap dynmap 10
set transformset nyset crypto nap nmymap 10 i psec-isaknp
dynam c dynmap !--- Apply crypto map to the outside
interface. crypto map nymap interface outside !---
Configure Phase 1 Internet Security Association !-- and
Key Management Protocol (ISAKMP) parameters. isaknp
enabl e outside isaknp identity address isaknp policy 10
aut hentication pre-share isaknp policy 10 encryption aes
i sakmp policy 10 hash md5 isaknp policy 10 group 2

i sakmp policy 10 lifetime 86400 !--- Configure VPNGroup




parameters, to be sent down to the client. vpngroup
mygroup addr ess-pool ippool vpngroup nygroup dns-server
10. 2. 2.2 vpngroup mygroup w ns-server 10.2.2.2 vpngroup
nmygr oup defaul t-domain ci sco.com vpngroup nygroup split-
tunnel 101 vpngroup mygroup idle-tinme 1800 vpngroup
mygroup password ******** ypngroup idle-tine idle-tine
1800 telnet tineout 5 ssh tineout 5 console tinmeout O
terminal wdth 80

Crypt ochecksum 67106d7a5a3aa3dalcaaeea93b9f c8d6 : end

[ OK] pix515#

PIX Easy VPNIRIHE W& F ik

pi x501#write terminal
Bui | di ng configuration..
Saved

Pl X Version 6.3(1)

I-—- Specify speed and duplex settings. interface
ethernetO0 auto interface ethernetl 100full naneif
ethernet 0 outside securityO naneif ethernetl inside
securityl00 enabl e password 8Ry2Yj |yt 7TRRXU24 encrypted
passwd 2KFOnbNI dI . 2KYQU encrypt ed host name pi x501 fixup
protocol ftp 21 fixup protocol h323 h225 1720 fi xup
protocol h323 ras 1718-1719 fixup protocol http 80 fixup
protocol ils 389 fixup protocol rsh 514 fixup protoco
rtsp 554 fixup protocol sip 5060 fixup protocol sip udp
5060 fixup protocol skinny 2000 fixup protocol sntp 25
fixup protocol sqlnet 1521 names pager lines 24 ntu
outside 1500 ntu inside 1500 /--- Define IP address for
the PIX's inside and outside interfaces. ip address
outside 172.16.1.1 255.255.255.0 ip address inside
10.1.1.1 255.255.255.0 ip audit info action alarmip
audit attack action alarm pdm history enable arp tinmeout
14400 !--- Configure NAT for traffic that is not
encrypted. global (outside) 1 interface nat (inside) 1
0.0.0.0 0.0.0.0 0 0 !--- Define the outside router as
the default gateway. !--- Typically this is the IP
address of your ISP's router. route outside 0.0.0.0
0.0.0.0 172.16.1.2 1 tineout xlate 3:00:00 tineout conn
1: 00: 00 hal f-closed 0:10:00 udp 0:02: 00 rpc 0:10: 00 h225
1: 00: 00 tineout h323 0:05:00 ngcp 0: 05: 00 sip 0:30:00
sip_nedia 0:02:00 tineout uauth 0:05:00 absol ute aaa-
server TACACS+ protocol tacacs+ aaa-server RAD US
protocol radius aaa-server LOCAL protocol |ocal no snnp-
server location no snnp-server contact snnp-server
conmunity public no snnmp-server enable traps fl oodguard
enable telnet timeout 5 ssh tinmeout 5 console tineout O
!--- Define Easy VPN Remote parameters. vpnclient server
172.16. 2.1 vpnclient node network-extensi on-node
vpnclient vpngroup nygroup password ********x 1___ fnaple
the VPN Client. !--- (This automatically initiates the
IPSec tunnel to the server.) vpnclient enable term na

wi dth 80 Cryptochecksum b8242b410ad8e3b372018cdlcff77f91

end [ K]
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PIX Easy VPN{al fR 88showip £ Hlig H 7= 5l

. show crypto isakmp sa — BERE ZE 88 E AT B Al 8RB EE £ 88 RIR(IKE) T £ BHE(SA).

pi x515#show crypto isakmp sa

Tot al 1
Enbryonic : 0
dst src state pendi ng created
172.16.2. 1 172.16.1. 1 QM | DLE 0 2
pi x515#

- show crypto ipsec sa — BEREEF R 2 FEEERIIPsec SA,

pi x515#show crypto ipsec sa

!-—— This command was issued after a ping !--- was attempted from the PC behind the !---
Easy VPN Client to the PC !--- behind the server. interface: outside Crypto nmap tag: nynap,
|l ocal addr. 172.16.2.1 local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0) current_peer
172.16.1.1: 500 dynanic allocated peer ip: 0.0.0.0 PERMT, flags={} #pkts encaps: 4, #pkts
encrypt: 4, #pkts digest 4 #pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4 #pkts
conpressed: 0, #pkts deconpressed: 0 #pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: O #send errors 0, #recv errors 0 !/--- Ping packets !--- were successfully
exchanged between the !--- Easy VPN Remote Hardware Client !--- and the Easy VPN Server.
local crypto endpt.: 172.16.2.1, renote crypto endpt.: 172.16.1.1 path ntu 1500, ipsec
overhead 64, media ntu 1500 current outbound spi: 3a5a28e4 inbound esp sas: spi
0x505c96¢c6(1348245190) transform esp-aes esp-nd5-hmac , in use settings ={Tunnel, } slot:
0, conn id: 2, crypto map: nymap sa timing: renaining key lifetime (k/sec): (4607999/28471)
IV size: 16 bytes replay detection support: Y inbound ah sas: inbound pcp sas: outbound esp
sas: spi: 0x3aba28e4(978987236) transform esp-aes esp-nd5-hmac , in use settings ={Tunnel

} slot: 0, connid: 1, crypto map: nynmap sa timng: renmaining key lifetine (k/sec):
(4607999/28471) |V size: 16 bytes replay detection support: Y outbound ah sas: outbound pcp
sas: local ident (addr/nmask/prot/port): (10.2.2.0/255.255.255.0/0/0) renote ident
(addr/ mask/ prot/port): (172.16.1.1/255.255.255.255/0/0) current_peer: 172.16.1.1:500 dynanic
allocated peer ip: 0.0.0.0 PERM T, flags={} #pkts encaps: 0, #pkts encrypt: 0, #pkts digest
0 #pkts decaps: 0, #pkts decrypt: 0, #pkts verify O #pkts conmpressed: 0, #pkts deconpressed
0 #pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: O #send errors
0, #recv errors O local crypto endpt.: 172.16.2.1, renote crypto endpt.: 172.16.1.1 path ntu
1500, ipsec overhead 64, media ntu 1500 current outbound spi: 27f378f9 i nbound esp sas: spi
Oxf 2bb4f 00(4072361728) transform esp-aes esp-nd5-hnmac , in use settings ={Tunnel, } slot:
0, conn id: 3, crypto map: nymap sa timng: remaining key lifetinme (k/sec): (4608000/27796)
IV size: 16 bytes replay detection support: Y inbound ah sas: inbound pcp sas: outbound esp
sas: spi: O0x27f378f9(670267641) transform esp-aes esp-nd5-hmac , in use settings ={Tunnel

} slot: 0, conn id: 4, crypto map: nynmap sa timng: renmaining key lifetine (k/sec):
(4608000/27787) |V size: 16 bytes replay detection support: Y outbound ah sas: outbound pcp
sas: pix515#

PIX Easy VPN:R i M & F iishowdp 7 Fl# H 7R 51

. vpnclient enable — B FAEasy VPN Remotei##R, (ERRIERBERN(NEM)T , BIEREEEEHE
imEasy VPNAIRBEE XMW EDERE , BRELEME. )

pi x501(confi g) #vpnclient enable

- show crypto isakmp policy — B RS {EIKER BE#Y 5| &,

pi x501#show crypto isakmp policy

Default protection suite
encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Secure Hash Standard
aut hentication nethod: Rivest-Sham r-Adleman Signature
Di ffie-Hellmn group: #1 (768 bit)



lifetinme:

86400 seconds,

no volunme limt

Lt B2 BE 7= 1 R 5 A & ik R & show crypto isakmp policy@r &8V .

pi x501(confi g) #show crypto isakmp policy

Protection suite of priority
encryption al gorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption al gorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption algorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption algorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption algorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption algorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption al gorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption al gorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption al gorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:
lifetine:

Protection suite of priority
encryption al gorithm
hash al gorithm
aut henti cati on net hod:
Diffie-Hellman group:

65001

AES - Advanced Encryption Standard (256 bit keys).
Secure Hash Standard

Pre- Shared Key wi th XAUTH

#2 (1024 bit)

86400 seconds, no volune limt

65002

AES - Advanced Encryption Standard (256 bit keys).
Message Digest 5

Pre- Shared Key wi th XAUTH

#2 (1024 bit)

86400 seconds, no volune limt

65003

AES - Advanced Encryption Standard (192 bit keys).
Secure Hash Standard

Pre- Shared Key wi th XAUTH

#2 (1024 bit)

86400 seconds, no volune limt

65004

AES - Advanced Encryption Standard (192 bit keys).
Message Digest 5

Pre- Shared Key wi th XAUTH

#2 (1024 bit)

86400 seconds, no volune lim't

65005

AES - Advanced Encryption Standard (128 bit keys).
Secure Hash Standard

Pre- Shared Key wi th XAUTH

#2 (1024 bit)

86400 seconds, no volune lim't

65006

AES - Advanced Encryption Standard (128 bit keys).

Message Digest 5

Pre- Shared Key wi th XAUTH
#2 (1024 bit)
86400 seconds,
65007

Three key triple DES
Secure Hash Standard

Pre- Shared Key wi th XAUTH
#2 (1024 bit)
86400 seconds,
65008

Three key triple DES
Message Digest 5

Pre- Shared Key wi th XAUTH
#2 (1024 bit)
86400 seconds,
65009

DES - Data Encryption Standard (56 bit keys).
Message Digest 5

Pre- Shared Key wi th XAUTH

#2 (1024 bit)
86400 seconds,
65010

AES - Advanced Encryption Standard (256 bit
Secure Hash Standard

Pr e- Shared Key

#2 (1024 bit)

no volune limt

no volune limt

no volune limt

no volune limt

keys).



lifetine:
Protection suite of priority

86400 seconds, no volune limt

65011

encryption al gorithm AES - Advanced Encryption Standard (256 bit keys).
hash al gorithm Message Digest 5
aut hentication nmethod: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
Protection suite of priority 65012
encryption al gorithm AES - Advanced Encryption Standard (192 bit keys).
hash al gorithm Secure Hash Standard
aut hentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
Protection suite of priority 65013
encryption al gorithm AES - Advanced Encryption Standard (192 bit keys).
hash al gorithm Message Digest 5
aut hentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
Protection suite of priority 65014
encryption al gorithm AES - Advanced Encryption Standard (128 bit keys).
hash al gorithm Secure Hash Standard
aut hentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
Protection suite of priority 65015
encryption al gorithm AES - Advanced Encryption Standard (128 bit keys).
hash al gorithm Message Digest 5
aut hentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
Protection suite of priority 65016
encryption al gorithm Three key triple DES
hash al gorithm Secure Hash Standard
aut hentication nmethod: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
Protection suite of priority 65017
encryption al gorithm Three key triple DES
hash al gorithm Message Digest 5
aut henticati on nmethod: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
Protection suite of priority 65018
encryption al gorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Message Digest 5
aut henticati on nmethod: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetine: 86400 seconds, no volune limt
show crypto isakmp sa — BT ¥ &/ LT B EBIIKE SA
pi x501(confi g) #show crypto isakmp sa
Tot al 1
Enbryonic : 0
dst src state pendi ng created
172.16.2.1 172.16.1.1 QM | DLE 0 1
show crypto ipsec sa — BRE R 2 FEERIIPsec SA,
pi x501( confi g) #show crypto ipsec sa
!-—— This command was issued after a ping !--- was attempted from the PC behind the !---
Easy VPN client to the PC !--- behind the server. interface: outside Crypto nmep tag:
_vpnc_cm local addr. 172.16.1.1 local ident (addr/nmask/prot/port):

(10.1.1.0/255.255.255.0/0/0) renote ident (addr/mask/prot/port):
(10.2.2.0/255.255.255.0/0/0) current_peer: 172.16.2.1:500 PERM T,
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4 #pkts decaps:

flags={origin_is_acl,}
4, #pkts decrypt: 4, #pkts



verify 4 #pkts conpressed: 0, #pkts deconpressed: O #pkts not conpressed: 0, #pkts conpr.
failed: 0, #pkts deconpress failed: O #send errors 1, #recv errors 0 !/--- Ping packets !---
were successfully exchanged between !--- the Easy VPN Remote Hardware Client !--- and the
Easy VPN Server. |local crypto endpt.: 172.16.1.1, renote crypto endpt.: 172.16.2.1 path ntu
1500, ipsec overhead 64, nedia mu 1500 current outbound spi: 505c96¢c6 inbound esp sas: spi
0x3a5a28e4(978987236) transform esp-aes esp-nd5-hmac , in use settings ={Tunnel, } slot: O
conn id: 4, crypto map: _vpnc_cmsa timng: remaining key lifetime (k/sec): (4607999/28745)
IV size: 16 bytes replay detection support: Y inbound ah sas: inbound pcp sas: outbound esp
sas: spi: 0x505c96¢6(1348245190) transform esp-aes esp-nd5-hmac , in use settings ={Tunnel
} slot: 0, conn id: 3, crypto map: _vpnc_cmsa tinmng: remaining key lifetime (k/sec):
(4607999/28745) |V size: 16 bytes replay detection support: Y outbound ah sas: outbound pcp
sas: local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/0/0) renote ident
(addr/ mask/ prot/port): (10.2.2.0/255.255.255.0/0/0) current_peer: 172.16.2.1:500 PERM T,
flags={origin_is_acl,} #pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0 #pkts decaps: O,
#pkts decrypt: 0, #pkts verify O #pkts conpressed: 0, #pkts deconpressed: 0 #pkts not
conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0 #send errors 0, #recv
errors 0 local crypto endpt.: 172.16.1.1, renote crypto endpt.: 172.16.2.1 path ntu 1500

i psec overhead 64, media ntu 1500 current outbound spi: f2bb4f00 i nbound esp sas: spi

0x27f 378f 9(670267641) transform esp-aes esp-nd5-hmac , in use settings ={Tunnel, } slot: O
conn id: 1, crypto map: _vpnc_cmsa timng: remaining key lifetime (k/sec): (4608000/28125)
IV size: 16 bytes replay detection support: Y inbound ah sas: inbound pcp sas: outbound esp
sas: spi: Oxf2bb4f00(4072361728) transform esp-aes esp-nd5-hmac , in use settings ={Tunnel
} slot: 0, conn id: 2, crypto map: _vpnc_cmsa tinmng: remaining key lifetime (k/sec):
(4608000/28125) |V size: 16 bytes replay detection support: Y outbound ah sas: outbound pcp
sas: pix501(config)#

- show vpnclient — #7RVPNE Fim = Easy VPN Remotedt EFl E & .
pi x501( confi g) #show vpnclient
LOCAL CONFI GURATI ON
vpnclient server 172.16.2.1
vpncl i ent nbde net wor k- ext ensi on- node
vpncl i ent vpngroup nygroup password **xx****
vpncl i ent enabl e

DOVWNLCQADED DYNAM C PCLI CY

Current Server »172.16.2.1

Primary DNS : 10.2.2.2

Primary WNS : 10.2.2.2

Def ault Domai n . cisco.com

PFS Enabl ed . No

Secure Unit Authentication Enabled : No

User Authentication Enabl ed . No

Split Networks : 10.2.2.0/255.255.255.0
Backup Servers : None

pi x501(config)#

REREDE A

RERENEA TR NG EEE TR,

MR BIRA X HEFTIRELEEasy VPN Remote Hardware ClientflEasy VPN Serverﬂﬂ'bé’&"ﬁ | R
, 7B l&%ﬁﬂPlXE’Jdebugiﬁ]tﬂ%ﬂshowﬁ Wi , A Cisco i ZEHUWTAC)EITD M. BFE
Eﬁ?ﬁkﬁ?PlxwﬂuE EEVHIPseck3E HEREERAREHIPR M HIEIERR — E%ﬁ%uﬁﬁﬁ
debug@it. EPIXLEEAIPsecHH .

Lt BB RPIX debugin + F# H Rl

. Easy VPNfAREHR T
. Easy VPNEIFEEEFIRMD
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BitEE : £/ debug T2 HT , FFESBEE Debug ETHEEEH.

Easy VPN fRERHH

- debug crypto ipsec — #RE2FE ER AV IPsectii i
- debug crypto isakmp — #8751 F& RV ISAKMP 137 o
iE =8 R,

pi x515(confi g) #
I-—-- As soon as the vpnclient enable command !--- is issued on the renote client PIX,
server receives an | KE negotiation request.

crypto_i saknp_process_bl ock: src: 172.16. 1. 1,
dest:172.16.2.1 spt:500 dpt:500

OQAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 256

| SAKIVP: hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0xO0O Ox1 O0x51 0x80

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 256

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: extended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0xO0O Ox1 O0x51 0x80

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 192

| SAKIVP: hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0xO0O Ox1 0x51 0x80

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 192

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: extended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0xO0O Ox1 O0x51 0x80

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKIVP: hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share (init)

| SAKMP: life type in seconds
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| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80
| SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 7 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 8 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 9 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share (init)

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 10 against priority 10 policy
crypto_i saknp_process_bl ock: src: 172.16. 1. 1,

dest:172.16.2.1 spt: 500 dpt: 500
QAK_AG exchange
| SAKMP (0): processing HASH payl oad. nmessage ID =0
I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, message ID =10

| SAKMP (0): processing notify | N Tl AL_CONTACTI PSEC( key_engi ne):

got a queue event...
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.16.1.1

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): received xauth v6 vendor id

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renote peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to another |0OS box!

| SAKMP (0): processing vendor id payl oad

crypto_i saknp_process_bl ock: src: 172.16. 1. 1,

dest:172.16.2.1 spt: 500 dpt: 500
| SAKMP_TRANSACTI ON exchange



crypto_i saknp_process_bl ock: src: 172.16. 1. 1,
dest:172.16.2.1 spt: 500 dpt: 500

QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 4788683

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_AES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 O0xO0
| SAKMP: aut henticator i s HVAC SHA

| SAKMP: key length is 2561 PSEC(val i date_proposal):

transform proposal (prot 3, trans 12, hmac_alg 2) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_AES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SAlife type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 O0xO0
| SAKMP: aut henticator i s HVAC MD5

| SAKMP: key length is 2561 PSEC(val i date_proposal):

transform proposal (prot 3, trans 12, hmac_alg 1) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 3

| SAKMP: transform 1, ESP_AES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 O0xO0
| SAKMP: aut henticator i s HVAC SHA

| SAKMP: key length is 1921 PSEC(val i date_proposal):

transform proposal (prot 3, trans 12, hmac_alg 2) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 4

| SAKMP: transform 1, ESP_AES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SAlife type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 OxO0
| SAKMP: aut henticator i s HVAC MD5

| SAKMP: key length is 1921 PSEC(val i date_proposal):

transform proposal (prot 3, trans 12, hmac_alg 1) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 5



| SAKMP: transform 1, ESP_AES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 O0xO0
| SAKMP: aut henticator i s HVAC SHA

| SAKMP: key length is 1281 PSEC(val i date_proposal):

transform proposal (prot 3, trans 12, hmac_alg 2) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 6

| SAKMP: transform 1, ESP_AES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 O0xO0
| SAKMP: aut henticator i s HVAC MD5

| SAKMP: key length is 128

| SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request):
proposal part #1,
(key eng. nsg.) dest= 172.16.2.1, src= 172.16.1.1,

dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 172.16. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),

protocol = ESP, transfornr esp-aes esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x4
!--- Both PIXes accept the policy for IPsec. | SAKMP (0): processi ng NONCE payl oad. message ID =
4788683 | SAKMP (0): processing | D payl oad. message |ID = 4788683 | SAKMP (0): | D | PVA_ADDR src
172.16.1.1 prot O port O I SAKMP (0): processing |ID payl oad. nessage I D = 4788683 | SAKMP (0):
I D | PVA_ADDR SUBNET dst 10.2.2.0/255.255.255.0 prot 0 port Ol PSEC(key_engi ne): got a queue
event... | PSEC(spi_response): getting spi Oxf5720496(4117890198) for SA from 172.16.1.1 to
172.16.2.1 for prot 3 return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src:172.16.1.1,
dest:172.16.2.1 spt:500 dpt: 500 OAK_QM exchange oakl ey_process_qui ck_node: OAK_QV AUTH AWAI T
| SAKMP (0): Creating | PSec SAs inbound SA from 172.16.1.1 to 172.16.2.1 (proxy 172.16.1.1 to
10.2.2.0) has spi 4117890198 and conn_id 3 and flags 4 lifetinme of 28800 seconds
crypto_i saknp_process_bl ock: src:172.16.1.1, dest:172.16.2.1 spt:500 dpt:500 | SAKMP (0):
processi ng NOTI FY payl oad 36136 protocol 1 spi 0, message | D = 843197376 | SAMKP (0): received
DPD R U THERE from peer 172.16.1.1 | SAKMP (0): sendi ng NOTI FY nmessage 36137 protocol 1 return
status is | KMP_NO ERR NO TRANS crypto_i saknp_process_bl ock: src:172.16.1.1, dest:172.16.2.1
spt: 500 dpt:500 | SAKMP (0): processing NOTIFY payl oad 36136 protocol 1 spi O, nessage ID =
1985282089 | SAMKP (0): received DPD_ R U THERE from peer 172.16.1.1 | SAKMP (0): sendi ng NOTI FY
nmessage 36137 protocol 1 return status is | KMP_NO ERR _NO TRANS
crypto_i saknp_process_bl ock: src:172.16.1.1, dest:172.16.2.1 spt:500 dpt:500 | SAKMP (0):
processi ng NOTI FY payl oad 36136 protocol 1 spi 0, message | D = 1510977390 | SAMKP (0): received
DPD R U THERE from peer 172.16.1.1 | SAKMP (0): sendi ng NOTI FY nmessage 36137 protocol 1 return
status is | KMP_NO ERR_NO TRANS

Easy VPNERIKEREFIRGE D

- debug crypto ipsec — F 2P B MY IPsectih o
- debug crypto isakmp — R 5 1F& BRI ISAKMP 137

pi x501(confi g) #vpnclient enable
(cloSnAfKigM P# (0): 1D payl oad
next - payl oad : 13
type 11



pr ot ocol : 17

port 0

I ength 11
| SAKMP (0): Total payload length: 15
| SAKMP (0:0): sending NAT-T vendor ID - rev 2 & 3
I SAKMP (0): begi nni ng Aggressive Mdde exchange
crypto_i saknp_process_bl ock: src: 172. 16. 2. 1,

dest:172.16.1.1 spt: 500 dpt: 500

QAK_AG exchange
| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 65001 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKMP transform 1 against priority 65002 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKVMP transform 1 against priority 65003 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

| SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKVMP transform 1 against priority 65004 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: aut h pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKMP transform 1 against priority 65005 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: aut h pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKMP transform 1 against priority 65006 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80



I SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKMP transform 1 against priority 65007 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKVMP transform 1 against priority 65008 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

I SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKMP transform 1 against priority 65009 policy

| SAKMP: encrypti on AES- CBC

| SAKMP: keyl engt h of 128

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

| SAKMP : attributes being requested

crypto_i saknp_process_bl ock: src: 172. 16. 2. 1,
dest:172.16.1.1 spt: 500 dpt: 500
I SAKMP (0): begi nning Quick Mdde exchange,
M| D of 1112046058: 424879eal PSEC( key_engi ne): got a queue event...
| PSEC(spi _response): getting spi 0x274d3063(659370083) for SA
from 172.16.2.1 to 172.16.1.1 for prot 3

crypto_i saknp_process_bl ock: src: 172. 16. 2. 1,
dest:172.16.1.1 spt: 500 dpt: 500

QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payload. nessage ID = 1112046058

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_AES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SA life type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 OxO0
| SAKMP: aut henticator i s HVAC MD5

| SAKMP: key length is 128

| SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request):
proposal part #1,

(key eng. nsg.) dest= 172.16.2.1, src= 172.16.1.1,
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 172.16. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x4

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID = 1112046058



1112046058
1112046058

| SAKMP (0): processing |ID payl oad. nessage ID
| SAKMP (0): processing |ID payl oad. nessage ID
| SAKMP (0): Creating | PSec SAs
inbound SA from172.16.2.1 to 172.16.1.1
(proxy 10.2.2.0 to 172.16.1.1)
has spi 659370083 and conn_id 2 and flags 4
lifetinme of 28800 seconds
lifetime of 4608000 kil obytes
outbound SA from172.16.1.1 to 172.16.2.1
(proxy 172.16.1.1 to 10.2.2.0)
has spi 264316759 and conn_id 1 and flags 4
lifetinme of 28800 seconds
lifetime of 4608000 kil obytesl PSEC(key_engi ne):
got a queue event...
IPSEC(initialize_sas): ,
(key eng. nsg.) dest= 172.16.1.1, src= 172.16.2.1,
dest _proxy= 172.16. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-aes esp-nd5-hmac ,
|'i fedur= 28800s and 4608000kb,
spi = 0x274d3063(659370083), conn_id= 2, keysize= 128, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. nsg.) src= 172.16.1.1, dest= 172.16.2.1,
src_proxy= 172.16. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-aes esp-nd5-hmac ,
|'i fedur= 28800s and 4608000kb,
spi = Oxfcl2757(264316759), conn_id= 1, keysize= 128, flags= 0x4

VPN Peer: |PSEC. Peer ip:172.16.2.1/500 Ref cnt increnented to:2
Total VPN Peers:1

VPN Peer: |PSEC. Peer ip:172.16.2.1/500 Ref cnt increnented to:3
Total VPN Peers:1

return status is | KMP_NO ERROR

pi x501(confi g) #

pi x501(confi g) #

I SAKMP (0): sending NOTI FY message 36136 protocol 1

crypto_i saknp_process_bl ock: src: 172.16. 2. 1,
dest:172.16.1.1 spt: 500 dpt: 500

I SAKMP (0): processing NOTIFY payl oad 36137 protocol 1

spi 0, message | D = 136860646n
| SAMKP (0): received DPD R U THERE ACK from peer 172.16.2.1

- debug vpnclient — EEREFERVPNE F w5

pi x501(confi g) #vpnclient enable

pi x501(config)# 505: VPNC CFG transform set unconfig attenpt done
506: VPNC CLI: no isaknp keepalive 10

507: VPNC CLI: no isaknmp nat-traversal 20

508: VPNC CFG | KE unconfig successful

509: VPNC CLI: no crypto map _vpnc_cm

510: VPNC CFG crypto map del etion attenpt done

511: VPNC CFG crypto unconfig successful

512: VPNC CLI: no gl obal (outside) 65001

513: VPNC CLI: no nat (inside) O access-list _vpnc_acl
514: VPNC CFG nat unconfig attenpt failed

515: VPNC CLI: no http 10.1.1.1 255.255.255.0 inside
516: VPNC CLI: no http server enable

517: VPNC CLI: no access-list _vpnc_acl

518: VPNC CFG ACL deletion attenpt failed

519: VPNC CLI: no crypto map _vpnc_cminterface outside
520: VPNC CFG crypto map de/attach fail ed



521: VPNC CLI: no sysopt connection permt-ipsec
522: VPNC CLI: sysopt connection permt-ipsec
523: VPNC CFG transform sets configured
524: VPNC CFG crypto config successful
525: VPNC CLI: isaknmp keepalive 10
526: VPNC CLI: isaknmp nat-traversal 20
527: VPNC CFG | KE config successful
528: VPNC CLI: http 10.1.1.1 255.255.255.0 inside
529: VPNC CLI: http server enable
530: VPNC CLI: no access-list _vpnc_acl
531: VPNC CFG ACL deletion attenpt failed
532: VPNC CLI: access-list _vpnc_acl
permit ip host 172.16.1.1 host 172.16.2.1
533: VPNC CLI: crypto map _vpnc_cm 10 match address _vpnc_acl
534: VPNC CFG crypto map acl update successful
535: VPNC CLI: no crypto map _vpnc_cminterface outside
536: VPNC CLI: crypto map _vpnc_cminterface outside
537: VPNC INF: | KE trigger request done
538: VPNC I NF: Constructing policy downl oad req
539: VPNC I NF: Packing attributes for policy request
540: VPNC I NF: Attributes being requested
541: VPNC ATT: ALT_DEF_DOMAI N: cisco.com
542: VPNC ATT: | NTERNAL_I P4_NBNS: 10.2.2.2
543: VPNC ATT: | NTERNAL_I P4_DNS: 10.2.2.2
544: VPNC ATT: ALT_SPLI T_I NCLUDE
545: VPNC I NF: 10.2.2.0/255. 255.255.0
546: VPNC ATT: ALT_PFS: 0O
547: VPNC ATT: ALT_CFG SEC UNIT: O
548: VPNC ATT: ALT_CFG USER _AUTH 0
549: VPNC CLI: no access-list _vpnc_acl
550: VPNC CLI: access-list _vpnc_acl
permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
551: VPNC CLI: access-list _vpnc_acl
permit ip host 172.16.1.1 10.2.2.0 255.255.255.0
552: VPNC CFG _vpnc_acl ST define done
553: VPNC CFG Split DNS config attenpt done
554: VPNC CLI: crypto map _vpnc_cm 10 match address _vpnc_acl
555: VPNC CFG crypto map acl update successful
556: VPNC CLI: no crypto map _vpnc_cminterface outside
557: VPNC CLI: crypto map _vpnc_cminterface outside
558: VPNC CLI: no gl obal (outside) 65001
559: VPNC CLI: no nat (inside) O access-list _vpnc_acl
560: VPNC CFG nat unconfig attenpt failed
561: VPNC CLI: nat (inside) O access-list _vpnc_acl
562: VPNC I NF: | KE trigger request done
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