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Metwork 198.51.100.0

y
Host
10.0.0.2
Network Host A
enio
10.%.%. % 198.51.100.2
inside 10.0.0.1
ASA
outside
209.165.201.2

Internet Router
209.165.201.1

Internet

EXRHIG | ISPABEKEE SRS ER209.165.201.1%1209.165.201.308 IP# 31t 35
209.165.201.0/27, B EIEEREN209.165.201.10 E#&Interneti RS F AN E |, 1
209.165.201.29 B4 ASARI SAZR N T .

R EES K —ECE b » AL iGHEE%198.51.100.0/24 , 3t BB — & T{EuLF A E L ittt 3REA
Binternet. ELTFUEERAMbL , RUATFEE M ER, R |, £10.0.0.0/8#88&+ &
TR DRy | St FEER(EA10xxxBFBERFC 1918 N AR HAY M 222 —,

AT ERIERRGT  AREEEBLEEASAREFEAMENATE AN —EEMt

global (outside) 1 209.165.201.3-209.165.201.30 netmask 255.255.255.224
nat (inside) 1 10.0.0.0 255.0.0.0 0 O

L BT SEHIRE198.51.100.0/24 8B BV R H ¥E R B RV F b4k, ©7§10.0.0.0/8485% H HV IR b
W #:5209.165.201.3%1209.165.201. 3028 E A AY e 1k,


http://www.ietf.org/rfc/rfc1918.txt?number=1918

e : ELE—EEANATRBNMTEHLEBREIS —ENMEN2EME0E | FEEMnat
ORERXENATERE.,

ASA 8.3% E M i3

AT ARG,

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-198.51.100.0/24
subnet 198.51.100.0 255.255.255.0

object network obj-natted
range 209.165.201.3 209.165.201.30

object network any-1
subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source static obj-198.51.100.0/24 obj-198.51.100.0/24
destination static any-1 any-1

nat (inside,outside) source dynamic 0b3j-10.0.0.0/8 obj-natted
Using the Auto Nat statements:

object network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0

nat (inside,outside) dynamic obj-natted

object network obj-198.51.100.0/24

subnet 198.51.100.0 255.255.255.0
nat (inside,outside) static obj-198.51.100.0/24
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Host
10.0.0.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside

Internet Router 209.165.201.2

209.165.201.1

Internet

EXRGIH | BREERFESEInternet LM R EEE R IPHUL, FHIREESLE1510.0.0.0/845d
EAWFIERIS i ER AT Mt FREESNEFSHNIPAIEEE209.165.201.1%)
209.165.201.30%1209.165.200.225%1209.165.200.254, #BREIE S A AT A TI81E -

global (outside) 1 209.165.201.3-209.165.201.30 netmask 255.255.255.224
global (outside) 1 209.165.200.225-209.165.200.254 netmask 255.255.255.224
nat (inside) 1 0.0.0.0 0.0.0.0 0 O

BEE  NATEEAHRERTERFTELA R, WFETEHNASATEA IR b E HinternetiF #
HETESR, NKRFTE , kot PNt U EER &,

ASA 8.3% E A

LT 2R,



object network obj-natted
range 209.165.201.3 209.165.201.30

object network obj-natted-2
range 209.165.200.225 209.165.200.254

object network any-1
subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source dynamic any-1 obj-natted
nat (inside,outside) source dynamic any-1 obj-natted-2

Using the Auto Nat statements:

object network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic obj-natted
object network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynamic obj-natted-2
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Host
10.0.0.2

inside 10.0.0.1

outside
209.165.201.2
Internet Router

209.165.201.1 198.51.100.0/24

Internet

EAFIF | ISPEAEKREIESRM1209.165.201.1F1209.165.201.3089 th 1t EFE LA /AN FEH., 43
REEBREN209.165.201.1 AR InternetiE HES AR ERTE |, #5209.165.201.2 ARASA EHIS
BN E. A&, BASFEH209.165.201.3%1209.165.201.30 K ARNATH, BR , @REELAE , &
MR , EXEHASAHWAEH TAERIB28 A, WREEERERA209.165.201.30E S HESH
PATHisiE , LUMEZEER B T AR B A — @bt

B LS 38 RASASS R b 3t B3 5209.165.201.38/209.165.201.29 , SAEHT271E A 5865 & B3

ASA, EELMIFERE , ASARKFTA RBIR i1 E#5209.165.201.30 , EFINAT A HY F(E
b 31 88 2% AT A stk

MigE : NATEQOFFERTERZTEU AR, WEQEHASATE AZPR i HHE H Internet ¥
Eﬁ??gﬂo pu%%g y lttﬁ%qqﬁgi&ﬂtﬁ.rl‘;(EEE%_go

ASA 8.3% EHMRA



LT RiERE

Using the Manual Nat statements:
object network any-1
subnet 0.0.0.0 0.0.0.0

object network obj-natted
range 209.165.201.3 209.165.201.30

object network obj-natted-2
subnet 209.165.201.30 255.255.255.224

nat (inside,outside) source dynamic 0.0.0.0/0 obj-natted
nat (inside,outside) source dynamic 0.0.0.0/0 obj-natted-2

Using the Auto Nat statements:

object network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic obj-natted
object network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynamic obj-natted-2
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Host
10.0.0.2

inside 10.0.0.1

outside
209.165.201.2
Internet Router

209.165.201.1 198.51.100.0/24

Internet

EARFIG | ISPEXAAEKREESIEM1209.165.201.1%1209.165.201.30M b 1t ST E, PREES
SRIENE209.165.201.1 7 B #GInternetB§ 25 E BV REBSTE |, #5209.165.201.2% BLAEASARY A ER A

o

BREELESS  B—ELELANBRR R Internet?iHEIHEBEN ., EEMBEMRBINEMBEENA
B, R EEESTAERESEM PN, ERKEEERNHIERAERE , MATEEIRFT
BREREEAERIRME(10.0.0.0/8),

LERET S R4 510.0.0.0/8, BB {rit£198.51.100.0/24 W (it EFE, TEAGIIRMAL
#E#£10.0.0.0/8#8E% F 2 44 B B #9162 198.51.100.0/24 ASA B E AR 2 1Y HOR AL 1k B FE AR AE
209.165.201.3%1209.165.201.30 €8 E A Y i it

IR B CiscoZt B EBwrite terminalis TV | AT EABMHBEES T E(ERIMBEF).

ASA 8.3% EHMRA


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

LT RiERE

Using the Manual Nat statements:

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-198.51.100.0/24
subnet 198.51.100.0 255.255.255.0

object network obj-natted
range 209.165.201.3 209.165.201.30

nat (inside,outside) source static obj-10.0.0.0/8 0obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 0bj-198.51.100.0/24

nat (inside,outside) source dynamic obj-10.0.0.0/8 obj-natted

Using the Auto Nat statements:

object network obj-natted

range 209.165.201.3 209.165.201.30

nat (inside,outside) source static obj-10.0.0.0/8 0obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 0bj-198.51.100.0/24

object network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0
nat (inside,outside) dynamic obj-natted
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Host
10.0.0.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside

Internet Router 209.165.201.2

209.165.201.1

Internet

1% 30 BB E Enatin & — 2 AR BROLASNBVEAINAT IDEF | ASRUAKBENAT,

HNATAFFERBFHRIBEFFEME St ( SR ) WREBAREBA W REBLET U EIR, 8B
BNATEFER R uE/RE, KIENATE R AR R B Rt 2,

BHEE : BRNATRBR ( nat ORSREE ) 4\ , FTE R BIMINATER S B R BENAT, NATRRRFEHE
R &EE(ACL) R BIA bt | BERERKMNAT , RAREZEE,

EARMNAT , IR ZENATRHREED , AERENBSEESHRSRFIRE—H | 8
LEURGERE —EAR i, AR W LGSR Y25 b it S EIRAR AN B REHITE,

EARGIG | MAREEE XA BESO(Web)FiE23(Telnet) iR B AZIP# 11t 172.30.1. 1189 S5 R 5 AT #E

, (BEXAEAMETRERIPH U E AR, 209.165.201.3AFEWebkyRitb st , 209.165.201.4 8
{ETelnet , #47A¥F#£10.0.0.0/88E N AR AT IL, WIREESAUIATUTRE

access-list WEB permit tcp 10.0.0.0 255.0.0.0



172.30.1.11 255.255.255.255 eqg 80
access-list TELNET permit tcp 10.0.0.0 255.0.0.0 172.30.1.11
255.255.255.255 eqg 23

nat (inside) 1 access-list WEB

nat (inside) 2 access-1list TELNET

global (outside) 1 209.165.201.3 255.255.255.224
global (outside) 2 209.165.201.4 255.255.255.224

ASA 8.3% E A
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Using the Manual Nat statements:

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-172.30.1.11
host 172.30.1.11

object network obj-209.165.201.3
host 209.165.201.3

object network obj-209.165.201.4
host 209.165.201.4

object service obj-23
service tcp destination eqg telnet

object service obj-80
service tcp destination eqg telnet

nat (inside,outside) source dynamic 0b3j-10.0.0.0/8 0obj-209.165.201.3 destination
static obj-172.30.1.11 obj-172.30.1.11 service obj-80 o0bj-80
nat (inside,outside) source dynamic 0b3j-10.0.0.0/8 0obj-209.165.201.4 destination
static obj-172.30.1.11 obj-172.30.1.11 service obj-23 obj-23

FIEE : ERAASA 8.4IR EWINATHIPATE.EWEMAEN , F2EAERBNATHE

<;&IIII

BEASA 8AIRFIIBBERENFMEN , F2RBERBMBAEENENA,

R

ESEAWebBIERBEBHTTP MY, tRHIEAFTE198.51.100.100 LAY LR, MRELR
B, BITEASA CLIE A BLER T —3 2 ay% b,

ER

ASA(config)# show connection address 10.0.0.2

16 in use, 19 most used

TCP outside 198.51.100.100:80 inside 10.0.0.2:57431, idle 0:00:06, bytes 9137,
flags UIO


//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/nat_overview.html
//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/acl_overview.html

ASAR —EHRRER K , TREWebfARRAVIRERE AFFEBH ARG , BAT R XEEREKD
REARICEL, EFEAFENERCENREAFFBBH NE , TERNEACLEL.

ERENEHT , ASTELENEF RS ERAEBNEREIL 7 2/198.51.100. 100 E AV ELR, 1HhE
HMEEATCPHEZYY BEZRAAY, ERFERERLERNENRE. FEERESNFRE
7 , FESEASA TCPERIZ,

RKARE

ASA (config)# show log | in 10.0.0.2

Jun 28 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation from inside:
10.0.0.2/57431 to outside:209.165.201.3/57431

Jun 28 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:10.0.0.2/57431 (209.165.201.3/57431)

ASABF K BEEEETHEERRFEAR. REBFNEEIUAN AFRHEE. @HBERERE
65k "EF . HK5 - EBBREsyslog.

HHRGIF , AR TMERKBR. E—EARETHAREEVEER ( LHRBETCPER
[PAT] ) B EEEE. TRTMELAIBRS IR E S 6 B AR IP it 1k F 32 SUN S48 89 1P 1t 1k M
B,

BE_ERFAFRTIHNBEHERRT AT FRAGRF BN LSERERY 7 —EER, W
R XBEERMIEIERER , REXBEMRRA L TIHERNEY ( EFRRFIHTERNEE
R ) , A AARTEEREREELERNAR., Mk , eHREHEEERNER , NEHEEL
BYERNRZENET.

NATHER (Xlate)

ASA (config)# show xlate local 10.0.0.2

3 1in use, 810 most used

Flags: D - DNS, e - extended, I - identity, 1 - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT from inside:10.0.0.2/58799 to outside:209.165.201.3/57431 flags ri idle
0:12:22 timeout 0:00:30

EBHEBEN—2 , BLEPATLUE RSP it S B AT/ AR At & 7T /R
BEVELESR  EALiExlate ( EHift ) K. show xlateds T E2local #8825 F 38 = #EAY 1P 1k
REEAN  FEIZTHENERRPEENFERE, —RE@mHER  EacAlEEERE
MABNEzEERER, RBRE , AP EMIPFEAEHE£10.165.200.2261 4t .

P HAV RS iR REREBEMN , X Aportmap. ARTEINATEENFHER , F2REENATH

RER AR

B el EE AR AR R R EET.


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/nat_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/nat_overview.html
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