PIX 6.x:{# FiRadiusBR B PPTP#A A& & fi

Im
=

S (&
i
R
2

Epl
%

S
B
I
&

il (S

i/l

axX rE

=

G
o
R

i =

PIX Py A i B (5 32 7=
EEFiwPCLEEPPTPIIEE
Windows 98

Windows 2000

Windows NT

it E PIX

PIXELE — £ N A ith 5 17 B 5%
PIXEL & — {2 HRADIUS 5 17 5k 5
Fii & & A AWindows 3.0#YCisco Secure ACS
£ A I ZRAIRADIUS B 58

B

PIX ( S 5ER ) showin
EFEIRPCER

SRS HERR

SRHBHRET

EEFiwPC. L BAPPP HEFE5C &%

H ftiMicrosoftfE &

&8 528 TR 451

A g6 tH $R BV th 75

HHEIEEA

bl

BB BEEAGEPPTP)RE2EBEEAME , AFERMEABRERLHIPHEE , UEEF
AL BERPNARELZSEN. PPTPERBIPREE, RFC 2637 H5#RPPTP, PIXEXEERRAS5.1
18 TPIXPF K& EHIPPTPR 8, PIXXXERM T ABEPPTPR HEPIX—EFEAMFFMENR. A
BB INAE EPIXSAAEPPTPEEZA#, TACACS+MRADIUSEMEARESFER. ASHERETH
REBEHRAE REENR R RG],

ANENBNARBEPIXHPPTPER, ERBPIXRASALAPPTP BBR2EE , 2K
SFPPTP/L2TPE R EBPIX,

T
I



http://www.ietf.org/rfc/rfc2637.txt
//www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v51/config/advanced.htm
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094a5a.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094a5a.shtml

2B Cisco Secure PIX Firewall 6.x#1Cisco VPN Client 3.5 for Windows with Microsoft Windows
2000 and 2003 IAS RADIUS Authentication , LAEL EPIXBh A& FIVPN Client A EEWindows 2000
2003 Internet Authentication Service(IAS)RADIUSRI k2 —#EFE A

B2 B HiEARWindows RADIUS B 13 B 5 B9 Cisco Secure ACSHELEVPN 30005+ 25F
PPTP , JA7E BB Cisco Secure ACS for WindowsHJVPN 30005+ 88 F i EPPTPIAEEST
RADIUSH 9B,

ERFFERAEEAME 28 , FSMELE Cisco Secure ACS for Windows# FHESPPTP & 17 5 %
, AR EERBE I BRMIPCER , BOEMRAE M Cisco Secure Access Control System(ACS)3.2 for
Windowsfa iR 8F iR it EF & B A5 & .
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WA$17.1 172.18.124.1 10.1.1.1 j

N X (nside J

f-_:r_ yd PC 10118
PCwith PPTP  Gateway  172.18.124.162
10.44.17 104 (outside)

32

PC
101.1.5
ACS Server

PIXBA A i e B 7=

S{BRERE — CHAP, PAP, MS-CHAP

B AFTE =S HEREFHE(CHAP, PAP, MS-CHAP)ELEMIPIXIRM T R{EERHE

PCRUEERN. ERETHEIBRNFES.

vpdn group 1 ppp authentication chap
vpdn group 1 ppp authentication mschap
vpdn group 1 ppp authentication pap

Microsoft ¥t 5 in# (MPPE)

FRU TS EEEPIXP A L& EMPPEINZ,

vpdn group 1 ppp encryption mppe 40|128|auto [required]

FEHHSH , required2 IERET . YEREMS-CHAP,

EEFEKRPCLEEEPPTPIIEE

=5
=

=A,
, ER

EE : EIRAMN B EMicrosoftEk B EL & AV E A T M B ¥ Microsoft Bl BB N E AR IE R K &

MicrosoftFflMicrosoftsz =48 vk 12 it ¥fMicrosoft Bk BB AV X £

Windows 98

BREBUT S EBREWIndows 98 E REEPPTPINEE,


http://support.microsoft.com/default.aspx

1. B EE>SRE> R HEAR>IEHEM. & "Nexts (T—2F ),

2. #— T Select from List , A% iZENetwork Adapter. & "Next, ( T—% ),

3. 7 £ Al Ak ## EMicrosoft , 7t 4 Ik i ##Microsoft VPN Adapter.
RIKBUTSRIRE , SREPPTPINEE,

1. & 1#Start > Programs > Accessories > Communications > Dial Up Networking,

2. #— T Make new connection, ¥iFiRIEEE , 55 FAMicrosoft VPN EFEAR. VPN{RES
|P3th 1k 2 PIXFE I8 i 2o

3. Windows 98TE B A BB EABBMNE ( CHAPHMS-CHAP ) » EEMPCEXRA LA
PAP , 551##Properties > Server types. HUHIZEH Require encrypted password, & 8] LA it
EiF il EER N (MPPERZEMPPE ) .

Windows 2000

BT SBREWindows 2000 LELEPPTPIhEE,

1. 1##EStart > Programs > Accessories > Communications > Network & Dialup connections.

2. ¥ — TMake new connection , %1% — T Next,

3. i##EConnect to a private network through the Internet#1Dial a connection previous ( Z1R 2
LAN , BIRiZ ), 3% "Nexty (T—% ),

4. ARRER IR (PIX/BRESR ) HWEEENIPHIE,

5. MREEFRFERG , F5AEF ZEZEProperties > Security > Advanced. FEi%{EAMS-
CHAPFIMS-CHAP v2 ( RECHAPEPAP ) , RAILTE It B B ERHINE ( MPPERE
MPPE ) ,

Windows NT

FHEoRLE, BRENFEHAPPTPEMicrosoftE FimMEAREE , BPPTPERENTE Fif,

BLEPIX

PIXEC B — i 5 HRE , MInH

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmtp 25

fixup protocol sqglnet 1521

nanes

access-list 101 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

| oggi ng on

no | oggi ng tinestanp



http://msdn.microsoft.com/en-us/library/ms811078.aspx

no | oggi ng standby

no | oggi ng consol e

no | oggi ng nonitor

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl 10baset

interface ethernet2 10baset

ntu outside 1500

nmu inside 1500

ntu pix/intf2 1500

i p address outside 172.18.124. 152 255. 255. 255.0
i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip local pool pptp-pool 192.168.1.1-192.168.1.50
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202
nat (inside) 0 access-1list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0
conduit pernit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absolute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-pptp

i sakmp identity hostnane

telnet tineout 5

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap

vpdn group 1 ppp authentication chap

vpdn group 1 ppp authentication mschap

vpdn group 1 client configuration address local pptp-
pool

vpdn group 1 client authentication local

vpdn username cisco password cisco

vpdn enable outside

terminal wdth 80

Crypt ochecksum a72d9f 71d1a31332307f cd348e02410d
end

PIXELE — F A INFRE A ith B 3 RS

MREHBTHEIPIXEE — &S MR, BNHEE , AIPCNPIXA BiHE40VINEHH
7 ( ERPCERE ) o




vpdn group 1 ppp encryption mppe auto
WRPIXEUE T 3DESIIAE , show versionfi S S RE R I E B

- 6.3REFRA :

VPN- 3DES- AES: Enabl ed

- 6. 2R EIRRAS :

VPN- 3DES: Enabl ed
128U NZLZAIRERN, B2 , MRBETHP—FER , ITERAPIXHEIT1280L N,

- 6.3REFRZE :
Warni ng: VPN- 3DES- AES |icense is required
for 128 bits MPPE encryption

- 6.2 R E{RMRA :
Warning: VPN-3DES |icense is required
for 128 bits MPPE encryption

MPPE@ T HIFEE M T AT o

vpdn group ppp encryption mppe 40|128|auto [required]

PCHIPIX&EEMPPE — 2 Et & A AMS-CHAP & 17 B & .

PIXAE — #EiNFNTACACS+/RADIUS & 13 Bk &8

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd OnTr BUGLTpOednkr encrypted

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smp 25

fixup protocol sqglnet 1521

nanes

access-list 101 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

| oggi ng on

| oggi ng ti nestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

no | ogging history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl 10baset

interface ethernet2 10baset

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500




i p address outside 172.18.124. 152 255. 255. 255. 0
i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip local pool pptp-pool 192.168.1.1-192.168.1.50
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202
nat (inside) 0 access-list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0
conduit pernit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

!--- Use either RADIUS or TACACS+ 1n this statement.
aaa-server AuthInbound protocol radius | tacacs+
aaa-server AuthInbound (outside) host 172.18.124.99
cisco timeout 5

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-pptp

i saknmp identity address

telnet 10.1.1.5 255.255.255. 255 inside

telnet 10.1.1.5 255.255.255.255 pix/intf2

telnet tinmeout 5

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap

vpdn group 1 ppp authentication chap

vpdn group 1 ppp authentication mschap

vpdn group 1 client configuration address local pptp-
pool

vpdn group 1 client authentication aaa AuthInbound

vpdn enable outside

terminal wdth 80

Crypt ochecksum 96e9c¢93chb0Oa6ad6f 53581dd7b61ac763
end

[ K]

PIXEE — A INFNRADIUSE B E

MREARADIUS , EIIRRADIUSHIARES ( ALFERT4S E B 1426, MicrosoftiE R IR ) &
MPPE& & , BITJ LI IEMPPENZ:, TACACS+RFE LFER MZINEE | KRATACACSHE RS &
EELOESERAMPPESE8, BAMRWindows 2.5K E S A<AICisco Secure ACS RADIUSHF X =

MPPE ( FFERADIUSEI IR S8 % F X EEMPPE ) »

BRERADIUSEFE AT EFMBHNERT T , FREBELHNREFLEUT T RIEMNE

vpdn group 1 ppp encryption mppe auto



PCHPIX B ENH @40 N HF N ( ERPCRE ) o

WRPIXEUE T 3DESIIAE , show versionfi S S RE R I E B

VPN- 3DES: Enabl ed
128U NZth 2 AJ8EM, ER , MRERILEE |, A& 5128 INZBAPIX,

Warni ng: VPN-3DES |icense is required
for 128 bits MPPE encryption

MPPE&: & W FE AR i i,

vpdn group ppp encryption mppe 40|128|auto [required]

PCHIPIX&EEEMPPE — 2t & A AMS-CHAP & 13 B & .

Fid i i A A Windows 3.08JCisco Secure ACS
fi5 F I BYRADIUSER &

AT £ B & # AR Windows 3.089Cisco Secure ACS, [EI# Yl & 5 BB ARACS 3.1
3.2h%,

1. #PIXE 8 B|Cisco Secure ACS for Windows server Network Configuration , 3f % = 2 8! Bl #Z
# ARADIUS(Cisco I0S/PIX).
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PIX ( S {3ERFE % ) showdh©

BHEZRRT S(EHESEMEFER)OITIERE Eshowin . EAOITREFEshowds T & #Y 2 47

o

show vpdnis & & 3 BB MIEEM R EA

Pl X#show vpdn
PPTP Tunnel and Session Information (Total tunnels=1 sessions=1)

Tunnel id 13, renpte id is 13, 1 active sessions
Tunnel state is estabd, tine since event change 24 secs
renote Internet Address 10.44.17.104, port 1723
Local Internet Address 172.18.124.152, port 1723
12 packets sent, 35 received, 394 bytes sent, 3469 received

Call id 13 is up on tunnel id 13
Renote Internet Address is 10.44.17.104
Session usernane is cisco, state is estabd

Time since event change 24 secs, interface outside
Renote call idis 32768
PPP interface id is 1
12 packets sent, 35 received, 394 bytes sent, 3469 received
Seq 13, Ack 34, Ack_Rcvd 12, peer RWS 64
0 out of order packets

& FisPCRA

EMS-DOSIREF , HEMRun (BT ) REH , # Aipconfig /all, PPPAEFI0 #E Rttt

PPP adapt er pptp:

Connect i on-specific DNS Suffix

Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface
Physical Address. . . . . . . . . : 00-53-45-00-00-00

DHCP Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . :192.168. 1.1

Subnet Mask . . . . . . . . . . . : 255.255. 255 255

Default Gateway . . . . . . . . . : 192.168.1.1

DNS Servers . . . . . . . . . . .

t 7] BAR — T Details A R PPTPE R PRI E H.

SR AR

REFRHVE T TR R B T SR

- MAFERPCEIPIXRRE % R AV 8 F B8 3 5 (GRE)MTCP 1723:&#%, MRIFHEMH X7

R EM LAY T REME | FEAEPCR BN EIPIXHMIE

- Windows 98#Windows 2000 PPTPRAZRE. MBEHKR , FERAZ EPCHERERK. ER
% , #—TPC LK Details AERBEIERNEF. Fl , BREEAPAP, CHAP, IP,

mEF,

- MREITEFEFARADIUSHI/SHTACACS+ , FEH B AREARH (PIXLWEAEEBNZE

) BRRFE, MREETEE T, BIEARADIUSEHTACACS+A IRESEIT BB EEN.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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- B, BRPCLHZEREATBIEZNTESMEBFEFI(PAP, CHAP, MS-CHAP) , It
HYSH %2 A Require data encryptiontE ( fEEEPIXFPC EHITIE ) ,

- BARENRBHIZHEN  REBREPIXNE A TAERE, Fli , MEPCEREAMS-
CHAP , MM ER EAPAP , IR EFTSEEAHE.

- MRPIXZEMETRMENPPTPRERES , I B&MEMEREAZEEE B S HWRADIUSE IR ES

, IR ¥ M HE B 2 HIRADIUSRI AR 25 BR 7% 89 Ry (B 3 & 52 A EEPIXo

. HEERADIUSHIBREE X EMPPE, fRRADIUSIRESFXEMPPES# , RADIUSEE 2%,
17 , EMPPEM®R & EH1T,

. EWindows 98 E FiRAF |, EEFEFAPAPSHCHAPE | EIXZIPIXWEHE S BEEREA
B (DUN)EE T ARG, BE2FEAMS-CHAPE | S& AT LA N ERERBREIE , Hl0
- EDUNSE AR EAEZE — "cisco"EWindows 98 LEREME — MiE ., EEZIPIXAEIMS-
CHAPfEF & &% — "DOMAIN\cisco"PIX LI EF&E B — "cisco'fE R — BUNFERERR
IR HEE 2 B Windows 98 PCHYPPP HESH I —EZB2 , HHERT 1ITA,

02-01-2001 08:32:06.78 - Data 0038: 49 53 4c 41 42 5c 63 69 | DOVAI N ci
02-01-2001 08:32:06.78 - Data 0040: 73 63 6f 00 00 00 00 00 | sco.....

I
02-01-2001 08:32:06.80 - Data 0000: c2 23 04 01 00 1a 41 75| .#..."ZAu

02-01-2001 08:32:06.80 - Data 0008: 74 68 65 6e 74 69 63 61 | thentica
02-01-2001 08:32:06.80 - Data 0010: 74 69 6f 6e 20 66 61 69 | tion fai
02-01-2001 08:32:06.80 - Data 0018: 6¢c 65 64 2e 00 00 00 00 | led.....
02-01-2001 08:32:06.80 - CHAP : Login failed: username, password,

or domain was incorrect.

R EEPIXFEHAWindows 98FIMS-CHAP , BT EGEEFERHEEZB2I , EALUE T
DOMAIN\username ¥7i€ZIPIX:

vpdn username cisco password cisco
vpdn username DOMAIN\cisco password cisco

AE  MREAAARRS EBITERS HRE , AIREER.

EEERIED

BEEPPTPEHTEHFIINE , 52 BPPTP REC 2637 , EPIXL , RIFHPPTPFIIFNEES
HER

SCCRQ (Start-Control - Connecti on- Request)
SCCRP (Start-Control - Connecti on- Repl y)
OCRQ (Qut goi ng-Cal | - Request)

OCRP (Qut goi ng-Cal | -Reply)

BHEE : £ debug EES 28l , FEE2 B HEI Debug ETHEEEA.

PIX debugfis$

- debug ppp io — EE'RPPTP PPPEBRNMENERBEH

- debug ppp error — #& 7~ BEEPPPIE 43 1 5 A R A M B 1Y ) € $H ER M S5 R 5T E o

- debug vpdn error — ,ﬁsE/TFHJJ:PPP[S.%JEE_LE’J'f&-%ZEEB&EE_LE’J[S.%JEEQEEE’J?*MO

- debug vpdn packet — FERL2TPEERRM B4 , ELHERMEHRVPDNIEERREE IR
— %o

. debug vpdn events — R BEB R EEPPPRREE N BRI 2 W EH4HEER.

- debug ppp uauth — E/T\PPTP PPPEBRNEAAAEAE G RFBAFES.


http://www.ietf.org/rfc/rfc2637.txt
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

PIX clearip &

HAEEERATRELGT.

- clear vpdn tunnel [all | [id tunnel_id]] — {EL & * MIpR — B = Z EPPTPRZE.
AR BT ER Hclear vpdnii . EEEARFIBVpdnii T

EEFIRPC_ERAPPP A &5t 8%

SERR AT ERBE LAME A & B WindowsFMicrosoftfE # R BUE PPPIAE .

Windows 95
EEWindows 95E i F R FAPPP Bi§5cEk , BHIITUA T T B,
1.7 TEEERL PR TR, BED | BWT CLREBETHEE S MicrosoftB R T E
2. #—TAdvancedEE, £ "B, FED , B—THAREHAFERNEE £ "B, BE
l:Fl y E‘E_—FEO %’fﬁﬁ%_—FOKo
3. BRIV EHMBERUAS L BIEEN, BFMBEER Bppplog.txtHIERT,
Windows 98
EEWindows 98E i F R FAPPP Bi55CEk , BHITAUT TR,
1. ERRPEF |, T—TERETR K AR BEER>EWH,
2. %—T "RRFEE L BEE.
3. BERZ ARKIERN AMERAEE, AFERMAC\Windows\ppplog.txt

Windows 2000

EEWindows 2000E f§ EBAAPPP B EiCEk , SFE E|Microsoft T EEH , WiEH TEWindowsH
ERFAPPP B, o

Windows NT

RERLLT ZBRIENT R L RAAPPP B SaC#%,

1. ¥ 5|88 SYSTEM\CurrentControlSet\Services\RasMan\PPP , #%Loggingft0E k&1, E#
& 7E<winnt root>\SYSTEM32\RAS H & T~ 17 — B & APPP.LOGHE X,
2. ERHEPPPEEE , BAMA B , RAERBPPPER. EERAMBBRLHE , BE
PPP.LOGLAR R A E N
BEAFMET , EF2MMicrosoft HEEE , I#ES "EWindows NTHEUAPPP AF2 . -

H fiMicrosoft & &

WEFIE T HEBRPPTPH FE i EE E A 4 EMicrosofttHRIMIRIRE, BRIFMEN , BFHE
Microsoft &I 3% B 1R BV B4


http://support.microsoft.com/
http://support.microsoft.com/

. A TE EE A R RIFRASE R E A TE SR BB RASE Fimat $58F , Windowsi® i &4 B IR 3%
(RAS)E#MRHE B BIETRE . BIBERASE Fif LB KeepRasConnections & #1818 , A URIFIE
2o

- FAREBEEARTERETERAEMNRERERWindowsH TIEILSR L 8 [ RES 2 AT
BB BN EHEE , TSR EE RILBENEIVEE, MRFEARNNRBEEAZAHE
Fo

- A S B R AN H it H B A AT R R R B L MHOSTSE RN RIS TCP/IPHARE L8 2 & BT
B , AIEEFEALmhostsiERKEMNetBIOSERE, B4 BERBIEENBEEY —E
Lmhostst& 2 , SLAR & BT MERE.

5 i tH R B
PIXFAEL — Zith B G REE

LA E LR BEREEE S,

PPTP. new peer fdis 1

Tnl 42 PPTP: Tunnel created; peer initiated PPTP:
created tunnel, id = 42

PPTP. cc rcvdata, socket fd=1, new conn: 1
PPTP: cc rcv 156 bytes of data

SCCRQ = Start-Control-Connection-Request - message code bytes 9 & 10 = 0001 Tnl 42 PPTP. CC |
009c¢00011a2b3c4d0001000001000000000000010000. .. Tnl 42 PPTP: CC | SCCRQ Tnl 42 PPTP: protocol
version 0x100 Tnl 42 PPTP: frami ng caps Ox1 Tnl 42 PPTP. bearer caps Ox1 Tnl 42 PPTP. nax
channels 0 Tnl 42 PPTP: firnware rev O0xO Tnl 42 PPTP: hostnane "local" Tnl 42 PPTP: vendor "9x"
Tnl 42 PPTP: SCCRQ ok -> state change wt-sccrq to estabd SCCRP = Start-Control-Connection-Reply
- message code bytes 9 & 10 = 0002 Tnl 42 PPTP: CC O SCCRP PPTP: cc snddata, socket fd=1,

| en=156, data: 009c00011a2b3c4d0002000001000100000000030000... PPTP: cc waiting for input, nax
soc FD = 1 PPTP: soc select returns rd mask = 0x2 PPTP: cc rcvdata, socket FD=1, new_conn: O
PPTP:. cc rcv 168 bytes of data OCRQ = Outgoing-Call-Request - message code bytes 9 & 10 = 0007
Tnl 42 PPTP: CC | 00a800011a2b3c4d00070000000000000000dac00000... Tnl 42 PPTP: CC | OCRQ Tnl 42
PPTP: call id Ox0O Tnl 42 PPTP:. serial numO Tnl 42 PPTP: min bps 56000: OxdacO Tnl 42 PPTP. max
bps 64000: Oxfa00 Tnl 42 PPTP. bearer type 3 Tnl 42 PPTP: franming type 3 Tnl 42 PPTP: recv win
size 16 Tnl 42 PPTP. ppd 0 Tnl 42 PPTP: phone num Len O Tnl 42 PPTP: phone num"" Tnl/d 42/42
PPTP. |2x store session: tunnel id 42, session id 42, hash_ix=42 PPP virtual access open, ifc =
0 Tnl/Cd 42/ 42 PPTP. vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply -
message code bytes 9 & 10 = 0008 Tnl/d 42/ 42 PPTP. CC O OCRP PPTP: cc snddata, socket FD=1,
Len=32, data: 002000011a2b3c4d00080000002a00000100000000f a... !--- Debug following this last
event is flow of packets. PPTP. cc waiting for input, nax soc FD = 1 outside PPTP: Recvd xGRE
pak from99.99.99.5, Len 39, seq 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 27, data:
ff03c021010100170206000a00000506001137210702. .. PPP xmt, ifc = 0, Len: 23 data
ff03c021010100130305¢22380050609894ab407020802 I nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xCGRE pak to 99.99.99.5, Len 39, seq 1, ack 1, data:
3081880b001700000000000100000001f f 03¢0210101... PPP xnmit, ifc = 0, Len: 17 data
ff03c0210401000d0206000a00000d0306 I nterface outside - PPTP xGRE: Qut paket, PPP Len 17 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 33, seq 2, ack 1, data:
3081880b001100000000000200000001f f 03c0210401. .. outside PPTP: Recvd xGRE pak from 99.99.99.5,
Len 39, seq 2, ack 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 23, data
ff03c021020100130305c22380050609894ab407020802 out si de PPTP: Recvd xGRE pak from 99.99.99.5, Len
34, seq 3, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len: 18, data
ff03c0210102000e05060011372107020802 PPP xmit, ifc = 0, Len: 18 data
ff03c0210202000e05060011372107020802 Interface outside - PPTP xGRE: Qut paket, PPP Len 18
out si de PPTP: Sendi ng xGRE pak to 99.99.99.5, Len 34, seq 3, ack 3, data:
3081880b001200000000000300000003f f 03c0210202... PPP xnmit, ifc = 0, Len: 17 data


http://support.microsoft.com/default.aspx?scid=kb;en-us;Q158909
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q242536
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q180094

ff03c2230101000d08d36602863630eca8 I nterface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 31, seq 4, ack 3, data:

3081880b000f 00000000000400000003¢2230101000d. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 76, seq 4, ack 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 62, data:
ff03c2230201003a31d4d0a397a064668bb00d954a85... PPP xmit, ifc = 0, Len: 8 data: ff03c22303010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sendi ng xGRE pak to
99.99.99.5, Len 22, seq 5, ack 4, data: 3081880b000600000000000500000004c22303010004 outsi de
PPTP: Recvd xCGRE pak from 99.99.99.5, Len 58, seq 5, ack 5 PPP rcvd, ifc = 0, pppdev: 1, Len:
44, data: ff038021010100280206002d0f 010306000000008106... PPP xnit, ifc = 0, Len: 14 data
ff0380210101000a030663636302 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP
Sendi ng xGRE pak to 99.99.99.5, Len 28, seq 6, ack 5, data:
3081880b000c0000000000060000000580210101000a. .. PPP xnit, ifc = 0, Len: 38 data
ff038021040100220206002d0f 018106000000008206. .. Interface outside - PPTP xGRE: Qut paket, PPP
Len 36 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 52, seq 7, ack 5, data:
3081880b002400000000000700000005802104010022. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 29, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 19, data:

f f 0380f d0101000f 1206010000011105000104 PPP xnit, ifc = 0, Len: 8 data: ff0380fd01010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sendi ng xGRE pak to
99.99.99.5, Len 22, seq 8, ack 6, data: 3081880b00060000000000080000000680f d01010004 PPP xmit,
ifc = 0, Len: 19 data: ff0380fd0401000f1206010000011105000104 Interface outside - PPTP xGRE: Cut
paket, PPP Len 17 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 33, seq 9, ack 6, data:
3081880b00110000000000090000000680f d0401000f. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 7, ack 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a030663636302
out side PPTP: Recvd XxGRE pak from 99.99.99.5, Len 22, seq 8, ack 8 PPP rcvd, ifc = 0, pppdev: 1,
Len: 8, data: ff0380fd02010004 outside PPTP: Recvd xCGRE pak from 99.99.99.5, Len 22, seq 9, ack
9 PPP rcvd, ifc = 0, pppdev: 1, Len: 8, data: ff0380fd01020004 PPP xmit, ifc = 0, Len: 8 data:

f f 0380f d02020004 Interface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 99.99.99.5, Len 22, seq 10, ack 9, data: 3081880b000600000000000a0000000980f d02020004

out side PPTP: Recvd XGRE pak from 99.99.99.5, Len 22, seq 10, ack 10 PPP rcvd, ifc = 0, pppdev:
1, Len: 8, data: ff0380fd05030004 PPP xmt, ifc = 0, Len: 8 data: ff0380fd06030004 |Interface
outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sending xXxGRE pak to 99.99.99.5, Len 22
seq 11, ack 10, data: 3081880b000600000000000b0000000a80f d0O6030004 out si de PPTP: Recvd XxGRE pak
from99.99.99.5, Len 48, seq 11 PPP rcvd, ifc = 0, pppdev: 1, Len: 38, data:
ff038021010200220306000000008106000000008206... PPP xmit, ifc = 0, Len: 32 data
ff0380210402001c8106000000008206000000008306. .. Interface outside - PPTP xGRE: Qut paket, PPP
Len 30 outside PPTP: Sending XGRE pak to 99.99.99.5, Len 46, seq 12, ack 11, data:
3081880b001e00000000000c0000000b80210402001c. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 12, ack 12 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210103000a030600000000
PPP xmt, ifc = 0, Len: 14 data: ff0380210303000a0306ac100101 Interface outside - PPTP xGRE: Qut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28, seq 13, ack 12, data:
3081880b000c00000000000d0000000c80210303000a. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 13, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210104000a0306ac100101
PPP xmt, ifc = 0, Len: 14 data: ff0380210204000a0306ac100101 Interface outside - PPTP xGRE: Qut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28, seq 14, ack 13, data:
3081880b000c00000000000e0000000d80210204000a. . . out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 41, seq 14 PPP rcvd, ifc = 0, pppdev: 1, Len: 32, data:
f£0300214500001cc80000008001e5¢ccac100101e000... PPP | P Pkt:
4500001cc80000008001e5ccac100101e00000020a00. .. 603104: PPTP Tunnel created, tunnel _id is 42
renote_peer_ip is 99.99.99.5 ppp_virtual _interface_id is 1, client_dynamic_ip is 172.16.1.1
usernane is john, MPPE key_strength is None outside PPTP: Recvd xGRE pak from 99.99.99.5, Len
109, seq 15 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060ca0000008011176bac100101ac10... PPP | P Pkt:
45000060ca0000008011176bac100101ac10f f ff 0089. .. outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 16 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:
f£03002145000060cb0000008011166bac100101ac10... PPP | P Pkt:
45000060cb0000008011166bac100101ac10f f ff 0089. .. outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 17 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060cc0000008011156bac100101ac10... PPP | P Pkt:
45000060cc0000008011156bac100101ac10f f ff 0089. .. outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 18 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:
f£03002145000060d00000008011116bac100101ac10... PPP | P Pkt:
45000060d00000008011116bac10010lacl10f fff0089... outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 109, seq 19 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f£03002145000060d200000080110f 6bac10010l1ac10... PPP | P Pkt:



45000060d200000080110f 6bac100101ac10f f f f 0089. . .

Len 109, seq 20 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060d300000080110e6bac100101ac1O. . .
45000060d300000080110e6bac100101ac10f f f f 0089. . .

Len 41, seq 21 PPP rcvd, ifc = 0, pppdev: 1, L

ff0300214500001cd60000008001d7ccac100101e000. . .
4500001cd60000008001d7¢ccac100101e00000020a00. . .

Len 109, seq 22 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060d80000008011096bac100101ac1O. . .
45000060d80000008011096bac100101ac10f f f f 0089. . .

Len 109, seq 23 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060da0000008011076bac100101ac1O. . .
45000060da0000008011076bac100101ac10f f f f 0089. . .

Len 109, seq 24 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060db0000008011066bac100101ac1O. . .
45000060db0000008011066bac100101ac10f f f f 0089. . .

Len 109, seq 25 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060de0000008011036bac100101ac1O. . .
45000060de0000008011036bac100101ac10f f f f 0089. . .

Len 109, seq 26 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060e00000008011016bac100101ac1O. . .
45000060e00000008011016bac100101ac10f f f f 0089. . .

Len 109, seq 27 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060€10000008011006bac100101ac1O. . .
45000060e10000008011006bac100101ac10f f f f 0089. . .

XGRE pak from 99.99.99.5, Len 41, seq 28 PPP r

ff0300214500001ce40000008001c9ccac100101e000. . .

out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
en: 32, data:
PPP | P Pkt:
out si de PPTP:
100, dat a:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
100, dat a:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
inside: 172. 16. 255. 255/ 137 out si de PPTP:
cvd, ifc = 0, pppdev: 1, Len: 32, data:
PPP | P Pkt:

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Len:

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Len:

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

4500001ce40000008001c9ccac100101e00000020a00. . .

PIX§85 — RADIUS & {2 ER 5%
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T

ARG HUNRERES B,

Pl X##terminal monitor
Pl X# 106011: Deny inbound (No x| ate)
outside: 172.17.194. 164 dst

icnp src

out side: 172.18.124. 201 (type 8, code 0)
106011: Deny inbound (No xlate) icnmp src
outside: 172.17. 194. 164 DST
out side: 172.18.124. 201 (type 8, code 0)
Pl X#
PPTP: soc select returns rd mask = 0Ox1
PPTP: new peer FDis 1
Tnl 9 PPTP: Tunnel created; peer initiatedPPTP:
created tunnel, id =9
PPTP; cc rcvdata, socket FD=1, new conn: 1
PPTP: cc rcv 156 bytes of data

SCCRQ = Start-Control-Connection-Request - mes

009¢00011a2b3¢c4d0001000001000000000000010000. . .

ver si on 0x100 Tnl
0 Tnl 9 PPTP:
NT" Tnl
Reply - message code bytes 9 & 10

9 PPTP: fram ng caps Ox1 Tnl
firmvare rev 0x870 Tnl 9 PPTP: h

0002 Tnl 9

Len=156, data: 009c00011a2b3c4d0002000001000100000000030000. . .
0x2 PPTP:
Outgoing-Call-Request - message code bytes 9 & 10
00a800011a2b3c4d000700004000e4f 50000012c05f 5. . .

soc FD = 1 PPTP. soc select returns rd mask
PPTP: cc rcv 168 bytes of data OCRQ
Tnl 9 PPTP: CC I
PPTP; call id 0x4000 Tnl

9 PPTP: serial num 58

sage code bytes 9 & 10 0001 Tnl 9 PPTP:
Tnl 9 PPTP: CC | SCCRQ Tnl
9 PPTP: bearer caps 0x1 Tnl

ostnanme "" Tnl 9 PPTP: vendor

PPTP: CC O SCCRP PPTP:
PPTP:
cc rcvdata,

cc snddat a,
socket FD=1,

Tnl 9 PPTP:. CC I

613 Tnl 9 PPTP: min bps 300: 0x12c Tnl

99.

99.

99.

99.

99.

99.

99.

99.

OCRQ Tnl
9 PPTP: max

99.

99.

99.

99.

99.

99.

99.

99.

Recvd

CC |

9 PPTP: protocol
9 PPTP: max channel s
"M crosoft W ndows
9 PPTP: SCCRQ ok -> state change wt-sccrq to estabd SCCRP = Start-Control-Connection-

socket FD=1,

cc waiting for input,
new_conn:

0

9

max

0007



BPS 100000000: 0x5f 5100 Tnl 9 PPTP: bearer type 3 Tnl 9 PPTP: framing type 3 Tnl 9 PPTP: recv
win size 64 Tnl 9 PPTP: ppd O Tnl 9 PPTP: phone numLen O Tnl 9 PPTP: phone num"" Tnl/C 9/9
PPTP: |2x store session: tunnel id 9, session id 9, hash_ix=9 PPP virtual access open, ifc =0
Tnl/CL 9/9 PPTP: vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply - message
code bytes 9 & 10 = 0008 Tnl/CL 9/9 PPTP. CC O OCCRP PPTP: cc snddata, socket FD=1, Len=32, data:
002000011a2b3c4d00080000000940000100000000f a. .. PPTP: cc waiting for input, nax soc FD = 1
out side PPTP: Recvd XxGRE pak from 10.44.17.104, Len 60, seq O PPP rcvd, ifc = 0, pppdev: 1, Len:
48, data: ff03c0210100002c0506447e217e070208020d030611... PPP xmt, ifc = 0, Len: 23 data:
ff03c021010100130305¢2238005065a899b2307020802 | nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 39, seq 1, ack 0, data:
3081880b001740000000000100000000f f 03c0210101... PPP xnmit, ifc = 0, Len: 38 data:
ff03c021040000220d03061104064€131701beb613cb.. . Interface outside - PPTP xGRE: Qut paket, PPP
Len 38 outside PPTP: Sending XGRE pak to 10.44.17.104, Len 54, seq 2, ack 0, data:
3081880b002640000000000200000000f f 03c0210400. .. PPTP: soc select returns rd nmask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: 0 PPTP: cc rcv 24 bytes of data Tnl 9 PPTP: CC I
001800011a2b3c4d000f 000000090000f fffffffffff... Tnl/CL 9/9 PPTP. CC | SLI PPTP. cc waiting for
input, max soc FD = 1 outside PPTP: Recvd XGRE pak from 10.44.17.104, Len 39, seq 1, ack 1 PPP
rcvd, ifc = 0, pppdev: 1, Len: 23, data: ff03c021020100130305¢2238005065a899b2307020802 out si de
PPTP: Recvd xGRE pak from 10.44.17.104, Len 34, seq 2, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len:
18, data: ff03c0210101000e0506447e217e07020802 PPP xnit, ifc = 0, Len: 18 data:
ff03c0210201000e0506447e217e07020802 Interface outside - PPTP xGRE: CQut paket, PPP Len 18

out side PPTP: Sending xGRE pak to 10.44.17.104, Len 34, seq 3, ack 2, data:
3081880b001240000000000300000002f f 03c0210201... PPP xnit, ifc = 0, Len: 17 data:
ff03c2230101000d08f 3686cc47e37ce67 Interface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sendi ng XGRE pak to 10.44.17.104, Len 31, seq 4, ack 2, data:

3081880b000f 40000000000400000002¢2230101000d. .. out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 36, seq 3, ack 3 PPP rcvd, ifc = 0, pppdev: 1, Len: 22, data:
ff03c0210c020012447e217e4d5352415356352e3030 out si de PPTP: Recvd xGRE pak from 10.44.17.104, Len
45, seq 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 35, data:

ff03c0210c03001f 447e217e4d535241532d312d4349. .. PPTP:. soc select returns rd mask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: 0 PPTP: cc rcv 24 bytes of data Tnl 9 PPTP: CC I
001800011a2b3c4d000f 000000090000000000000000. .. Tnl/CL 9/9 PPTP:. CC | SLI PPTP: cc waiting for
input, max soc FD = 1 outside PPTP: Recvd xXGRE pak from 10.44.17.104, Len 76, seq 5, ack 4 PPP
rcvd, ifc = 0, pppdev: 1, Len: 62, data: ff03c2230201003a3100000000000000000000000000. ..

uaut h_nschap_send_req: pppdev=1, ul en=4, user=john 6031 uauth_nschap_proc_reply: pppdev = 1,
status = 1 PPP xmt, ifc = 0, Len: 8 data: ff03c22303010004 Interface outside - PPTP xGRE: Qut
paket, PPP Len 6 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 22, seq 5, ack 5, data:
3081880b000640000000000500000005¢22303010004 CHAP peer authentication succeeded for john outside
PPTP: Recvd xGRE pak from 10.44.17.104, Len 72, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 62,
data: ff03c2230201003a3100000000000000000000000000... PPP xmit, ifc = 0, Len: 8 data:
ff03c22303010004 Interface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 10.44.17.104, Len 22, seq 6, ack 6, data: 3081880b000640000000000600000006¢c22303010004
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 7, ack 5 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0104000a120601000001 PPP xmt, ifc = 0, Len: 14 data:

f f 0380f d0101000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 7, ack 7, data:
3081880b000c4000000000070000000780f d0101000a. .. PPP xnmit, ifc = 0, Len: 14 data:

f f 0380f d0304000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 8, ack 7, data:
3081880b000c4000000000080000000780f d0304000a. .. out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 48, seq 8 PPP rcvd, ifc = 0, pppdev: 1, Len: 38, data:
ff038021010500220306000000008106000000008206... PPP xmt, ifc = 0, Len: 14 data:
ff0380210101000a0306ac127c98 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 9, ack 8, data:
3081880b000c4000000000090000000880210101000a. .. PPP xnmit, ifc = 0, Len: 32 data:
ff0380210405001c8106000000008206000000008306. . . Interface outside - PPTP xGRE: Qut paket, PPP
Len 30 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 46, seq 10, ack 8, data:
3081880b001e40000000000a0000000880210405001c. .. outsi de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 28, seq 9, ack 7 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380fd0201000a120601000020
out side PPTP: Recvd XxGRE pak from 10.44.17.104, Len 28, seq 10, ack 8 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0106000a120601000020 PPP xmt, ifc = 0, Len: 14 data:

f f 0380f d0206000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 11, ack 10, data:
3081880b000c40000000000b0000000a80f d0206000a. . . out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,



Len 28, seq 11, ack 9 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a0306ac127c98
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 12, ack 10 PPP rcvd, ifc = 0O,
pppdev: 1, Len: 14, data: ff0380210107000a030600000000 PPP xnit, ifc = 0, Len: 14 data:
ff0380210307000a0306c0a80101 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 12, ack 12, data:
3081880b000c40000000000c0000000c80210307000a. . . out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 24, seq 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210108000a030600000000 PPP
xmt, ifc = 0, Len: 14 data: ff0380210308000a0306c0a80101 I nterface outside - PPTP xGRE: CQut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 28, seq 13, ack 13, data:
3081880b000c40000000000d0000000d80210308000a. .. 0 outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 28, seq 14, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data:
ff0380210109000a0306c0a80101 PPP xnit, ifc = 0, Len: 14 data: ff0380210209000a0306c0a80101
Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP: Sending XxGRE pak to

10. 44.17. 104, Len 28, seq 14, ack 14, data: 3081880b000c40000000000e0000000€80210209000a. .. 2:
PPP virtual interface 1 - user: john aaa authentication started 603103: PPP virtual interface 1
- user: john aaa authentication succeed 109011: Authen Session Start: user 'joh outside PPTP:
Recvd xGRE pak from 10.44.17.104, Len 117, seq 15, ack 14 PPP rcvd, ifc = 0, pppdev: 1, Len:
104, data: ff0300fd9000bccf59b71755d9af 7330dae3bbc94d28... PPP Encr/ Conmp Pkt:

9000bccf 59b71755d9af 7330dae3bbc94d28e431d057... PPP | P Pkt:

4500006002bb000080117629¢c0a80101f fffffff0089... n', sid 3 603104: PPTP Tunnel created, tunnel _id
is 9, renote_peer_ip is 10.44.17.104 ppp_virtual _interface_id is 1, client_dynamc_ip is
192.168.1.1 usernane is john, MPPE key_strength is 40 bits outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 113, seq 16 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9001f 8348351ef 9024639ed113b43adf eb44... PPP Encr/ Conp Pkt :

9001f 8348351ef 9024639ed113b43adf eb4489af 5ab3... PPP | P Pkt:

4500006002bd000080117627c0a80101f fffffff0089... ide outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 113, seq 17 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9002cc73cd65941744alcf 30318cc4b4b783. .. PPP Encr/ Conp Pkt :

9002cc73cd65941744alcf 30318cc4b4b783e825698a. .. PPP | P Pkt :

4500006002bf 000080117625c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 18 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d9003aaa545eaeedalf 82b5999e2f a9ba3245. .. PPP Encr/ Conp Pkt :
9003aaab45eaeedalf 82b5999e2f a9ba324585albc8d... PPP | P Pkt:
4500006002c1000080117623c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 19 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90045b35d080900abh4581e64706180e3540e. .. PPP Encr/ Conp Pkt :
90045b35d080900ab4581e64706180e3540eel15d664a. .. PPP | P Pkt:
4500006002c3000080117621c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 20 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90052878b256edbd17b42f 2ch672ba80b40a. .. PPP Encr/ Conp Pkt :

90052878b256edbd17b42f 2cb672ba80b40a79760cef... PPP | P Pkt:

4500006002c500008011761f c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 21 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900632359a2¢c07e79106c5e282e3892e60de. . . PPP Encr/ Conp Pkt :
900632359a2c07e79106c5e282e3892e60ded6¢c6d4dl. .. PPP | P Pkt:
4500006002c700008011761dc0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 22 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90070cabead8b2ad26987d52a4e109cab8b6. .. PPP Encr/ Conp Pkt:
90070cabea48b2ad26987d52a4e109ca68b6758569d3... PPP | P Pkt:

4500006002c900008011761bc0a80101f fffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 23 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90085aba60edf 57e50eea4d523596¢chb9d690. .. PPP Encr/ Conp Pkt :

90085aba60edf 57e50eea4d523596cb9d69057715894. .. PPP | P Pkt:
4500006002cb000080117619c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 24 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90094b73b6c962272b60d32f 135b5f 29f 2a5. .. PPP Encr/ Conp Pkt :
90094b73b6c962272b60d32f 135b5f 29f 2a58bacd050. .. PPP | P Pkt:
4500006002cc000080117618c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 345, seq 25 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

f f 0300f d900a86307ed9537df 5389€a09223d62c20fd. .. PPP Encr/ Conp Pkt :

900a86307ed9537df 5389ea09223d62c20f d9e34072f... PPP | P Pkt:

4500014802cf 00008011752dc0a80101f fffffff0044... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 26 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900b45303a5f e7b2dc3f 62db739b4bb1b802. .. PPP Encr/ Conp Pkt :



900b45303a5f e7b2dc3f 62db739b4bb1b80253278fad. .. PPP | P Pkt:
4500006002d1000080117613c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 27 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900ceb5aaaecc832df 3c12bc6¢c519c25b4db. .. PPP Encr/ Conp Pkt :

900ceb5aaaecc832df 3c12bc6c519c25b4dba569d10... PPP | P Pkt:
4500006002d2000080117612c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 28 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900dbdaaf 071c2bd1c92c1f 56085813d1a77... PPP Encr/ Conp Pkt:

900dbdaaf 071c2bd1c92c1f 56085813d1a778cc61c29... PPP | P Pkt:

4500006002d500008011760f c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 29 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900e97de47036d95a0721ef 6b28479b8ef de. .. PPP Encr/ Conp Pkt :
900e97de47036d95a0721ef 6b28479b8ef de8el6b398... PPP | P Pkt:
4500006002d600008011760ec0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 30 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900f 75bf 4c8cbcf 11464bf 52bd7f 6155¢7d6. .. PPP Encr/ Conp Pkt :

900f 75bf 4c8cbcf 11464bf 52bd7f 6155c7d62ea2cabe. .. PPP | P Pkt:

4500006002d900008011760bc0a80101f fffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 31 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d9010f 221e7bal69702765529¢e4f f a368dba5. .. PPP Encr/ Conp Pkt :

9010f 221e7bal69702765529e4f f a368dba5610921ae... PPP | P Pkt:

4500006002da00008011760ac0a80101f fffffff0089... from (192.168.1.1) to 255.255.255. 255 on
interface outside outside PPTP: Recvd XGRE pak from 10.44.17.104, len 231, seq 32 PPP rcvd, ifc
= 0, pppdev: 1, len: 222, data: ff0300fd9011c23a03921clel0ccc38847cb8056fa93... PPP Encr/ Conp
Pkt: 9011c23a03921clel0ccc38847cb8056f a9387018912... PPP I P Pkt:
450000d602dd000080117591c0a80101ffffffff008a... side outside PPTP: Recvd xXxGRE pak from
10.44.17.104, len 345, seq 33 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

ff 0300f d90127d7213f 35cd1d82d8988e28e0930eccl. .. PPP Encr/ Conp Pkt:

90127d7213f 35cd1d82d8988e28e0930ecc104a993f... PPP | P Pkt:

4500014802df 00008011751dc0a80101ffffffff0044. ..
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B RPPTPEE

IRESEEIBPIX 6. XEMREIB127EER , WA HBRUTHEHE
%PIX-3-213001:PPTP# S| TR EREREFiOEZIER , SHR=5
BRFR :

HEPIX 6.xF |, TERERRA128@ B EFE. NWRAPPTPEREEFTRE—E , AIKKERES
127,

PIXAIPCHE i B (o BT

PC & 17 B& 3% 15 & BPIXE E B 1TH 13 E 3R E (ShivaZ 1S & 19 58 75 1 I (SPAP) #MMicrosoft CHAPAR A
2(MS-CHAP v.2)TI A 2MA1), PCHIPIXEXM B HDREERK —. PCEERUTHEHE :

Di sconnected - Error 732: Your conputer and the renpte conputer
coul d not agree on PPP control protocols

PIX 1 PC 4% 3 1 7 hn 27

_j'l,r—H

PCE%E AEncrypted only , 3f Hvpdn group 1 ppp encrypt mppe 40 requireddn  #PIXH il Bk
PCHIPIX#EERMEBZIZER — , PCHRERUTEER :



Error 742 : The renpte conputer does not support the required
data encryption type.

PIXF1PC %8 3 1 7 hn 28

PIX5& % Avpdn group 1 ppp encrypt mppe 40 required , MPCEREAT LFFINEE, EFEHEPCL
EEEEE , E2F2HE  PXARSERUTHE

PPTP: Call id 8, no session id protocol: 21,

reason: nppe required but not active, tunnel termnated
603104: PPTP Tunnel created, tunnel id is 8,

renote_peer_ip is 10.44.17.104
ppp_virtual _interface_id is 1, client_dynamic_ip is 192.168.1.1
usernane is cisco, MPPE key_strength is None
603105: PPTP Tunnel deleted, tunnel id = 8,

renote_peer_ip = 10.44.17.104

PIX MPPE RADIUSE &

PIXE%E Avpdn group 1 ppp encrypt mppe 40 required,PC f 14818 @ RADIUSfa] AR 83 1T & 17 BR 3%
M NZFAEREMPPEE#®, PCEARUTEER :

Error 691: Access was deni ed because the usernane
and/ or password was invalid on the donain.

PIXFAEETR :

2: PPP virtual interface 1 -

user: cisco aaa authentication started
603103: PPP virtual interface 1 -

user: cisco aaa authentication failed
403110: PPP virtual interface 1,

user: cisco missing MPPE key from aaa server
603104: PPTP Tunnel created,

tunnel _id is 15,

remote_peer_ip is 10.44.17. 104

ppp_virtual _interface_id is 1,

client_dynanmic_ip is 0.0.0.0

usernanme i s Unknown,

MPPE_key_strength i s None
603105: PPTP Tunnel del eted,

tunnel _id = 15,

remote_peer_ip = 10.44.17.104

PCERUTHE :

Error 691: Access was deni ed because the usernane
and/ or password was invalid on the donain.
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