PIX, TACACS+#IRADIUSHE & RHi

B &

&I

DERYS

ERxH

Bl

ERFREERE

FREFBEBERE REFINER
EHRARMEZENZ S FAREEEE
CiscoSecure UNIX TACACSfafRES &L &
CiscoSecure UNIX RADIUS{a iR 5 Fii &
CiscoSecure NT 2.x RADIUS
EasyACS TACACS+

CiscoSecure 2.x TACACS+
Livingston RADIUS{r] R 23 B i&
{E{ERADIUS{A] iR 25 Fl B
TACACS+& B B8 (A RS AL &
TSR

8B B 2=

R EPIXHY 5 17 5 56 = B
g

R B PIXEY 5 17 Bk 58 A 5% 8 58 54 7= 45
B IR

TACACS+

RADIUS

{# FiExceptin &
BEAESFEENREEAFEHE
FEPIXZ B # 1T 5 1758 578 A BR A

Ry FIE WS HRE
FRRTFEHERE
BEEFEAEERN/EABEFERRES
SEAET BME Y EE

ERHTTP

E#Telnet

E#ETelnetzi A

EIRIBRE

tHEIEEA

4.4



T

AILEFTP, TelnetlHTTPERFAITRADIUSTITACACS+H 5T, BEUURIFIEECTAER
MTCPIHE.

S ETACACS+#E#E ; RADIUSIRET 2, BEARRAMEL |, PIX 4415 658RE. REMIR
(AAA)RIVE N BHE - AAAfRIARESAAMBFELI ., AN BIEFEFEN S HRE , UREZH
EBIRTHE,

D ERF

B|R

AXHRBRHERR,

5.3 bk
RXHFRABTTRA S EREBNRERA,

1]
MBS AEHINFRET |

R RRE

- BORBEEHE,

- BRERFERETUHTHERE,

KRR E , BRRBESR

- REEMERFE  BEEN.

BREREARIBE100EFERE , WERFLEHPWOEFEHEEHEBEINLEHITFTP, Telnetsh
HTTP, 4“®1.5Eup|x5ﬁ?étﬂif£u..,; I ATACACS+/RADIUSZ £ Al R8s LWV T B 6 R £ A & IDIR it
BE, FAGESHRE uﬂlﬁﬁ%ﬁjb{ﬁﬁﬁﬁﬁ%%ﬁ%ﬂ%ﬁﬁ%iﬁﬁ%ﬁ%ﬁ% , RBIEH., Hitt
O41E fF F & & H b Plxﬁﬁﬁﬁﬁﬁiﬁi)\ﬁm%%ﬁ/%ﬁ% , RBBHEREEBNRHEER
TACA%SHRADIUS?E%@HE%% , WIRIBEEFEBBRIEBER., E6FEHEREHTFTP,
TelnetsgHTTP,

BBERAMTR R EH

I]I‘H

EBEHRE=EEAEFN—@E "Terryys TS, BRAFTerryBITFTP , EREFERAHTTPH
TelnetB| /&R, EBRELEMEGRE B, RTRBEAEIOZN , EEHERABEAHITH
BEETRE, ERMRPIXHIERER PIXH—rEﬁEH—rTerryE’J{Eﬁ?%%ﬁ*ﬂ%ﬁ%%ﬁﬂféﬁﬁﬁ%ﬁ

, REBEERERER inﬁTerryIEJrfa;ﬁiHﬂﬂﬁ "FH. . EMREMMRSER , TUAF
Terryﬁﬁﬁ "FTP 1.2.3.4, , ERIERET A SFEHHTTPR® Telnet,

{58 A 5 3% 308 B U B8 /452 4 8 B Y B3R

EERRABIING (R2TR ) L H S D8F/RERRRE

- Telnet — EAEF BTN ERAERBRETR , RRFBREBR, MREPIXMAEKIR LANHETS


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

EE (NMXE )  AEBEIUERREAEDAERERBINER,

FTP — FAEEIEAEEBETRD. EAEEEHA

local_username@remote_username, EBERERE WA T
local_password@remote_password. fE&%#. PIX#§ ocal_usernames 1 T
local_password ; EiXEI AR £ [ARES , WREPIX/EREE ERINETEMERR ( FTE
) , Bl Tremote_username, # "remote_password #$EEZI B ZFTP{E RS

-HTTP — BBRIRBER—EFREAESBIEBNRE, NRSFHBRE (MNRE ) X

, AR ESBHZSEEE R ZEME, BT, AERNRRNEAE|SBNRE. WEREPIXEL
FREZEHTTPERETEE , BXREHKM , ABERER LB IUREEKRINERESR
MZE "HE BIPIX , ARPIXESILEFERI S HEERRES  EMEMETIHRE.
PIXR# BN/ A RB[AASETRIHEAR, R TelnetMFTPLELF NEEE L T, BHTTPE
BAIE , ERRER,

BARMAESRNE 2 RREEE

CiscoSecure UNIX TACACS{rRI RS & il

BREBECSU.ClgiERP ERPIX IPHiut T2 REFHE MER,

user = ddunlap {
password = clear "rtp"
default service = permt

}

user = can_only_do_telnet {
password = clear "telnetonly"
service = shell {

cmd = tel net {

permt .*

}
}
}

user = can_only_do _ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permt .*

}
}
}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permt .*

}
}
}

CiscoSecure UNIX RADIUSr IR 25 B iR

ERSREFERE N E(GUIEPIX IPH <85 18 24858 35 B R AR 85 (NAS) R &,



user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"

}

reply_attributes= {
6=6

}

}

CiscoSecure NT 2.x RADIUS

mRRBU TSR,

1. EEAEREGUIEE D BEUETR,

2. #£Group Setup GUIF % , B 6(Service-Type)i&E ALoginZAdministrative,

3. ENASELEGUIF FTEPIX IP,

EasyACS TACACS+

EasyACSIM IR T 5 E.

1. E4HEB D H |, = — T Shell exec ( A% FexecFFal# ) .

2. ZMPIXFERE | Fik— THREKSHDeny unmatched I0S commands.

3. BEAHNSESGS ( fliTelnet ) iBIZEAJJ/Edit newdi T

4. MREAF TelnetZHFELE , BESIBEBH L "Tpermit # 444, WERBAIP, E

TelnetBIFFr B LS , BE—TARMAERIIHNEIB,
5. B—TERmBaT.
6. HEEAHFNGS (HliTelnet, HTTPFHI/SHFTP ) BTHB1ZES5,
7. EENASEL B GUIER S #TEPIX IP,

CiscoSecure 2.x TACACS+

EREEGUIN TERAERE. B BEER,

1. E#AE 2 | = — T Shell exec ( LAE FexecFFrl#E ) ,

A

2. E@PIXFEEE , Fik— THFREKSRIDeny unmatched |0S commands.

3. AEAHNEEGS (HlMTelnet ) 5BIEAd/Edit.

4. MREARFTelnetB 4G EGF , FBESIBIELHB AP (Hla,

AFFTelnetZIFT B L E , IR — T ARFAAXRII HA 5 ¥,
5 BZ—TERRBHS.
6. HEEAFNGMS (HliMTelnet, HTTPHRFTP ) #MITHEB1E5,
7. ENASE B GUIZE 2 #Ti8PIX IP,

Livingston RADIUS{RIRES & B

AEPIX IPHM &R #T 1 2 B FiniE =R,

adm nuser Password="al "
User - Servi ce- Type = Shel | - User

Mpermit 1.2.3.4

o
-+



{R{ERADIUS{A RSl ik

AEPIX IPH & 585718 21 & FiRiE 5.

adm nuser Password="al "
Servi ce- Type = Shel | - User

TACACS+ % 30 Bk 18 7] AR 28 &l I

key = "cisco"

user = adm nuser {
login = cleartext "all"
default service = permt

}

user = can_only_do_tel net {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly"”

cmd = http {
permt .*

}

}

user = can_only_do_ftp {
login = cleartext "ftponly”

cmd = ftp {
permt .*
}

}
- fated

CEFESHRE. RENLIRAAAZE , BRPIXEEIELEE., NREELIERESHRE
MBREZAEERE , BIAREEEERM.

- EPIXPF A B - ZABRBREN KRR LT EMAlogging console debuggingii . A SAfE
Flogging buffered debugging@i . show logging=iloggingds <= iy i v LAEX B R % A 55 1@
IRESIHEITRE,

. FBRTACACS+ZRADIUSfA ARESHIFAR E M. PIEfRIRESIHIERIEE,

8% W =



Outside:

11111115
EEEERERE
Imside: | 10.31.1.150
110.31.1.1 2
17168118 1 103115

|1?1.68.1’18.1D1

Tacacs Server

17165 118115

Fadius Server

PIXEd B

pi X- 5# write terminal
Bui | di ng configuration...
. Saved

Pl X Version 4.4(1)

nanmei f ethernet0 outside securityO
nanmei f ethernetl inside securityl00
namei f ethernet2 pix/intf2 securityl0
namei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYQU encrypt ed
host nanme pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720




fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | oggi ng tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

logging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nu pix/intf2 1500

ntu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0
ip address pix/intf2 127.0.0.1 255. 255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp tineout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netnask
255. 255. 255. 0

static (inside,outside) 11.11.11.20 171.68.118.115
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask
255.255.255.255 0 0

conduit permit icnp any any

conduit permt tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

tinmeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti nmeout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

0.0.0.0
0.0.0.0

|
!--- For any given list, multiple AAA servers can !---
be configured. They will be !--- tried sequentially if
any one of them is down. ! aaa-server Qutgoing protoco
tacacs+ aaa-server Qutgoing (inside) host 171.68.118.101
cisco tinmeout 10 aaa-server |ncomi ng protocol radius
aaa-server |ncomng (inside) host 171.68.118.115 cisco
ti meout 10 aaa authentication ftp outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http
out bound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoi ng aaa




aut hentication tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Qutgoing aaa authentication ftp inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication http
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication tel net inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Incom ng no snnp-server |ocation no snnp-server
contact snnp-server comunity public no snnp-server
enable traps telnet tinmeout 5 terminal w dth 80

Crypt ochecksum b287a37a676262275a4201cac52399ca : end

R B PIXEY 5 1788 5% 58 B 7 B
SR
35

10.31.1.509 AZBEA B @MAE11.11.15% R E , WIBBTACACS+HETH MR ( HILREFEH
‘BIETACACSIARES171.68.118.101K A ARESAE "&EH, ),

A

11.11.11. 15 AZBEH E B AEE10.31.1.5(11.11.22) B R E |, WBBRADIUSHEITHHERE (A
LHRECEARRSSEE "EAL @?ERADIUSHHE%E171.68.118.115)

PIXFE — RIF S {38 — TACACS+

UTREIBERERRFSDBERNPIXHER

109001: Auth start for user '???" from 10.31.1.5/11004 to 11.11.11.15/23
109011: Authen Session Start: user 'ddunlap', sid 3

109005: Aut hentication succeeded for user 'ddunlap’

from 10.31.1.5/11004 to 11.11.11.15/23

109012: Aut hen Session End: user 'ddunlap', sid 3, elapsed 1 seconds
302001: Built outbound TCP connection 4 for faddr 11.11.11.15/23 gaddr
11.11.11.22/11004 | addr 10.31.1.5/11004

PIXFE — SOREER (FAERWHHEE ) — TACACS+

LT ROIE RSB Efﬁﬁ% (ERAEERBIAER ) WPIXHAR. EAEFINEERAESR/E
ﬁ%%o ﬂ#?ﬁT\U\T ﬁzu\ : " . iﬂﬂjﬁikgﬁ)iﬁJ o

109001: Auth start for user '???" from 10.31.1.5/11005 to 11.11.11.15/23
109006: Authentication failed for user '' from10.31.1.5/11005 to 11.11.11.15/23

PIXSAE — AT LAPiIngi® , BI85 — TACACS+

LA RBIFE R R EPIXHETEAM pingAARESHPIXFAR. FABERBFE - XEAERE , MPIX#K
FEREN (tkETelnett )

"Error: Max nunber of tries exceeded

109001: Auth start for user '???" from 10.31.1.5/11006 to 11.11.11.15/23
109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)



109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)

304006: URL Server 171.68.118.101 not responding, trying 171.68.118.101

109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11006 to 11.11.11.15/23

PIXFAR — #&EPingfAl B 8§ — TACACS+

AT RAIBE R AR B TpingREN RIREBFHPIXFAR . FRESEINFERERHE — IR, PIXRFTEXR
BIE (WBDETelnett ) . BERUTHEE | "TACACSHAMREBE, M TR . BHBXE
HREL (MHEHFHEBRREBRARE) .

109001: Auth start for user '???" from 10.31.1.5/11007 to 11.11.11.15/23

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

304006: URL Server 171.68.118.199 not responding, trying 171.68.118.199

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11007 to 11.11.11.15/23

PIXFE — R 538 — RADIUS

UTREIBERERRFSGBENPIXHAR

109001: Auth start for user '???" from11l.11.11.15/11003 to 10.31.1.5/23
109011: Authen Session Start: user 'adnm nuser', sid 4

109005: Aut hentication succeeded for user 'adm nuser’

from10.31.1.5/23 to 11.11.11.15/11003

109012: Aut hen Session End: user 'adm nuser', sid 4, elapsed 1 seconds
302001: Built inbound TCP connection 5 for faddr

11.11.11.15/11003 gaddr 11.11.11.22/23 laddr 10.31.1.5/23

PIXFE — SRR HEER (FAESBEREE ) — RADIUS

DT RAIERFEERREMRR (FAEEBAEE ) WPIXAR., EAEEIFEREIBNEER
R, MBHAPEM—IEEEEE |, BIJHE Tncorrect passwordy BERIUKR, A% , FRHERRELR,
LB 2 B EEERID #CSCdm46934.,

"Error: Max nunber of tries exceeded
109001: Auth start for user '???" from11.11.11.15/11007 to 10.31.1.5/23
109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11007

PIXSER — 48 , T REPIXEFHR — RADIUS

AT RO R E A W 1TpingREMN A AR EITPIXFHEE , EFBERERIM. ARSI TEEPIXE
Ao EREEINERAERBREBER., BERUTHEE : "RADIUSHMRRAHM. M T#HER B
RAEHRB. -

109001: Auth start for user '???" from 11.11.11.15/11008 to 10.31.1.5/23
109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 fail ed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed



(server 171.68.118.115 fail ed)

304006: URL Server 171.68.118.115 not responding, trying 171.68.118.115

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 fail ed)

109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11008

PIXE85E — #5%Ping il AR 25 5 £ i/ % F ik~ I’ — RADIUS

LT ROVERA T HATpingRIFRFHEER/F Fin A LR ARRHOPIXHAR, ERAEFINERE
BRNER. BERUTHEE : "RADIUSHIRERER . M T&HER  BHEAERARBL (BEEYF
K RARREHEGIER ) o

109001: Auth start for user '???" from 11.11.11.15/11009 to 10.31.1.5/23

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

304006: URL Server 171.68.118.199 not responding, trying 171.68.118.199

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11009

HE A

HRAES DRI REEY , RASEREAERNRENE REEETRE

aaa authorization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

it

AR, BT A Tincomingy FiBRE K HABEAREFARADIUSETE1ERFE , ARADIUSER
BEN

R B PIXH & 58 MR EHFER R
A BiF 50 RE AR ERMPIXFEE — TACACS+

UTROERERRE S HREMKIREHIPIXHER

109001: Auth start for user '???" from 10.31.1.5/11002 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do_telnet', sid 7
109005: Aut hentication succeeded for user 'can_only_do_tel net
from 10.31.1.5/11002 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do_telnet', sid 7
109007: Authorization pernitted for user 'can_only_do_tel net'
from 10.31.1.5/11002 to 11.11.11.15/23
109012: Aut hen Session End: user 'can_only_do_telnet', sid 7,
el apsed 1 seconds
302001: Built outbound TCP connection 6 for faddr 11.11.11.15/23
gaddr 11.11.11.22/11002 | addr 10.31.1.5/11002 (can_only_do_tel net)



PIXFE — SBRBERY . A H — TACACS+

UTRBIERT ERRFSOBRBERBRBNPIXHER
ERETLRESEIES "#HR  EBRE,

109001: Auth start for user '???" from 10.31.1.5/11000 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do _ftp', sid 5

109005: Aut hentication succeeded for user 'can_only_do_ftp'

from 10.31.1.5/11000 to 11.11.11.15/23

109008: Aut hori zation denied for user 'can_only _do_ftp' from

10.31.1.5/11000 to 11.11.11.15/23

109012: Aut hen Session End: user 'can_only_do_ftp', sid 5, elapsed 33 seconds

118 SO iR

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

EwCIRERRMEREME , AEAFERSBER. BR , & "B, &, BEE K. SRR
IR B S TR BEEE.

TACACS+CIREC 8k 30 T AT /R (38 L 52 8% 3R B CiscoSecure UNIX;ciscoSecure NTH H ] Atk A& 5
=250 hR):

Thu Jun 3 10:41:50 1999 10.31.1.150 can_only_do_tel net
PI X 10.31.1.5 start task_id=0x7 foreign_ip=11.11.11.15

l ocal _ip=10.31.1.5 cnd=tel net

Thu Jun 3 10:41:55 1999 10.31.1.150 can_only do_telnet PIX 10.31.1.5
stop task_i d=0x7 foreign_ip=11.11.11.15

l ocal i p=10.31.1.5 cnd=tel net el apsed_tinme=4 bytes_in=74 bytes_out =27

RADIUS

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incoming

ERCIREFRBERERN  FHAFEREERE. B2, £ "BY, K, 81X "BK. ik
’TIE ?EF‘/%J H%:', E%;é rchJ:J En‘t-FIEﬁ

RADIUSECIREC 810 R AR : ((E L M 2K B CiscoSecure UNIX;ciscoSecure NTH#Y AT LA ek A& H
28R FR):

10. 31. 1. 150admi nuser -- start server=rtp-evergreen.rtp.ci sco.com
time=14:53: 11 dat e=06/ 3/ 1999 task_i d=0x00000008
Thu Jun 3 15:53:11 1999

Acct - St at us- Type = Start

Cient-1d = 10.31.1. 150

Logi n-Host = 10.31.1.5



Logi n- TCP- Port = 23
Acct - Session-1d = "0x00000008"
User - Nane = "admi nuser"
10. 31. 1. 150 admi nuser -- stop server=rtp-evergreen.rtp.cisco.com
time=14:54: 24 date=06/ 3/1999 task_i d=0x00000008
Thu Jun 3 15:54:24 1999
Acct - St at us- Type = Stop
Cient-1d = 10.31.1. 150
Logi n-Host = 10.31.1.5
Logi n- TCP- Port = 23
Acct - Session-1d = "0x00000008"
User - Nane = "admi nuser"
Acct - Session-Time = 73
Acct - I nput-Cctets = 27
Acct - Qut put - Cctets = 73

{# FExceptib &

ERMAV@EET , MIREARERERVN/IEETZTEZS 0BT, REHER , BATUATUT
BRI

aaa authentication except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing
aaa authorization except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing

WMRE THIS, Pt LT B BRI ARARE | BELSAREISE U ETRE |

BASEBANRREAFERE

BHLETACACS+HMRADIUSHIRETEE "max-sessions = Mview logged-in users IhaE. #HiTmax-
sessions@check logged-infE A E R ThEEBUR R ELIRAC 8%, EEMECIR "BHR . AR EBRE "FLE
1 ECE%EF , TACACS+ZRADIUSTAfRSREREZAEMNEA (BIBEBPIXEEE®FE ) .

HERNMEE | EFRFEARTelnetMIFTPELR, HMNERNME  HTTPEZEIEFERE, T
Tl EATFANBRERE  BHSEMAEN.

FREBBPIXETREREN , FEDPETEHRETE

(pix) 109001: Auth start for user '???" from 171.68.118.100/1200
to 9.9.9.25 /23
(pix) 109011: Authen Session Start: user 'cse', sid 3
(pi x) 109005: Authentication succeeded for user 'cse' from
171.68.118.100/12 00 to 9.9.9.25/23
(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23
gaddr 9.9.9.10/12 00 | addr 171.68.118.100/1200 (cse)
(server start account) Sun Nov 8 16:31:10 1998 rtp-pi necone.rtp.ci sco.comcse
Pl X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net

HAFERFEEER K. B8k, B8F "Fib, &k (tErz ) |, RthEksSEER "
Tmeﬁﬁ%EﬁAomiﬁﬁﬁﬁﬁﬁgﬁﬁ%%mx AR (RSB —APCH#ST) , X B
R AE 6 A B WA BRES E A& max-sessionsiREA "11 ( REMARESZ Emax-sessions ) , ﬂﬂﬁ
BRAGIE B BB R



ERERBEERIM EETTenetHFTPES , AREBH (EMELE105E )

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr
9.9.9.10/128 1 laddr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998 rtp-pi necone.rtp.cisco.comcse

PI X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25 | ocal _i p=171. 68. 118. 100

cnd=t el net el apsed_time=5 bytes_i n=98 bytes_out =36

ERuauth=0 ( BRETERE ) ERES (fuauthiBREETRE ) , FEAFRNESEHEL
T —fRFCHRAC 8%,

BR , ARBENEE , HTTPRITESRXEARRE. LTRHTTPH RS,

EHEBIBPIX#171.68.118.1002 & £19.9.9.25:

(pix) 109001: Auth start for user '???" from 171.68.118. 100/ 1281

to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', sid 5

(pix) 109005: Authentication succeeded for user 'cse' from
171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr

9.9.9.10/12 81 laddr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.comcse
Pl X 171.68.118. 100 start task_i d=0x9 foreign_ip=9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr

9.9.9.10/128 1 | addr 171.68.118.100/1281 durati on 0:00: 00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998 rtp-pi necone.rtp.cisco .com
cse PIX 171.68.118. 100 stop task_id=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=http el apsed_ti me=0 bytes_ i n=1907 bytes_out =223

ERERERN THNBEE.

16:35:345R BERV B 4R RC 8% , 16:35:355RAEMIAR ILFCER, WL THEFT —M(ED ; RBENEFELEHFEHR
BARE-PHEE), ERERSNEAZZKEN , I B AP B AR S RN AR 2 B
BARGFHRREBANCEAERAENETE S RAHTTPHEEREE ( "E&2M. M ks
R <BENERE ) X8, "Rk M rchJ:J LSRR M. WRRAE "Fib, B8, AIFEd
B ThK, ik, RASLEHKER LER-KZIEE, EREDTKuauthiRERIREX , TEAR
BEEHOMRB[EE "FRE. M FIE nﬂﬁio BR , ARHTTPEENME K JEASHEBENR
BEAEREBRELETHF,

FEPIXZ 5 i 17 5 15 88 5 1 BUH

Z B R R EBPIXW T Telnet ( ARHTTP, FTP ) W&, E TEMNRAF | RFAER
TelnetZEpix EREF M EBHIBE LT I -

telnet 10.31.1.5 255.255.255.255
passwd ww

RE , BB RS REPIXEREEMETelnet:



aaa authentication telnet console Outgoing

EFAETelnetEPIXE , KR SR RMME@ ATelnetdS( "ww, )o HEEEBERT , PIXESEHER
TACACS+ (RAFEAT "EH . [RRESEE ) ARADIUSHERE R BIHTE,

aaa authentication enable console Outgoing

FERLEGDS AR TEAER ABEITACACSHRADIUSAMRSHNFEHAEEBNRE, £E
EERT ,  HRAEAT TEH,) ARSSEE , HBERSEZEITACACSHEREE. HARARBANS
PRIBFEFNTEARBZANEARIBELINELE , AERAETUAERERFERESB/ZBEER
TACACSERADIUSEA ( REME A& T LUEATACACSHRADIUSEARIPIX ) » MRS 2 B sh
Z21D #CSCdm47044,

EFARREARAR , £RETUEBRAPIXNEAEREBN "PIX, MREPIXHNEBEMAZE( "
enable password whatever )REFREIPIXEAAKR, R "enable password whatever, R~1E
PIXELEH , EAER@A "PIX) FAEAESBILZEnterE, MREREMAZBETHTEZX
=i IREFAEBIREUHRETEE.

GBIl Wi Eo gl

aaa authentication serial consolefn T EEZE B P ERRE S AL BPIXW B FHE, EFEAERE
HESTEEGSE , REBFEEBEIE (MRPIXEEAERRBIERFERFEEIRK
HiEE# ). LLT RsyslogfalfREFH RO

Jun 5 07:24:09 [10.31.1.150.2.2] 9%l X-5-111008: User 'cse' executed
the 'hostnane' comuand.

ERRTEAERE

MREMESS :

auth-prompt THIS_IS_PIX 5

BBPIXWERETAER L TIERF

THIS IS PIX 5 [at which point one would enter the usernane]
Password: [at which point one would enter the password]

A& FERKEEEE B "HFRAEERE . L W "FE . L BEREEE
WRNMEFEFERAEBBPIX , MAFEPIX,

X S ASTHERPIX T IR SR IREE 8%
EERFEREERIN/ABFERNEE

MEEGS :




auth-prompt accept "You're allowed through the pix"
auth-prompt reject "You blew it"

EAEBBPIXEARBRIEEEEIUATAR

THIS IS PIX5
User nane: asj dkl
Passwor d:
"You blewit"
"THI S IS _PI X 5"
User nane: cse
Passwor d:
"You're all owed through the pix"

54 A1 4 22 D A AR 3 i B

AT LA ST B A FE B W TACACS+HEI RS @) T Bk 2= B M E ¥uauthB i, MREHBPEHWTEEE
HAEZEMEREH "timeoutuauthy , AIREEERIIEE | B2 , WRSRAFEAEEETRANFERE
RE  FRERE.,

EPIXHY RBIF | K94 FAtimeout uauth 3:00:006 %, EXRT—EA—BETEHERE , E£3/NE
AT HEFETERRE. B2 , IRBRMAEAUTEEERREFERE , YEPIXFEHA
TACACS AAARTE | Al AEBERRPHZE e [ 4B 0 48 5 T 455 2 E PIX b 9 2B B uauth o
EXFERERR PIXEI’JTeInet HEZZHIBHERRER., cREFRERETHEHERE.

user = timeout ({

default service = permit
login = cleartext "tineout"
service = exec {

ti meout 2
idletine = 1
}
}

SHEFER , EPIX L Hshow uauth@i $ :

pi X- 5# show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'tinmeout' at 10.31.1.5, authorized to:
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
i nacti vi ty timeout: 0:01:00

EHEZRA—2ER , PXENAERETR

109012: Aut hen Session End: user 'timeout', sid 19, elapsed 91 seconds

ERAEREE - BRI MH M RS XATMETEORE.

EHHTTP




MREPIXATNEHEURPIXAEFESMRE  ERSBERIEENIERTA  RARESRS
REUE A E B BENER.

ERFEEER , AUEAUT S EPIXEE R #E —ERFC 1918 #isik ( B1 , Einternet LA
BRE , BEEPIXAZMMRE KA —ibi ) REBEERHTTP:

virtual http #.#.#.# [warn]

THERAEELARBPIXE K EEHETEMRDE, WREEFEwams | , BIFAESWIEHMELAL
o BBHuauthPHREREREFE, NXEMFR , B2EHEERHTTPEtimeout vauthis S 15E
BFEEREAOR ; BRI LARFILEEERRWeb [ RESMHTTPER

EEHTTPH I RA
99920
(Outside)
9991
PIX
‘ 17168 118115 (Wirtual [P 171.658.1158.99)
_E
Inside
TACZACS+ Server 17168 118143

17168118101

PIXE.EERHTTPHI, :

ip address outside 9.9.9.1 255.255.255.0
i p address inside 171.68.118. 115 255. 255. 255. 0
gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0
ti meout uauth 01:00: 00
aaa- server TACACS+ protocol tacacs+
aaa- server Qutgoing protocol tacacs+
aaa-server Qutgoing (inside) host 171.68.118.101 cisco timeout 10
aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing


http://www.cse.ohio-state.edu/cgi-bin/rfc/rfc1918.html

virtual http 171.68.118.99
aut h-pronpt THIS IS PI X 5

EETelnet

BPIXEERABMAEAENHREETENRETREAFER , RARLEHE (W0 "84, )T
RSETIHRE, SBEPXWFERESCAESHREE  BAAREANESHERERPE
A, ARTARZHERIPIXRM BFSERUATHE

109001: Auth start for user '???" from9.9.9.10/11094 to 171.68.118.106/25
109009: Aut hori zation denied from171.68.118.106/49 to 9.9.9.10/11094
(not authenticated

HABANELEHMRBNES T EETH 0BT | Rit— @RS =2 £ Mexceptan THET
SORE/RE (HEBHARSE/ZTFRNE BRUNNFERBETSORRE ) .

BER A NMEBRETEHEEBERERKSETE MRS , TLAEAvirtual telnetin T TR ILIRE, LTS
REFHEETelnet IPETERERTE. ETHERR  EERENRETLRNEERIPEBENES
RIBRES .

ERMOREIH , BAIEEARFTCPEAIRERIN T EH#9.9.9.107R @ AEBEH171.68.118.106,
EHJS%I:E%EEI@J:T—IE@% Rt PIERE T E#E Telneto

E#Telnet A Y :

99910

(Cutside)
9991 (VMirtual IP 9.9.9.30)

PIX
‘1?1 £3.118.115
_E
Inside

Tac+ Server 17168 118 106

17168 118101



PIXE B EH Telnet A ¥ :

ip address outside 9.9.9.1 255.255.255.0

i p address inside 171.68.118. 115 255. 255. 255. 0

static (inside,outside) 9.9.9.30 171.68.118. 106 net mask 255. 255.255.255 0 0
conduit permt tcp host 9.9.9.30 host 9.9.9.10

aaa- server TACACS+ protocol tacacs+

aaa-server |ncom ng protocol tacacs+

aaa-server |ncomng (inside) host 171.68.118.101 cisco tinmeout 5

aaa aut hentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng
virtual telnet 9.9.9.30

TACACS+fAfRERE A ER REH Telnet A M4 :

user = pinecone {
default service = permt
login = cleartext "pinecone"
service = exec {
timeout = 10
idetine = 10
}
}

PIXFRE#Telnet A ¥4 :
9.9.9.10 LW EABE M ALBEIBIREHKEAZIPIX EA9.9.9.30 1 1T H P EREE -

pi xfirewal | # 109001: Auth start for user '???" from9.9.9.10/11099
to 171.68.118. 106/ 23

109011: Authen Session Start: user 'pinecone', sid 13

109005: Aut hentication succeeded for user 'pinecone' from
171.68.118.106/23 to 9.9.9.10/ 11099

RINEREER , show vauthii S EHERERAEES "FTE8 LR,

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ute timeout: 0:10:00
inactivity tineout: 0:10:00

E{7R9.9.9. 100 BE[VA171.68.118.1061y 8 BEIXTCP/ATE RS :

pi xfirewal | # 109001: Auth start for user 'pinecone'
from9.9.9.10/11104 to 171.68.118. 106/ 49
109011: Authen Session Start: user 'pinecone', sid 14
109007: Authorization permtted for user 'pinecone' from9.9.9.10/11104
to 171.68.118. 106/ 49
302001: Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr
9.9.9.30/49 |l addr 171.68.118.106/49 (pinecone)
302002: Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
| addr 171.68.118.106/49 duration 0:00: 10 bytes 179 (pi necone)

EfETelnetH4 :

BARERBERATAFHYERE , AERAEETenetH LA EEFTE, EUTRAIF | LR
171.68.118.143M R ZBFE A E#ETelnetZ EHE9.9.9.30 HITH M ERFE . TelnetEHRS L AIRE,



BBSMHRER , LFFHR171.68.118.143F A ARE89.9.9. 10 TCPR £ :

994910
(Cutside)
9991 (Virtual IP 9.9.9 30)

PIX

171.68. 118115

—=

Insice

Tac+ Server 17168118 143
17168118101

PIXE. B ERTelnetHidh :

i p address outside 9.9.9.1 255.255.255.0

i p address inside 171.68.118. 115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

ti meout uaut h 00: 05: 00

aaa- server TACACS+ protocol tacacs+

aaa- server Qutgoing protocol tacacs+

aaa-server Qutgoing (inside) host 171.68.118.101 cisco timeout 10

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
virtual telnet 9.9.9.30

PIXSAREHTelnet ¥ :

109001: Auth start for user '??? from 171.68.118.143/1536 to 9.9.9.30/23
109011: Authen Session Start: user 'tineout_143', sid 25
109005: Aut hentication succeeded for user 'tineout_ 143" from
171. 68.118. 143/ 1536 to 9.9.9.30/23
302001: Built TCP connection 46 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
| addr 171.68 .118.143/1537 (timeout 143)
304001: tineout_143@71.68.118.143 Accessed URL 9.9.9.10:/
302001: Built TCP connection 47 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1538
| addr 171.68 .118.143/1538 (ti meout_143)
302002: Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
| addr 171.68. 118.143/1537 duration 0:00: 03 bytes 625 (tinmeout_143)



304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr 9.9.9.30/1538
| addr 171.68. 118.143/1538 duration 0:00: 01 bytes 2281 (timeout_143)

302009: O in use, 1 nost used

E#fTelnetiE s

FERAETelnetB|E#HTelnet IPEF |, show uauthis T &8 REuauth, IRFEHEEREEHEEXERERST
M2 &L REBRIB ( BuauthPEERFRER ) , ttEEB X TelnetElE&Telnet IP, ERFAMEZE
B ER o

AR

EAUBRY —RASETEM, EUTRAT  FERENATESHRE | BEHTCPH23.
1OBBEA.

PIXE®E :

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing
aaa authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

it , EHRMN171.68.118.143%F9.9.9.10 TelnethlF , AR TelnetiE 23U A23-49&5 B R |, E B4
TEOEBENERE, #171%171.68.118.143%19.9.9.10MWHTTPEHEE , RANMEETENERSE , E
BPIXTEERTACACSHAIRESREHTTP , K A80T1E23-49581E A,

TACACS+& RE M MRS A B

user = telnetrange {
login = cleartext "tel netrange"”
cmd = tcp/23-49 {
permt 9.9.9.10
}
}

BEE , PIXIEFEA#S "emd=tcp/23-491 # "cmd-arg=9.9.9.10, EiXE|TACACS+aEIRES,

EPIX EETHR :

109001: Auth start for user '???" from 171.68.118.143/1051 to 9.9.9.10/23
109011: Authen Session Start: user 'telnetrange', sid 0

109005: Aut hentication succeeded for user 'telnetrange' from
171.68.118. 143/ 1051 to 9. 9.9.10/23

109011: Authen Session Start: user 'telnetrange', sid 0O

109007: Authorization permtted for user 'telnetrange' from
171.68.118. 143/ 1051 to 9.9 .9.10/23

302001: Built TCP connection 0 for faddr 9.9.9.10/23 gaddr 9.9.9.5/1051

| addr 171.68.1 18.143/1051 (tel netrange)

109001: Auth start for user '???" from 171.68.118.143/1105 to 9.9.9.10/80
109001: Auth start for user '???" from 171.68.118.143/1110 to 9.9.9.10/80
109011: Authen Session Start: user 'telnetrange', sid 1

109005: Aut hentication succeeded for user 'telnetrange' from
171.68.118.143/1110 to 9. 9.9.10/80

302001: Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110



| addr 171.68.1 18.143/1110 (tel netrange)

302001: Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111

| addr 171.68.1 18.143/1111 (tel netrange)

302002: Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
| addr 171.68.11 8.143/1110 duration 0:00: 08 bytes 338 (tel netrange)

304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 | addr
171.68. 11 8.143/1111 duration 0:00: 01 bytes 2329 (tel netrange)

HHE & A

- Cisco PIXPBA 0 fi kB8 7 i 7 3%
. Cisco Secure PIXBi A $ 8 &
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